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BCTYI1

Cranom Ha novaTtok 2026 poKy YHCENbHICTh HACEJEeHHsS CBITY CTaHOBWJIA 8,3
MUJIbSIpJIa OCI0 3 HE3HAUYHMMH BapiallisiMU 3aJeKHO BIJ JDKEpela Ta METOOJIOTil
nigpaxyHky. Y ciuni 2026 poky 3a caMMM HaliCKPOMHIIIUM T1IPaxXyHKOM IHTEPHETOM
(amrn. Internet) xkopuctyBanocs 72-75% ycix moxet Ha 3emumi. [lonan uBepTh
HaceneHHs (mpuOIM3HO 2+ MIpA JIOAEH) Bce M€ HE Mae JocTymy abo He
BUKOPHCTOBYE IHTEPHET, 0OCOOJIMBO B PEriOHaX 3 HU3bKUM pPIBHEM J0XOAIB. Internet €
ocHOBOIO Mepexl (the Web), TexHiuHOI0O 1HQPACTPYKTYypoOr, 3aBISKH SIKI ICHYE
Bcecpitnas [TaBytuna (World Wide Web). 3a cBoeto cyrtio Internet — my»e Bennka
Mepexa KOMIT I0TEPIB, SIKI MOXKYTh B3a€EMOJIISATH OJHUH 3 OJTHUM. AJie CIiJl 3a3HAYUTH,
o Hi Internet, Hi World Wide Web, ctporo kaxxyuu, He € Mmepexxkamu. Internet — 1ie
Mepexa Mepex, a BeecBiTHs [laByTrHa — 11e po3nojauieHa cuctema Ha 0asi Internet.
OTxe, BUBYEHHS I1HTEPHET-TEXHOJIOTIM cTyAeHTamu cremianbHocTi «lIpukiaana
MaTeMaTUKa» MPUPOIHO PO3IMOYATH 3 PO3IIISILY OCHOB KOMIT FOTEPHUX MEPEXK.

Komm’totepui mepexi (anrim. Network) — 1e CyKymHICTP TEpPCOHABHUX
KOMIT'IOTEpIB, PO3MOJIJIEHUX Ha JesAKi TepuTopli 1 00 €qHAHUX ISl CIUIBHOTO
BUKOpHUCTaHHs pecypciB. [1o cyTi MeTor0 Takoro 00’ €IHaHHS € HaIaHHS KOPUCTYBadyaM
JTOCTYMy 70 pi3HOro poxay iHdopmarri, 6a3 gaHWUX, 4YaTiB, JJOKYMEHTIB Ta IPOrpam.
Kowmm’otepu, miakiarodeHi 10 Mepexi, Ha3uBatoThes KilieHTamMu Ta cepBepamu (Client)
(Server). CrpoliieHa cxema Toro, Sk BOHH B3a€MO/IIFOTh, MOXKE BUTJISIATH TaK:

requests

'ﬁ'é'spm'sz?s—:’

[Ipu moOyz0BI Mepexi BH3HAYAETHCS IIMPOTAa OXOIUICHHS BiJIJATCHHS
KOMIT'IOTEpIB, IO CKIAmaloTh Mepexy. Ha choromHi Mepexi MOUISIOTh 3a
TEPUTOPIATBHOIO O3HAKOKO:

1. JlokanbHi Mmepexi (LAN — Local Area Network). /lo mokambHHX Mepex
3a3BUYall BIIHOCSATH MEPEXk1, KOMIT IOTEpU SKUX 30CEpe/KEHI Ha B1JIHOCHO
HEBENMMKUX Teputopiax. [IpukinazoM IOKalmbHOI MeEpexi € Mepexka
3anopi3bKOTr0 HAIIOHATBLHOTO YHIBEPCUTETY, SIKa OXOIUIIOE BC1 KOPIyCH
YHIBEPCUTETY, sika 3a0e31euy€e BUCOKY MBUJIKICTh 0OMIHY 1H(OpMAITi€o Mixk
KOMIT FOTEPaMH.

2. T'noGanpHi mepexi (WAN — Wide Area Network). ['mobampHi Mepexi
3a0e3meuytoTh OOMIH JaHUMH MIDK BIIJAJICHUMH KOPHUCTyBadaMH,
opraHizamisiMu Ta 1HQOPMALIMHUMHU CHCTEMaMd 3 BUKOPUCTAHHSIM
PI3HOMAHITHHX KaHAIB 3B ’s3Ky, 30KpeMa ONTOBOJOKOHHHX JIiHIH,
CYNyTHUKOBHUX KaHAJIB, paJio3B’sI3Ky Ta MEPEX CTUILHUKOBOTO 3B’S3Ky Ha
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3HAYHINA BIJICTaHI OJMH Biag OaHOTO. Bemnka IpOTSHKHICTh TaKUX MEpPEek
BIUIMBAa€ Ha IIBHJKICTH IMepefayl JaHuX, sfKa ICTOTHO HIKYe, HIK B
JIOKaJIbHUX Mepexkax.

3. Mepexi meranodiciB (MAN — Metropolitan Area Network). [Toaioni mepexi
MpU3HAYCHI JJi1 0OCIIyTrOBYBaHHsS TEPUTOPIi BEJIMKOTO MiCTa-MerarmoJica.
KoyxHa Taka Meperka € 9aCTHHOIO JIeSKOi TII00aIbHOT Mepexi. st mooyoBu
TaKMX MEpPEK BUKOPHCTOBYIOTHCS JOCUTh SIKICHI LHU(POBI JIIHIT 3B’ 3Ky, LIO0
JTO3BOJISIOTH 3/IIMCHIOBATH B3aEMO/III0 HAa BIITHOCHO BUCOKHX, Y TTIOPIBHSIHHI 3
TIIO0TBHAMH MEPEKaMHU, IIIBUIAKOCTSIX.

MeTow BHUBYEHHS HaBYaIbHOI JUCHUILIIHK «Oprasizaifiss KOMIT IOTEpPHUX

MEpEX» € 3aCBOEHHS CHCTEMAaTHYHMX 3HAHb 13 0a30BUX TEXHOJIOTIH CydacHHUX
KOMIT IOTEPHUX MEPEeX, CUCTEM Tepeaadi iHpopMallii, METO1B KOMYTaIlii, CTAaHIapTiB
iHOopMaIIHHUX Ta OOYUCITIOBAILHUX MEPEXK, 30KpeMa aHami3y Ta MOJEIIOBAHHIO

nporie

CiB Ta SIBUII B TATy31 iIHPOPMAIITHIX TEXHOJIOTIH.
OCHOBHUMU 3aBJIAHHSIMU BUBUCHHS NUCIMIUTIHA « OpraHizailisi KOMIT FOTEpPHUX

MCPCIK)» €:

BUPOOUTH HABUYKH 13 MPUHIMITIB MOOYJOBH Ta CTAaHAAPTIB KOMI FOTEPHUX
MEpPEK;

O3HAHOMUTHCS 13 TONOJIOTIEI0 KOMIT FOTEPHUX MEPEXK;

Ha0yTH HaBUYKH 13 3aCTOCYBaHHA MMPOTOKOJIIB 1HPOPMaLIIITHOTO 0OMiHY;
HAa0yTH HaBUYKHM 13 BHUKOPHUCTAHHS CYYaCHMX TEXHOJIOTIM KOMI FOTEPHHX
MEpEeX Ta iX BUKOPUCTAHHS Y JIOKAJBbHUX Ta M100aIbHUX MEpEeXkax;

HAa0yTH HaBUYKU 13 METOJIIB BUKOPUCTAHHA KOMIT'IOTEPHUX MEpEexX Ta ix
TEXHOJIOT'1H;

HaBYMUTHUCS PO3POOLI CTPYKTYpU KOMIT FOTEPHUX MEPEK;

HaBYUTHUCS BUKOPUCTOBYBAaTH IPOrpaMHI 3acoOM JJisi J1arHOCTUKHU Ta
aJIMIHICTPYBaHHS KOMIT IOTEPHUX MEPEK.

VY pe3ynbTaTi BUBUCHHS HABYAIBHOI TUCIUIUTIHUA CTYJICHT TOBUHEH Ha0yTH TaKUX
IIPOTPAMHUX KOMIIETEHTHOCTEM:

— HaBWYKH MI>KOCOOMCTICHOI B3a€EMO/III;

— 3JaTHICTh OOMPATH Ta 3aCTOCOBYBATH MaTEMAaTUYHI METOJIU JIJIsl PO3B’ A3aHHS
NPUKJIATHUX 3a7a4, MOJCIIOBAHHS, aHalli3y, MPOEKTYBaHHSA, KEpyBaHHS,
MIPOTHO3YBAHHS, TPUIHSATTS PIIICHD;

— 3JIaTHICTh PO3B’si3yBaTH MpodeciiiHl 3aayl 3a JOMOMOT0I0 KOMIT FOTEPHOT
TEXHIKH, KOMIT IOTEPHUX MEpeX Ta [HTepHETy, B CEpeOBUIIl CYyYaCHUX
onepauifHUX CUCTEM, 3 BUKOPUCTAHHSIM CTaHAAPTHUX O(PICHUX JONATKIB;

— 3JaTHICTh EKCIUIyaTyBaTH Ta OOCIYroByBaTH IporpamMHe 3a0e3nedeHHs
ABTOMATU30BaHMX Ta 1H(OPMAIIHHUX CHCTEM PI3HOTO MPU3HAYCHHS,

— 3JaTHICTbH JI0 MPOBEJCHHS MAaTEMAaTUYHOTO 1 KOMIT FOTEPHOTO MOJIETTIOBaHHS,
aHaii3y Ta 0OpOOKH TaHUX, OOYMCIIIOBAJIBHOIO €KCIIEPUMEHTY, PO3B’SI3aHHS
dbopmanizoBaHUX 3a7ad 3a JOMOMOTOI0 CIIEIiali30BaHUX IMPOTPAMHUX
3ac001B;



— 3JaTHICTh 10 oOprasizamii poOOTH KOJEKTHUBY BHUKOHABIIB, MpPUMMAaHHA
JTOIIIIBHUX ~ Ta  €KOHOMIYHO  OOIPpYHTOBAaHMX  OpraHi3allifHUX  Ta
yHOPaBIiHCHKUX PILICHB, 3a0e3MeueHHs 0e3MeUYHNX YMOB Mparil.

VY pe3ynbpTaTi BUBYEHHS HAaBYAJIbHOT AUCIUILIIHYU CTYICHT MIOBUHEH HA0yTH TaKUX
IPOrpaMHUX Pe3yJIbTaTiB HABYAHHS:
— BOJIOAITH OCHOBHUMHM METOJAaMU PO3POOKM JHUCKPETHHX 1 HENEPEepPBHUX
MaTeMaTUIHUX MOJCIEeH 00’ €KTIB Ta MPOIIECIB, AHATITUYHOTO JOCIIIIPKCHHS
[IUX MOJIETICH Ha MpeIMeT ICHYBaHHS Ta €IMHOCTI iX pO3B’s3KY;
— BHUKOPHCTOBYBATHM B TMpakTU4yHIA poOOTI creuiagi3oBaHi MporpamHi
OPOAYKTH Ta MPOTPaMHI CUCTEMU KOMIT IOTEPHOT MAaTEeMAaTUKH;

— JIEMOHCTPYBAaTH HABUYKHU B3a€EMO/IIT 3 IHIIUMU JIIOJIbMU, YMIHHS MPAIIOBaTH
B KOMAaH/I.

OcCHOBOIO /111 BUBUCHHS TUCHUIUIIHU «OpraHizaiiisi KOMII' IOTEPHUX MEPEX» €
OBOJIOJIIHHS CTyJCHTaMH IUCHHMILUTIHAMU «JlucKpeTHa mMaTeMaTtwka» 1 «AnredOpa Ta
reomeTpisi». HabyTi mpu BUBYEHHI JaHOTO KypCy 3HAHHS HEOOX1H1 /IS MOAAIBIIOTO
IPOXOKEeHHS «BUPOOHNUOT MPaKTUKI.

Kpim Toro, y pamkax kypcy Oyae NpHAUIEHO yBary 1HT€PHET-HIAKIOYEHHIO,
nporokoiny TCP/IP, nporokonam UDP Tta TCP, cucremi nomenHux iMen DNS,
nporokoiy nepenadi rineprekcty HTTP, BuBueHHst crpyktypu Ta BMicTy [P-nakeris
Ta Mapmpyrtuzaiii B [P-Mepexxax. MeToauuHi BKa3iBKU MICTATh peKOMEHAAIT 111010
BUKOHAHHS J1abopaTOpHUX PoOIT Ta iX XiJ BUKOHaHHs. KoxHa jaboparopHa pobOoTa
CYNPOBOKYETHCS HEOOXITHUMH TMPUKIATAMU Ta TMOSICHEHHSMU 0 HHUX, MEBHUMU
NPAKTUYHUMU 3aBJIAHHIMH, BUKOHAHHS SIKUX TIOTJIMOIIIOE CIIPUMHATTA Martepiainy Ta
KOHTPOJHHUMU 3alUTAHHSIMHU.



3aranbHi pekoMeHAaNil 10 BUKOHAHHSA JA00pPaTOPHUX POOiT

JlabopatopHi 3aHATTA 3 AuciuIuliad «OpraHizailis KOMIT IOTEPHHX MEPEex»
NpU3HAYEHI IS CTYJEHTIB  OCBITHbO-KBadi(ikamiiiHOro piBHA  OakanaBpa
cnemianbHocTi  «lIpukiagHa MareMaTvka»  OCBITHBO-MPO(DECIHOI  Iporpamu
«Komm’roTepHe MOAETIOBAHHSD).

[Ipn BUKOHAaHHI KOKHOi POOOTH HEOOXITHO O3HAMOMUTUCS 3 TECOPETUUYHUM
MaTepiaJioM Ta 3aBIaHHIMH J0 J1abopaTopHOi poOOTH. 3aXUCT 1abOpaTOPHOI poOOTH
BiIOYBAEThCS 3a HACTYIHUM CIICHApIEM: CTYICHT BIJANOBIa€ Ha TMOCTaBJIEHHI
BUKJIaJJa4Y€M NUTAHHS, JEMOHCTPY€E OPUTTHAIBHICTh POOOTH, MOSICHIOE X1 BUKOHAHHS
nabopaTopHoi poOoTH. /{1151 MOsSCHEHHS AeSKUX pe3yJIbTaTIB Ta IEMOHCTpallii Ha0yTHX
HaBUYOK CTYJICHT MOXKE€ CKOPUCTATUCHh KOMIT FOTEPOM.

JlJist OTpMaHHSI OI[IHKU 3 BUKOHAHHSA J1a0OpaTOpHOi POOOTH CTYAEHT NOBUHEH
IiAroTyBaTH 3BIT Ta 3aBaHTaxUTH Horo 1o CE3H Moodle y BctanoBnieHi TepMiHU. 3BIT
3 BUKOHAHHS J1a00paTopHOi poOOTH MOBUHEH MaTH:

— TUTYJBHUN apKyIll;

— Temy poboTH;

— Xi7 po0OTH, SIKMI1 MO3HAYAETHCS Y BUKOHAHHI 11 3aB/IaHb;
— pe3yJIbTaTu PO3PAXyHKIB;

— aHaJi3 OTPUMAHUX PE3yJIbTaTiB BUKOHAHHS 3aBJaHb;

— CKOpOYEH1 BIIMOBI1 HA 3alUTaHHS JIJIsi CAMOIIEPEBIPKHU.

Jns 3aBantaxkennst 10 CE3H Moodle daiin moBureH OyTy y Takux ¢opmMarax,
sk docx, odt a6o pdf. @opmar pdf € mepeBaxkuuM. S0 po3mip (aiiny mepeBuIrye
BCTaHOBJICHI OOMEXEHHSI JIUIsl 3aBaHTAKEHHS, CKOPUCTANTECh OyIb-IKUM TpaiaHuM
peIaKTOpOM s 3MEHIIEHHS po3Mipy HasBHUX € HbOMY pucyHKiB. He
BUKOPHUCTOBYITE MporpaMHe 3a0e3meueHHs, 0 BUKOPUCTOBYETHCS A 00’ €THAHHSA
daiiniB y oquH apxiBHUM ¢aiin. 3BIT, AKUH 3aBaHTaXEHO y apxiBHoMy (aitmi Oyje
BB)KATHCh HEIIiATOTOBICHUM.



JlabopaTopHna pooora Nel. MepeskeBi yTujiiTu onepamiiHoi cHCTeMH

Tema: BuBueHHs1 poOOTH MEpPEKEBUX YTHIIIT ONEPALIIITHOT CUCTEMH.

Meta: BUBUMTH CHHTaKCHC Ta TPUHIIMITN BUKOPUCTAHHS OCHOBHUX MEPEKEBUX
YTHIIT, SIKI 3aCTOCOBYIOThCSI B omepailiiinux cucremax Windows ta Linux s
YIPAaBIIIHHS, KOHTPOJIIO Ta 3MIHA MEPEKEBUX PECYPCIB Ta OTOUCHHSI.

Teopemuuni sioomocmi

B omepamiiinux cuctemax Ansi BU3HAYCHHS MepeXeBOi KOHQIryparii By3na
(MepCOHAIBHOTO KOMIT I0TEPa, CEepBEpa, KOMYTAIIHOTO O00JIaIHAHHS TOILO), HOTro
iHTEeppeiciB, a TakoX JJI1 HaJallTyBaHHS Ta 3MIHY DapaMeTpiB MEpPExKI
BUKOPUCTOBYIOTh IPOrpaMHE 3a0€3MEeUEHHSI — YTUIITH. 3 PO3BUTKOM ONEpALIITHUX
CUCTEM 3MIHIOBAIACh 1 PYHKIIOHAIBHICTh YTHIIIT, CTAJI0O MOXKJIUBUM OTPUMATH JIESIKI
napamMeTpu a00 BUKOHATH OJIHI 1 T1 cam1 HAJIAIITYBaHHS 32 JIOMIOMOT0I0 PI3HUX YTHIIIT,
3’SIBUJIMCh YTWIITH 3 TINEpHAOOpPOM MOXJIMBOCTEH, Hampukiaj, ip-maker B Unix
cuctemax. CHeKTp MOXJIMBOCTEH YTHUIIT Ta iX PI3HOMAHITTA Yy PI3HHX BEpCisX Ta
KJIOHaX OTepaIiiHuX CUCTEM OTpeOy€e IHTEHCUBHOTO CAMOCTIMHOT'O BUBUEHHS SIK JIJIS
TUX, XTO OyJle aaMIHICTPyBaTH KOMII IOTEPHI MEpeXi, Tak 1 s THX, XTO Oyze
CTBOPIOBATH MpOrpaMHe 3a0e3MedeHHs, 0 iX BUKOPUCTOBYE. ToMy B jJabopaTopHin
po0OOTI pO3TIANAEThCS TEeBHUN 0a30BUM HAOIp YTWIT Ta JESIKI NPHUKIATU iX
BUKOPUCTAHHSA, IO JIO3BOJISIIOTH OTpUMATH 1H(OPMAII0 MPO HASBHY MEPEXKEBY
KOH(DIrypairiro By3jia Ta HOro OTOUYEHHS Y MEPEXi.

Yrumita ifconfig (onepauinHi cuctemm Linux Ta UNIX)
BUKOPUCTOBYETHCS JUIsl OTpUMaHHs 1H(Mopmalii mo wmepexxeBuM iHTepdercam
KOMI'IoTepa Ta KoH(pirypyBaHHs ix mapamerpiB. Takox BOHa  MOXKe
BUKOPHCTOBYBATHCh /Il TEPEBU3HAYCHHS aJpecH MepexeBoro intepdeiicy. B
onepauiiftHux cucreMax Windows noqiony QyHkuito mae ytuiita ipconfig.

Sxmo He BKa3yrThCs omiii, To ytwiaita ifconfig BHBOAWTH MOTOYHY
KOH(Irypaiiro MepexeBux iHTepdeiciB. SKuo HEoOXIJHO BUBECTH MEPEXKEBY
KOH(]irypaliiro meBHOro iHTepdeicy, To B KOMaH/ 1l BKa3yeTbcs oro im’s. Hanpukian,
st wi-fi agantepy 3a komanaow ifconfig wlol Oyiio oTpuMaHo:

wlol: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.1.165 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 feB80::667f:65e2:8ebb:5fcb prefixlen 64 scopeid 0x20<link>
ether 24:77:03:51:bd:e8 txqueuelen 1000 (Ethernet)

RX packets 12832 bytes 9166196 (9.1 MB)

RX errors @ dropped 1 overruns @ frame 0

TX packets 6060 bytes 807819 (807.8 KB)

TX errors © dropped © overruns 0 carrier ® collisions ©

ne wlol Bka3ye Ha iHTepdetic; flags Bka3zye Ha mpamnopili, o BCTAHOBJCHI IS
iHTepgeiicy — UP (yBiMmkHeHo) BROADCAST (moxke mnpuiiMatd MaKeTH
mupokomoBieHHs1) RUNNING (mae miakmrouenss 10 mepexi) MULTICAST (moxe
npuiiMatu rpynosi naketr) PROMISC (mpaittoe y Hepo30ipIMBOMY pekumi); mtu —
po3Mip MakcuMalibHOTO OJIOKY; inet — IP-aapeca inTepdeiicy; netmask — mepexena
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Macka a0o Macka miamepexi; broadcast — [P-ampeca nist makeTiB MIMPOKOMOBIICHHS,
inet6 — [P-anpeca Bepcii 6; prefixlen — moBxuna npedikcy ms [P Bepcii 6; scopeid —
BKa3zye Ha 3B’s30K 13 mpuctpoem; ether — MAC-anpeca mpuctporo; txqueuelen —
MaKCHMaJlbHa JOBXHHA 4epru; RX — BKa3ye Ha KIJIbKICTh IPUIUHATUX MTAKETIB Ta OAIT;
TX — BKa3zye Ha KUIbKICTh MEpeIlaHNX MaKeTIB Ta OauT.

YTunity ping npusHadeHo [ TECTyBaHHS 3B 3Ky y KOMIT IOTEpHINA Mepexi.
YTunita reHepye, Tak 3BaHHI, MAaKETH BIJIYHHS Ta BIAOpaBisie iX 10 By3ia
NpU3HAYCHHS. SIKIIO By30J1 B MEpexi ICHY€e, BIH y poOOYOMY CTaHI Ta MOro
HaJaITyBaHHS MMpalle3aTHI, TO Y BIAMOBIAL IPUI/IE BIMOBIIb HA BIUTYHHS. Y THIIITA
ping Mae MeBHY KUIBKICTh PI3HMX ApTyMEHTIB Ta OILIA, 110 TAaKOX 03BOJSE ii
BUKOPUCTOBYBATHU J0 JIarHOCTUKH 3B’s13Ky. KopuCHO 3acTOCOBYBaTH ONIiI0 -C IS
3a/laBaHHs KIJIbKOCTI MAaKeTIiB BITYHHSI, 1110 T€HEPYETHCS (32 3aMOBUYBAHHSIM, MTAKETH
TEHEPYIOThCsl Oe3MepepBHO, MOKKW He Oynae HaTHUCHYTO oaHoudacHo kiagimil Ctrl-C).
Omnmist -1 103BOJIAE 3aJaBaTH IHTEPBAI Yacy MK HakeTaMH (3a 3aMOBUYYBaHHSIM
1 cexynna). Omuis -I mo3Bossie 3a7aTH KOHKpETHUU iHTepdeiic, 13 SKoro OyayTh
BIJIMPABJISITUCH ITAKETH (Ma€ CEHC, SKIIO B CUCTEMI JISK1IbKa MEepEKEBHUX 1HTEPGEHCIB).
- S no3Bostsie 3a1aTu J1eaKy KoHKpeTHy [P anpecy mxepena nakeriB BiTyHHs. Omniis
-  BUKOPHUCTOBYETBCS CHUCTEMHHMMH aJMIHICTpaTopaMu i1  OJHOYACHOTO
BIJIITpaBJICHHS MHOYKWHU TMAKETIB JJI IEPEBIPKU CTAOUTLHOCTI poO0TH 1HTEpPEHCY (K
IPaBUJIO BUKOPUCTOBYETHCS pa3oM 3 oMili€to - C). Huxue HaBeseHO MPOCTUH MpUKiIal
BUKOPHUCTaHHS YTUIITH ping:

vgorbenko@vgorbenko-HP-EliteBook-8460p:~5% ping 16.1.16060.31
PING 16.1.1006.31 (16.1.106.31) 56(84) bytes of data.

64 bytes from 10.1.100.31: icmp_seqg=1 ttl=62 time=12.8 ms
64 bytes from 10.1.100.31: icmp_seg=2 ttl=62 time=9.30 ms
64 bytes from 10.1.100.31: icmp_seqg=3 ttl=62 time=3.06 ms

AC

--- 16.1.100.31 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2883ms
rtt minfavg/max/mdev = 3.060/8.411/12.871/4.0855 ms

Y xomanai Bukopucrano mneBHy I[P-aapecy 10.1.100.31 nokanbHOI Mepexi.
Koxuuit psaok BIUTYHHS BKa3y€e Ha JOBXKHHY IMaKeTy BULTyHHS — 64 Oailth, HOMEp
NAKeTy y MOoCaiA0BHOCTI, 3HaueHHs TTL nist npuiiHATOrO Nakery Ta yac, 1o MpouiioB
MIDX BIJIIPABICHHSAM Ta IPUUHATTIM HaKETy.

YTunita route  BUKOPUCTOBYETbCS  JJIs  YOPABIIHHSA  TaOJIULEIO
Mapiipytu3aiii. TaOnaunsg MapuipyTusaiii  J103BOJISIE  BCTAHOBJIIOBATU  IUISIXU
BIJITPaBJICHHS MAKETIB K 0 CETMEHTIB JIOKAJIbHOT MEPEXi, TaK 1 10 IEBHUX MEPEX
ro0anpHOi  Mepexi IHTepHeT, a TaKoX BCTAHOBIIOBATH MPIOPUTETHICTH
BUKOPHUCTaHHS 1HTEPEHUCIB Ta NUIAXIB MIPHU MEPECUSIaHH] MTAaKeTIB. Y HAUMPOCTIIIOMY
BUIIAJIKY YTHIITa route BUKOPUCTOBYETHCS O€3 OMIIii 1 JO3BOJISIE OTPUMATH HASIBHY
TaOJIUIII0 MapIIPyTU3AILI:



vgorbenko@vgorbenko-HP-EliteBook-8460p:~S$S route

Tabauua MapuwyTM3auuu agpa npotokona IP

Destination Gateway Genmask Flags Metric Ref Use Iface
default router.asus.com 0.0.0.0 UG 600
1000

1ink-local .0.0. 255.255.0.0 U
192.168.1.0 .0.0. 255.255.255.0 U 600
U

192.168.122.0 .0.0. 255.255.255.0 0

VYcwo iHdopMaiito po30OMTO Ha JEKUIbKa CTOBMYHUKIB, IO 3aJ€XKUTh BIJ
Bukopuctanux omuil. CroBmuuk Destination BMil[ye MEBHI €J1EMEHTH MEpexi —
BY3JIU, MEPEKEBI cerMeHTH, iHTepdeiicu. Cropnunk Gateway BMIITy€e aapecy LT3y
s iepecusianns maketis (0.0.0.0 —3a 3amoBuyBaHHsAM). CToBmunk Genmask — Macku
HiMEPEX, 10 BKa3yIOTh HA 00’ €M eleMeHTy Mepexi. Y ctoBmuuky Flags mpanoperb
U Bkasye, 110 IUIIX aKTUBHUH, a mpamnopeib G, 110 11eil eJIEeMEHT MEepexki € OCHOBHUM
NUTI030M. Metric BKa3ye Ha IPIOPUTETHICTh MApIIPYTy — HAlIMEHIIIE 3HAYCHHS BKa3ye
Ha HauBUIIMA TipiopuTeT. Ref Bkasye Ha KUIBbKICTh MOCKJIaHb HA TIEBHUW MapuIpyT, a
Use — Ha IHTEHCHBHICTh MOro BHKOpHUCTaHHs. Iface Bka3dye Ha 3B’S30K 3 MEBHUM
iHTEepdeiicom.

YTunity traceroute 4acTo BUKOPUCTOBYIOTH JIJIi BU3HAYCHHS MAapIIPYTy
B1J1 OJIHOTO BY3J1a KOMIT FOTEPHOI Mepexi 70 1HIIoro. st mboro ctBoprotoThess [CMP-
NAKETH 3 aJIPECOI0 By3Jia mpu3HadueHHs. CyTTEBUM € Te, 110 CTBOPIOBAHI TAKETH MalOTh
MOCTIZIOBHO  30UTbIyBaHUN 3a 3HaueHHsM mnapamerp TTL (time to live). Ilei
napameTp 3a3BUuail BKa3y€e Ha MaKCUMAaJIbHY KUIBKICTh BY3J11B-MapUIPyTHU3aTOPIB, IO
JI03BOJISIETHCS TPOUTH MAKETy. by b KU By30J1 MEPEKi, KOJIU OTPUMYE MAKET, [0 Ma€e
OyTH mepenpaBieHUN Ha 1HIIUH BY30J1, 000B’s13K0BO 3MeHIye 3HaueHHs TTL Ha 1.
Axmo TTL crae piBauM 0, TO Takui MakeT Aajll HE MEPECUIAETHCS, a Ha BY30J1, 1110
roro BiampaBuB, noepTaeThcss ICMP-noBimomieHHss «time exceeded in transity.
YTunita traceroute (ikcye ajpec HpOr0 MapHIpyTU3aTOPa, a TAKOXK MPOMIXKOK Yacy
MDK BIJINPAaBJICHHSAM TaKeTy Ta OTpuMaHHAM BiamoBiai. Came 1 iHdopMalis i
BUBOJIUTHCA Ha TepMmiHan. Ilicas 1poro traceroute MOBTOPIOE CTBOPEHHS 1
BiJIIpaBJCHHS MakeTiB, aine 3HadeHHs TTL 306inbmryetscs Ha 1, 1O J03BOJISAE
“IPOCKOYUTH BY3JIH-MAPIIPYTU3ATOPH, K1 BXKE BIMOBUIH, 1 TOCATTH HACTYITHHUH 3a
MapmpyToM. SIKIIO MOCTIIOBHO BiIMPaBISATH HAa BY3OJI-IPU3HAYEHHS IMAKETH, IO
BIIp13HSAIOTHCA 3HaUeHHsAM TTL Ha 1, To orpumaemo naketu 3 [CMP-nioBijioMieHHSIM
«time exceeded in transit» BiJ yCiX MPOMIXKHUX BY3J11B-MapIIPyTHU3ATOPIB.

Ha xinnieBomy By3imi aket 3 TTL=1 ne Biakugaetscs Ta [CMP-noBimomneHHsIM
«time exceeded in transit» He cTBOproeThcs. i BU3HAUEHHS TOTO, IO BY30JI-
npu3HaueHHs OyB JOCSATHYTHH, yCl MaKeTH BiIMPaBISIOTHCS Ha TOPT, SKHA HE
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BUKOPHCTOBYEThCS. Moro Homep nopiBHIOE 33434 + (MakcHMalabHA KiTbKiCTh
TpaH3UTHUX BY31iB) — 1. Ilicms OTpUMaHHS TakOro MakKeTy BY30J-NPU3HAYCHHS
noseprae [CMP-noBigoMieHHsT Mpo MOMWIKY «MOPT HeAocTymHuit». Came 1€
JI03BOJISi€ BU3HAYHUTH, 110 BY30JI-IIPU3HAUYEHHS JOCATHYTO.

KoManna netstat BXOIWUTh A0 CTaHAAPTHOTO HAOOPY MEPEKEBUX YTHIIT
onepauiitaux cucteM Windows, Linux, UNIX. 3a ii qomoMorowo MokHa OTpUMATH
1H(dOopMaIiIo PO MIAKIIOYEHHS 10 KOMIT IOTEPHOI MepeXi, CTATUCTUKY BIJIOBIIHO A0
KOXKHOTO 1HTepdericy, Tabuuill MapipyTu3aii, masquerade, multicast Ta iH1e.

Bu3HaueHHs aKTHBHMX HIAKIIOYEHb 10 KOMII IOTEPHOI MEpexkl BUKOHYETHCS
HACTYITHUM YHHOM:

KOMaHJa netstat -—a A03BOJISIE BUSHAYUTHU BCI I IKITFOUYEHHS

# netstat -a | more
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 localhost:domain o LISTEN

udp6 0] 0 fe80::20c:29ff:fe68:ntp [::]:*

Active UNIX domain sockets (servers and established)

Proto RefCnt Flags Type State I-Node Path

unix 2 [ ACC ] STREAM LISTENING 20492 /var/run/mysqld/mysqld.sock
unix 2 [ ACC ] STREAM LISTENING 23323 /var/run/php5-fpm.sock

KOMaHIa netstat -at mo3soisge BuzHauutu TCP migkaroueHHs
# netstat -at
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State
tep 0 0 localhost:domain *ax LISTEN
tep 0] 0 *:ssh o LISTEN
tep 0] 0 localhost:ipp o LISTEN
tep 0 0 *:http i LISTEN

KOMaHJa netstat -au mo3Bossge BuzHauntu UDP migkmroueHHs

# netstat -au
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State
udp 0 0 localhost:domain o

udp 0] 0 *:bootpc o

udp6 0 0 feB80::20c:29ff:fe68:ntp [::]:*

JUis BU3HAYEHHS TOPTIB, IO 3HAXOAATBCA y CTaHl MPOCIYXOBYBaHHS,
BUKOPHUCTOBY€ETHCS Kitou -1. Hanpukian: komanna netstat —1t BUKOPUCTOBYETHCS
qutst Bu3HaueHHs: TCP-nopTiB, 110 3HAXOAATHCS y CTaH1 MPOCITYXOBYBaHHS.

JInsg OTpUMaHHS CTATUCTUKU I10 KOXKHOMY IIPOTOKOJIY BUKOPUCTOBYETHCS
KOMaHJa netstat -s, HAOpUKIAI:

# netstat -s
Ip:
11150 total packets received
1 with invalid addresses
0 forwarded
0 incoming packets discarded
11149 incoming packets delivered
11635 requests sent out
Icmp:
13791 ICMP messages received
12 input ICMP message failed.
Tcp:
15020 active connections openings
97955 passive connection openings
135 failed connection attempts

2841 packets received
180 packets to unknown port received
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s otpumanns PID ta imeni mpouecy 3a dopmarom «PID/Program Name»

netstat BUKOPHCTOBYETHCA 3 OIIIEI0 -p, SIKy MOXXHA MO€JHYBATH 3 I1HIIMMU
onuisiMH. SIK MpaBUJIO BOHA BUKOPHCTOBYETHCA NMPU HANATOJDKEHI JJIsl BU3HAUYCHHS
TOTO, sIKa IpOorpaMa BUKOPUCTOBYE sikMi nopT. Hanpuxnan:

name

worker

worker

# netstat -pt
Active Internet connections (w/o0 servers)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program
tep 0] 0 org-ru-putty.vm.udf:www 52-106.plus.kerch:55723 ESTABLISHED 9486/nginx:
tep 0 0 org-ru-putty.vm.udf:www 52-106.plus.kerch:55757 ESTABLISHED 9486/nginx:

Jlns 6e3nepepBHOTO BUBOAY 1H(POpMAIlii netstat BUKOPUCTOBYETHCS OMIIIS -

c. Hanpukian:

# netstat -c
Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State

tep 0 0 org-ru-putty.vm.udf:www 182.131.74.202:59933 FIN_WAIT2
tcp 0 ® org-ru-putty.vm.udf:www 182.131.74.202:63761 FIN_WAIT2
tep 0 0 org-ru-putty.vm.udf:www 92-181-66-102-irk.:4585 ESTABLISHED
AC

ITepepBatu BuBij MOKHA ogHOYacHUM HatuckanHsM CTRL-C.
Cnucok MepexeBUx 1HTEpEHCiB OTPUMYETHCS 3a JOTOMOTOI KOMAaHIH

netstat -1, a 6uIbin po3mupeHa iHdopmalls npo iHTephencu OTPUMYEThCS 3a
JIONIOMOTO10: netstat -ie. Hampuknan:

# netstat -ie
Kernel Interface table
etho Link encap:Ethernet Hwaddr 00:0c:29:68:4c:a4
inet addr:192.168.128.134 Bcast:192.168.128.255

Mask:255.255.255.0

inet6 addr: fe80::20c:29ff:fe68:4ca4/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:24278 errors:@ dropped:0 overruns:0@ frame:0
TX packets:11275 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:33203025 (33.2 MB) TX bytes:665822 (665.8 KB)
Interrupt:19 Base address:0x2000

B3zarasni MoxHa BUKOpUCTATH HA01p 13 AEKIJIBKOX OIIIIM /711 OTPUMAaHHSI IEBHO1

BU3HAYCHOI 1H(pOpMaIrii:

# netstat -lnptux
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp [¢] 0 0.0.0.0:80 0.0.0.0:* LISTEN 9614/nginx

tep 0] 0 0.0.0.0:22 0.0.0.0:~ LISTEN 601/sshd

udp 0] 0 8.8.4.4:123 0.0.0.0:% 574/ntpd

udp 0] 0 127.0.0.1:123 0.0.0.0:% 574/ntpd

udp 0] 0 0.0.0.0:123 0.0.0.0:* 574/ntpd

Active UNIX domain sockets (only servers)

Proto RefCnt Flags Type State I-Node PID/Program name Path

unix [ ACC ] STREAM LISTENING 4233 826/python /var/run/fail2ban/fail2ban.sock
unix [ ACC ] STREAM LISTENING 8122 2561/mysqld /var/run/mysqld/mysqld.sock
unix [ ACC ] STREAM LISTENING 160413 7301/php-fpm.conf /var/run/php5-fpm.sock
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VYHiBepcaIbHOI KOHCOJBHOIO YTHIITOIO € ip, peami3amis SKoi JOCTyIHa B
omeparifoux cucrtemax kioHy Linux ta UNIX. VTumita ip 00’eaHye MOXIMBOCTI
ifconfig, arp, route Ta AESKUX IHIIMX YTHIIT Ta KOMaHJ ISl YIPaBIIHHS
Mmepexero Linux.

YTunita ip wMae 3Ha4YHy (QYHKIIOHAIBHICTH Ta JI03BOJISIE BHU3HAYATH
BJIACTUBOCTI MIJKIIOUEHHS 10 KOMIT IoTepHOi Mepexi, [P-ampecu inTepdeiiciB Ta
ARP-tabnuito, HajamToBYBaTH TMONITUKH MapUIpyTH3allii, 3MIHIOBaTH 3allCH
ARP-tabmuui Ta nesxi mapamerpu cteky TCP/IP. Benuka KUIBKICTH (YHKIIIMA
3YMOBJIIO€ CIeUU(iKy BUKOPUCTAHHS Ili€l yTWIITH. CUHTAKCUC KOMAHJIHOTO psJiKa
€1 yTUIIITUA BUTTISIAAE€ HACTYITHUM YHHOM:

ip [onuii] 00’ekT KOMaHaa [mapameTpHu]

Onmii € rno0anbHUMHM HANAIITyBaHHSAMH, IO BIUIMBAIOTH Ha POOOTY BCi€l
YTWIITH HE3aJE€KHO BlJ 1HIIMX apryMEHTIB Ta MOXYTh HE 3a/1aBaThCh. O0’€KTOM y
KOMaHJHOMY PAJIKY € MEpPEKEeBUM eIeMEeHT ab0 JIOriyHa CYTHICTh, JO SKOI
3aCTOCOBY€ThCSl KoMaHAa. KomaH0i0 € meBHa it 3 00 €KTOM, SKIA MOXYTh
HaJaBaTHUCS TIEBHI MMapaMeTpH.

OcHoOBHUMU oMIIisIMU €: -V (oTpuMaTtu 1HGOPMAIIII0 PO YTUIIITY Ta ii BepCiio);
-h (BuBoMTH 1H(OpMAIIiIO Y 3pydHOMY JUIs JIOAUMHU Popmarti); -b (YuTaT KOMaHIH
13 HajgaHoro daiiny); -s (BUBOOUTH cTatucTUuHYy iHGopMmarito); -f (cnenudikye
CIMEHCTBO MPOTOKOJIB, 10 Oy/Ie BUKOPUCTOBYBATHUCH); -0 (BKa3ye Ha BUBI1Jl KOKHOTO
3alUCy 3 HOBOTO DPSI/IKY); -I' (BKasye Ha HEOOXIAHICTh BUKOPHUCTAHHS PE30JIBEPY
CHUCTEMHHX 1MEH).

O06’exTamMu y KOMaHIHOMY PSIIKY YTHIIITU 1p MOXKYTh OyTu: address (MepexkeBa
aapeca iHTepdeiicy); link (di3uunnii MepexeBUl TPUCTPIif); monitor (MOHITOPUHT
cTaHy mnpuctpoiB); neighbour (kepyBanns Tabnuuero cycigiB ARP/NDP); route
(ympaBiinHs ~—~ mapmipytusaiiiero); rule (mpaBuwima  MapmpyTtuzaimii);  tunnel
(rynemtoBanss IP); maddress (kepyBaHHs multicast agpecamu); mroute (KepyBaHHS
mapiipytamu multicast Tpadiky); xfrm (HanaiiTyBaHHs MexaHi3miB 6e3neku [Psec);
netns (KepyBaHHSI i30//bOBaHMMU MepeXeBUMM TMPOCTOpaMU iMeH); tcp_metrics
(kepyBaHHs napaMmetpamu 3’eqHaHb TCP); vrf (BipTyanbHi Tabuili MapiipyTu3atiii).

111 yac BBeieHHS 1M 51 00’ €KTY MOKe OyTH CKOPOUYEHO JI0 OJIHI€T 200 10 KITbKOX
JITEp, Y 3AJIEKHOCTI BiJl 0JIHO3HAYHOCTI. Hampukian, komanay ip address show
MO>KHA 3aIUCcaT SIK ip a show.

Cepen THUNOBHX KOMaHJ, IO MOXYTh BUKOHYBaTHUCh HaJl 00’ektamu €: add,
change, del abo delete, flush, get, list abo show, monitor, replace, restore, save, set, a
takox update. Jlng oTpumaHHS TIEpeNiKy KOMAaHJ, 10 BUKOHYIOTHCS JJIsi TIEBHOTO
00’ekTy, cimija 3amatu:  ip 00°ekT help. Hanpuknaa, ip link help BUBOIUTH
JOBIJIKY 3a KOMaH1amu 111 00’ ekty link.

SIk1o0 KOMaH Iy He 3aJ1aHo, TO 3a 3aMOBUYYBAHHSIM BUKOHYETHCS KOMaHAa Show.
Takox MiATPUMY€EThCSI CKOPOUEHHS 1y OLTBIIIOCTI BUMAJIKIB JIJI1 BAKOHAHHS MOTP1OHOT
Tii TOCTaTHBO ACKUIBKOX cUMBOJIB. Ciig mam’statd, 1m0 anxgaBiTHUH TOPSIAOK HE
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3aBXIM MIATPUMYEThCS, HAIPUKIAA, ip a s — o3Hadae ip address show, a He
ip address set.

[TapameTrpu 3amexath BijJi 00’€kTa Ta BKazaHOi komaHau. HaitgacTime
BUKOPUCTOBYIOThCA HacTymHl: dev im’s mpuctporo; up (yBiMKHYTH); down
(BumkuyTH); lladdr MAC-aapeca; initcwnd po3mip BikHa nepeBanTaxkennss TCP mpu
iHimiamizarii; window po3mip Bikaa TCP; cwnd po3mip BikHa nepeBantaxkennst TCP;
type tum; via Bkasye [P-agpecy nactymHoro By3na (next hop), uepe3 skuii
SI[II/ICHIOCTBCSI MapI]_IPYTI/IBaHI}I default mapmipyT 3a 3amoBuyBanHsM; blackhole —
MapupyT "yopHa aipa" (Binkuaae makeTd 1 He Haacwiae ICMP-noBigomiieHb Mmpo
HEAOCTYNHICTh); prohibit - MapupyT "3a00poHH" (BIAKUIATH MAKETH Ta MOBEPTATU
ICMP noBigomiieHHs Mpo 3a00poHY 10CTyMy); unreachable - MapuipyT "HegocskHUR"
(BigkumaTu naketu ta Haacwiatu ICMP nmakeTy mpo HEOCSHKHICTD By3J71a).

Hwuxye HaBegemo JeKisibKa IPUKIaAiB BUKOPUCTAHHS YTHIIITH 1p.

ip link show — nokasye craH ycix MepexeBux iHTepQeHnCiB.

ip link show ethO — noka3zye ctan iHTepdeiicy 3 im'sim ethO.

ip link list up — moka3sye ctaH ycix yBIMKHEHHX MEPEXKEBUX 1HTEP(DEHCiB.

ip link set ethl up — BkITtOUae mMepexxeBuit iHTepdeiic 3 im'sm ethl.

ip link set ethl down — Bukmtouae ethl.

ip neigh show — nmoka3sye yci 3anucu ARP

ip nei add 1.1.1.13 lladdr AA:BB:CC:DD:EE:FF dev ethO — nonae no ARP-
tabnui 3anuc s nesHoi [P aapecu, ne 1.1.1.13 — [P-agpeca, AA:BB:CC:DD:EE:FF
— MAC-anpeca, eth0 — MepexxeBuit IpuCTpi.

ip address show — nmoka3zaru yci [P-agpecu Ta ix inTepdeiicu

ip a | permanent — nmoka3atu TUIbKK cTatuuHi [P-aapecu

ip a 1 dynamic — nmoka3aru Tuibku quHamivHi [P-agpecu

ip addr add 1.1.1.13/24 dev ethO — 3agaTtu [P-anpecy mis intepdeiicy eth(

ip addr del 1.1.1.13/24 dev ethO — Bumanutu [P-aapecy inTepdeiicy eth(

ip add flush dev ethO — Bumanutu yci [P-anpecu intepdeiicy eth(

I3 Touku 30py aIMiHICTPYBaHHS KOMITIOTEPHUX MEPEX BAXKINBOIO (DYHKIIIEIO
YTWIITH 1p € MOXIIMBICTh HAJAIlITOBYBAaTH MEpEXKEBl MapupyTud. Tadmuii
MapupyTH3auii s yTUIMTU 1p 1A€HTU(IKYIOThCSA 32 HOMepoM (Big 1 go 255). 3a
3aMOBUYYBaHHSIM BUKOPHUCTOBYEThCS TaONMUL MapiupyTu3zaiii 254. [{ns BigoOpakeHHs
yCiX MapuipyTiB TaOJIMIll MaplIpyTH3allii BUKOPUCTOBYETHCS KOMaHAHUN PSIOK: 1p
r sh:

(base) :~$ ip route show

default dev ppp0O proto static scope link metric 50

default via 192.168.0.1 dev wlol proto dhcp metric 600

10.1.100.153 dev ppp@ proto kernel scope link src 10.1.100.228 metric 50
169.254.0.0/16 dev wlol scope link metric 1000

172.17.0.0/16 dev docker® proto kernel scope link src 172.17.0.1 linkdown
192.168.0.0/24 dev wlol proto kernel scope link src 192.168.0.111 metric 600
192.168.0.1 dev wlol proto static scope link metric 600

212.111.202.6 via 192.168.0.1 dev wlol src 192.168.0.111

212.111.202.6 via 192.168.0.1 dev wlol proto static metric 600
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ip route show table 255 — moka3sye yci mapipyTu 3 Tabmmii 255

ip route get 10.10.20.0/24 — moka3ye MapuipyT A0 i€l miaMepexi

ip route get 10.10.20.0/24 from 192.168.12.9 — nokasye mapmipyT 10 3agaHoOi
niIMEepexi Bl BKa3aHOro 1HTepdeicy

ip route add 10.10.20.0/24 via 192.168.50.100 — cTBOprO€ MapmIpyT 110 3a1aHOL
nigMepexi uepes3 inrepdeiic 3a Bkazanorw [P-anpecoro

ip route delete 10.10.20.0/24 — Bunanse MapupyT J10 IiaMepexi

ip route del 10.10.20.0/24 via 192.168.50.100 — Bugassie MapmipyT J10 IMiaAMEPExKi
yepes 3aaHui iHTepdeiic

ip route add default via 192.168.50.100 — cTBopro€ MapuipyT 3a 3aMOBUYBaHHSIM

ip route add 10.10.20.0/24 dev ethO — cTBOprOE€ MapmIpyT A0 BKa3aHOI MiAMEPExKi
4yepes3 BKazaHui iHTepdeiic

ip route add table nnn 10.10.20.0/24 dev ethO — momae mo meBHOI TabIMIN
MapIpyTH3allii BKa3aHUi MapiupyT

ip route add blackhole 10.10.20.0/24 dev ethO — cTBOprO€ MapuIpyT THUITY
blackhole

ip route add unreachable 10.10.20.0/24 dev ethO0 — cTBOprOE€ MapuIpyT THUITY
unreachable

3aBaanHs 10 JadbopaTopHoi podoTn Nel

1. Jns BukoHaHHs poOOTH BUKOpUCTOBYMTE nporpamu “‘Komanmuwmii psanox” (OC
Windows) Ta “Tepminan” (OC Linux).

2. BuBuuTH MpU3HAYCHHS, CAHTAKCHUC Ta OMINi (KJIFOYi) HACTYITHUX MEPEKEBUX
YTHIIIT:

— hostname;

— ipconfig (mis Windows) ta i fconfig (s Linux);
— ping;

- arp;

— netstat;

— route;

— tracert (st Windows) ta traceroute (aysa Linux).

3. 3a momomororo hostname BU3HAYTE iM’sI KOMIT FOTEPA.

4. BukopuctoByiite ipconfig (mis Windows) Ta i fconfig (mms Linux) mms
BU3HAUYECHHS MEPEXKEBUX IHTEPPEHCIB KOMII'IOTEpPA, 32 SKUM BHKOHYETHCS
pobota. 3 oTtpumanoi iHdopmarnii BuzHauTe [P-ampecy, MmepexeBy Macky,
aapecy mupokoMoBieHHs1, MAC-anpecy Ta KUIbKICTh MPUAHATOI Ta TIEPETaHOT
iH(DOopMmarrii.

5. BukopucraiiTe KOMaH1y ping s HaCTYITHUX aJpec:

— 10.1.100.31 (y mepexi 3HY); 198.168.1.1 a6o 192.168.0.1 (momamns
Mepexa)

- www.znu.edu.ua

— www.ukr.net
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6. Bukonaiite koMaHy arp 0e3 3aJjaBaHHS OIIIIM Ta OKPEMO 3 OMITISIMHU -a Ta -n.
[TopiBHsliTE OTpUMaHI pe3yabTATH.
7. Jlns BUKOHAaHHS KOMaHJIM netstat BUKOPUCTOBYWTE HACTYIIHI OMIUI: -T, -1, -g, -8,
-V, -p, -L.
8. BukoHnaiiTe koMaHIy route 0e3 3aJaBaHHs ONIIINA Ta 3 OMIIEIO -N.
9. Buxkomnaiite komanmu tracert (mms Windows) tTa t raceroute (mms Linux)
JUTS HACTYTIHUX aJIpec:
— 10.1.100.31 (y mepexi 3HY); 198.168.1.1 abo 192.168.0.1 (momarus
Mepexa)
- www.znu.edu.ua
— www.ukr.net
10. BukopucTtoBytoun YTWJIITY 1p BUKOHaWTe 3aBIaHHS MyHKTIB 4, 6, 8 mis
KOMIT'IOTepa, 110 MPAIIoE il onepariiHo cucremoro Linux. [TopiBusiite 3
OTPUMAaHUMHM Pe3yIbTaTaMH 3a JOTIOMOTOI0 YTHIIIT, BKa3aHUX Y ITUX MMyHKTaX.
11. ITigroTyiiTe 3BiT, B IKUIA 3aHECITh PE3yJIbTaTH 3a MyHKTaMu 3-10.

3anuTaHHA VIS caMonepeBipKu

[lo Take yrumitu?

JJ11 40ro BUKOPUCTOBYIOTHCS MEPEIKEBI YTUIIITH?

3a 01IOMOTro10 SIKUX YTHIIIT MOKHA Bu3HauuTH [P-agpecy komm'torepa?

Sk MOXHa BHW3HAYUTH ICHYBaHHSA (HAsABHICTh IMIJKIIIOYEHHS JO MEpEexi)
KoMI'torepa 3 neBHoro [P-aapecoro?

Ilo Take TTL?

J11st 9oT0 TIpU3HAYEHO TAOIHITI0 MaPIIPyTH3aIii?

Sxy indopwmariito mictutb ARP-Tabmuis?

Sx BU3HAUUTH MapwpyT (OIPOMIDKHI BY3JIM-MAapUIPYTU3ATOPH) 10 IMEBHOIO
BY3JIy-IIPU3HAYCHHS ?

9. 1Mo no3Bosisie BUBHAYUTH yTHIIITa netstat?

10. Sxuii 3aragbHUN CHHTAKCUC KOMAHIHOTO PSAAKY BUKOPUCTAHHS YTUIIITH 1p?

el S

P N_NAW
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JlaGopaTopHa po6ora Ne2. AHajizaTtop mepexkeBux nakertiB Wireshark

Tema: Amnanizatop ™epexeBux mnakerTiB Wireshark. 3axpar Ta anami3
MEpPEeKEBUX KaJPIB.

Meta: 3a nomoMororw asHaizaTopa BUBUHUTH CTPYKTYpPY Ta THUIU KaJpiB y
KOMIT IOTepHINA Mepexi

Teopemuuna wacmuna

AHanizaTopu MepeKeBUX TPOTOKOMIB (aHTII. — sniffer) BigHOCITHCS 10 KaTeropii
3ac001B, K1 € HEOOXIJHUMHU aIMIHICTPATOPy MEpexi Il BU3HAUEHHS Ta aHAII3Y
noJiii, 1o B110yBarThCs B Mepeki. PoboTa ananizaTopiB 0a3yeTbcsi HA BAUKOPUCTAHHI
TaK 3BaHOT0 "HEPO30IPIUBOT0" (promiscuous) pexxuMy poOoTH aJanTepy MEpeKeBOro
iHTEpdeicy. Y upboMy pexuMi KaJipH, Kl IEPECUIIaAIOTHCS MEPEKEI0, 0y (hepu3yIOThCs
MEPEKEBUM aJanTepoM i, He3anexxHo Bi MAC-aapecu mpu3HavYeHHs, aHATI3yOThCSL.
Kpim miei ocHOBHOT (PyHKIIIT aHaIi3aTOpH 30MParOTh Ta BU3HAYAIOTh Y peaIbHOMY Yaci
3aBaHTAXEHHS MEpeXi Ta OKPEeMHX pOOOYMX CTaHIli, BEIyTh CTATUCTUKY
BUKOPUCTAHHS MEPEKEBUX MPOTOKOJIIB, BU3HAYAIOTHh PO3IOALT KaJIpIB Ta MAaKETIB 3a
PO3MIpOM TOIIIO.

OnHYM 3 HAMMOMYJIAPHIIIKUX aHAJI3aTOPIB KaJpiB Ta MAKETIB y KOMIT IOTEpPHIM
mepexi € Wireshark. Anamizatop Wireshark no3Bosnsie BukonyBaTu 3axBar KajpiB 3
MEpexi, JO0 SKOI KOMIT IOTep MIAKIIOYEHO Ta MPOBOJUTH J€TaTbHUN aHalli3 MOro
BMICTY. SIK MpaBHUJIO aHAII3aTOP BUKOPUCTOBYETHCS:

— 7S PIICHHS POOJIeM 13 MEPEKEI0;
— IS OLIIHKH PIBHS MEPEKHOI OS3MEKH;
— Q7S BHUBYCHHS MEPEKEBUX TPOTOKOJNIB Ta BHUSBJICHHS XHOHOTO iX

BUKOPHCTAHHS,

— ISl A1arHOCTYBaHHSA POOOTH MEpEKEBOro IMPOTrpaMHOro 3a0€3IMeyeHHs], 10

PO3pOOIIIETHCS;

— 17151 BUSIBJICHHS TUITIB MPOTOKOJIIB, 1110 BUKOPUCTOBYIOTHCS B JIOKAJIBHINA MEPEXKI;
—  J17151 BUSIBJICHHS IPUXOBAHOTO MEPEKEBOTO TPADIKYy.

OcHoBHuMU BigMminHocTsIMu Wireshark e:

— KpocraTopMHa peanizailis;

— 3axOIUICHHA KaJIpiB Ta MAaKETIB, 10 HAJIXOATh JO MEPEKEBOTO afanTepy;

— TIOBHA JieTajizalis iHdopmallii mpo MpoTOKOJIU, III0 BUKOPHUCTAHO Y TTAKeTax;

— 30epeKeHHs JaHUX MaKeTy, SKui 0yJI0 3aX0IJIEHO, Ta MOXJIUBICTh MOAIBIIOTO
aHaJi3y IHUX JaHUX;

— IMIIOPTYBaHHS Ta €KCIIOPTYBAaHHS TMAaKETIB Yy Pi3HI BiOMI (opMaTu AJIA 1HIITUX
MporpamM-aHali3aTopis;

— GiIpTpYBaHHS MAKETIB 3a 6araThbMa KpUTEPISMU;

— TIOLIYK MAKETIB 3a 0ararbmMa KpUTEPIsIMU;

— 3a0apBJIeHHS PAJIKIB 13 3aXOIJIEHUMHU TAKETaMH BIATOBIAHO 0 (PUIBTPIB;

— CTBOPEHHS PI3HOMAHITHUX CTATUCTUK;

— Ta IHILE.
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3axoIUIeHHs KaJpiB MOKHA BHUKOHATH uepe3 MeHio Capture—Options abo 3a
nonomororo komanji Capture-Start Ta Capture-Stop. Uepes Briagky Options MOxkHa
3pOOMTH JOAATKOBI HAaNAIITYBaHHS, IIOJO TMPOIECY 3aXOIUICHHS Ta I[O0Ka3y
3aXOIUICHUX JAHUX I11]1 YaC Oro BUKOHAHHS.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Al @ERE QL IV-H5E e @ E

[W|Apply a display Filter ... <Ctrl-/> &3 ~| Expression... +
No. Time Source Destination Protocol Length Info
1 0.000000000 SamsungE_49:b1:89 Broadcast 60 Who has 192.168.1.17 Te
2 0.102474882 192.168.1.2 192.168.1.31 UbDP 77 47792 - 15600 Len=35
3 1.126908204 192.168.1.6 255.255.255.255 ubDP 140 7765 — 7765 Len=98
4 1.638451494 fe80::e102:7a08:b11.. ffo2::c SSDP 208 M-SEARCH * HTTP/1.1
5 1.945661587 SamsungE_49:b1:89 Broadcast ARP 60 Who has 192.168.1.1?7 Te

4 »
» Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface ©

» Ethernet II, Src: SamsungE_49:b1:89 (84:c@:ef:49:b1:89), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
» Address Resolution Protocol (request)

ff ff ff ff ff ff 84 c0 ef 49 bl 89 08 06 00 01 I
08 00 06 04 OO 01 84 cO® ef 49 bl 89 cO a8 01 02 I

0020 cO a8 01 01 00 00 00 00 00 00 [EEEEE
) 00 00 00 0O 00 00 0 60 00 00 00 00
© ¥ wireshark_wlo1_20190119211717_nwQD1g.pcapng Packets: 5 - Displayed: 5 (100.0%) Profile: Default
Puc. 1. Wireshark no3Bossie 3axonutu MmepexxeBui KaJp Ta BAKOHATH aHaIi3 HOro
BMICTY

VY BepxHiii yacTuHl BikHa aHamizatopy Wireshark moka3yroTbcsi 3axoruieHi
KaJpu 3 Mepexi 3 BKa3IBKOI IX OCHOBHHMX TNapaMeTpiB: MEpPEeKEBOi aapecu
BIJITpaBHUKA Ta OTPUMYBaya, TUITY KaJpy, JOBKUHU y OalTax, yacy OTpUMaHHS MiCJs
MOYaTKy MPOIECY 3aXOIUICHHsS. Y NEHTPAIbHIM YacTHHI TMOKAa3yeThCA l€papXiduHa
CTPYKTypa MEPEKEBHUX MPOTOKOIIB, 110 BUKOPUCTOBYIOTHCS Ha BIAMOBIIHUX PIBHIX
nepenaBaHHs JaHUX. SIKIIO PO3rOPHYTH MEBHUM PiBEHb, TO MOYKHA MMOOAYUTH OIKC
I0JIIB MOTO 3aroJIOBKY. Y HWXKHIW YaCTHHI BIKHA - NIICTHAAISTUPIYHUNA JaMIT KaJpy
(OaiiTh Kazpy, SKi MPEACTABICHO Yy MIICTHAMIATUPIYHOMY (hopmarTi).

Agnpeca BianpaBHHKa Ta oTpumyBada y kajapl Ethernet 3a3Buuail maroTh
nopxuHy 6 OaiitiB. ¥ MAC-agpeci monoamuii 01T mepumoro OalTy € 03HaKOI
IHIUBIyaJIbHOI 200 rpynoBoi aapecu: 0 - BKa3zye Ha MEBHY CTaHLIO, 1 — BKa3zye Ha
IpyNoOBY aJpecy IEeKUIbKOX CTaHIii mepexi. [Ipu mupokoMoBHIN ajpecalii yci 61Tu
aZipecu BCTAHOBIIOIOTHCA B 1. Anpeca oTpuMyBada Moke OyTH SIK 1HAMBITYaJIbHOIO,
TaK 1 TPynoBOI0 a00 MIMPOKOMOBHOIO. BiilpaBHUK MOXe MaTH JIUIIE 1HAUBITyaIbHY
aapecy, ToOTO Moo U OIT mepuioro 6aiiTa HOro ajgpecu 3aBxau Mae 3Ha4eHHs (.
Hpyruii 61T BKa3zye Ha YHIKaJIbHICTh apecH y riolanbHoMy ceHci: 0 — yHIKaJIbHHIMA
ro0aibHO; 1 — yHIKanbHUN y Mexax JokanbHoi Mepexi. [lepmi 3 Oaiitu (3a
MOPSAZIKOM iX TIepefaBaHHS y Mepexi Ta TpamguiiiHomy 3amucy MAC-anpecu) €
yHIKaJdbHUM ineHTudikaropom opranizamii (OUI), ski peectpariiiina agmiHicTpaiis
IEEE nanae BupoOHHKamM MepexeBoro oomagnanus. Ocranni 3 Gaiitu (Ha Puc.1 ne 4,
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5 Ta 6 GaiiTh) MpU3HAYAIOTHCS BUPOOHUKOM IS KO)KHOTO BUTOTOBJICHOTO €K3EMILISIPY
IPUCTPOIO 1 TOMY 3a0€3MeUyI0Th MOBHY YHIKaJIbHICTH yciei MAC-aapecu.

3 Gaiira 3 Gaiira
OUI (Organisationally Unique Identifier) . NIC (Network Interface Controller) Specific
1-mit Baitr 2-ui DadT 3-ii1 baiT | 4-nii Baiir 5-uit Baitr 6-uit Hair

0: ingueigyansHuii (unicast)
1: rpynosuii (multicast)

0: rnobanbHO yHIKaNbHHUA
1: aMIHICTPYETLCA JTOKA/ILHO

Puc.2. Crpykrypa MAC-anpecu y kaHOHIYHOMY (hopMaTi

Ha mpaktuiil y KoM’ toTepHii Mepeki Ha KaHaJIbHOMY PiBHI 3yCTpivaroThes 4
tunin  kazapiB Ethernet (Puc.2), mo oO0ymMOBIIEHO TPHUBAJIOK ICTOPIEI0 PO3BUTKY
texHoyorii no mnpuiHATTa crannaptie [EEE 802. Ilpaktuuno yce wmepexene
oOnagHaHHS BMi€ MOKE MPAIOBATH 3 TUMU (hopMaTamMu KaJpiB.

Kanp Ethernet DIX (a6o xanp Ethernet I1) Bu3Hauae HacTyIH1 OIS 3aTOJIOBKY:

— agpeca oTpuMmyBada - 6 6aiTiB (MAC-aapeca oTpuMyBada);

— ajJpeca BianpaBHuka - 6 OaitiB (MAC-anpeca mepexeBoro iHTepdency, 3
SKOT'0 BIJIPABICHO KAJIp);

— TUI TPoTOKOy (TIosie Type), 1m0 BKa3ye Ha MEPEKEBUI TIPOTOKOJI BEPXHBOTO
piBHSI, SIKMl BHUKOPHCTOBYE TIOJIE JaHMX Kaapy I Iepeaadi cBoro makery. Jlms
MO3HAYEHHSI THUIYy TMPOTOKOJNY BHKOPUCTOBYIOTHCS 3HAUEHHS, IO TMEPEBUINYIOTH
3HAUYEHHS MaKCUMAaJIbHOT JIOBXKUHHU oIS 1aHux Kaapy (1500 Gaiit) ass 3a0e3nedeHHs
BimMiHHOCTI KajapiB Ethernet DIX Bij iHIIUX THUITIB;

— Kagp Moke BMmimyBaTtd He Oumbmie 1500 Oailt maHuX, aje SKIO JaHUX
nepeaacThCs MEHII 46 OalT, TO IMOJIe JaHUX 3alOBHIOEThCS Oakitamu 3 () 3HAUCHHSM
70 MIHIMAJIBHO TPUIYCTUMOI JOBXHHH. 3arajbHa JOBXKHHA MIHIMAJIBHOTO 32
po3MipoMm Kaapy ckiangae 7+1+6+6+2+46+4=72 Gaiita = 576 6it. Takuii MmiHIMaTbHUHT
po3mip OyB BUMYIIECHUM Jig 3a0€3MEUCHHSI KOPEKTHOT pOOOTH MEXaHI3MY BUSBJICHHS
KOJI31i Ha MOYaTKy po3BUTKY TexHouorii Ethernet;

— T0Jie KOHTPOJIbHOI cyMH (4 OaliTh) Mae 3HA4YeHHS, 10 OOYMCIIOETHCS 3a
anroputMoM CRC-32 Ta mpusHaueHe AJid BUSIBICHHS IUIBHOCTI KaJpy Ha CTOPOHI
oTpuMyBaya. SIKIO0 3Ha4Y€HHs LBOTO MOJIA MEpPeIaHoro Kajapy He Oyzae 30iratuch 3
0OYHUCIIEHUM Ha CTOPOHI OTPUMYyBaya, TO TaKUil Kajp Oy/e MpOIrHOPOBAHO, SIKIIO HE
3aJ1aHO THIIOTO0 MEXaHI3MY.
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Kanmp 802.3/LLC (abo xamp 802.3/802.2) mae 3aroyioBOK, SIKHi € pe3yJbTaToM
MO€THAHHS 3ar0JIOBKIB Ka/IpiB, BU3HaueHnx ctanaapramu 802.3 ta 802.2. BignosigHo
no crangapty 802.2 B mone manmux kamapy 802.3 (MAC-miapeBHb) BKIAIAETHCS Kap
nigpiBHsa LLC 3 BUpaneHuMu npanopisgMu No4yaTky Ta KiHus kaapy. [lomst DSAP ta
SSAP 1103BOJISIFOTH BKa3aTH Ha CEPBIC BEPXHHOI'O PIBHS, IO IMEpPECHIIac AaHHI 3a
JOTIOMOTOI0 IILOTO KaJpy. 3a3BHYail Il MOJII MaloTh OJWHAKOBI 3HadyeHHs. [lose
YIPaBJIIHHSI BUKOPUCTOBYETHCS JUIS TO3HAYCHHS TUITY KaJIpy JaHUX — iHGOpMaIliiHuH,
KaJlp ympaBiiHHS abo HeHyMmepoBaHu# (3a3Buyail B Ethernet BUKOpPHCTOBYIOTHCA
HeHyMepoBaHi kajapu). Ha BiaminHicTh Big opmary Ethernet DIX nBoGaiiToBe mosie
JIOBKMHU BKa3ye JIOBXKUHY TIOJIA JaHUX, sSIKE He Mo)ke repeBuinyBatu 1500 GaifTis.
Tomy mo xagp LLC nomae mo 3arosioBky 3 0ailTH, TO MAaKCUMaIbHUN PO3MIP TOJIS
JTAHUX 3MEHINY€eThes 10 1497 GanT.

Kaap 802.3
6 6 2 46-1500 4
DA | SA L Data FCS

Kamp 802.3/LLC

6 6 2 1 1 1 43-1497 4
DA SA L DSAP SSAP  Control Data FC
S
3aromoBok LLC
Kanp Ethernet DIX (II)

6 6 2 46-1500 4
DA SA T Data FCS
Kanp Ethernet SNAP
6 6 2 1 1 1 3 2 38-1492 4
DA SA | L | DSAP @ SSAP Control OUI T Data FCS

AAh AAh 03h 00000
0
3aronoBok LLC 3aroJioBoK
SNAP

Puc. 3. ®opmaru kaapiB Ethernet. DA — MAC-agpeca
orpumyBaya, SA — MAC-aapeca BignpaBHuka, T — moie, 1110
BKa3y€ THUI MPOTOKOJY BEPXHBOrO PiBHA, L — JOBXKMHA MOJIO
nanux, FCS — none konTponsHoi cymu (CRC-kon).

Kanp Raw 802.3 (abo xaap Novell 802.3). V panHix Bepcisix omnepariiitHoi
cuctemu NetWare i1 po3pobonuk ¢ipma Novell mpoirHopyBasia BHUMOTY IIOJO
posmimenHs LLC kanpy y kaap 802.3. besmocepennpo 3a 3aronoBkoM kaapy 802.3
BOHU postamoByBainu [PX-maker, skuii mounHaetbest 3 FFFFh inentudikaropy xampy
poro Tumy. Novell TpuBanmii yac He BUKOPUCTOBYBaJIa Ci1y>k00Bi moiist kaapy LLC y
CBOIH omepariifHiii cuctemi NetWare, ToMy 110 B 1IboMy HE OyJ10 HEOOXiTHOCTI — Y
noyi Jlanux 3HaxojuBcs maker npotokony IPX. Omepamiiina cucrema NetWare
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ChOTOJHI TPAaKTUYHO HE BUKOPHCTOBYEThCs, ¢ipma Novell Bxke BTpaTtHiia CcBOIO
CaMOCTIHHICTB, a miaATpUMKa npotokony IPX y cBiTi maiike He 31HCHIOETHCS.

Kanp Ethernet SNAP (SNAP - SubNetwork Access Protocol, mpoTtokon
noctyny no miamepex). Kagp Ethernet SNAP Busnaueno crannaprom 802.2H 1 BiH €
posmpennsM  kanapy 802.3/LLC 3aBAasku  BBEICHHIO JIOJATKOBOTO  MOJs
inenTudikatopa oprasizamii OUI, ske TakoX MOXe€ BHUKOPUCTOBYBATHCH IS
0OMEXKEHHSI JOCTYMy JI0 MEpeXi KOMIT IOTEPiB IHIIMX opraHizaiii. {omgaTkoBuii
3arosioBOk SNAP BUKOpPUCTOBY€TbCS i HaJlaHHA OUIBIIOT BIOPSAKOBAHOCTI MPH
MO3HAYCHI TUITY MPOTOKOJY, SKUH PO3MIIIy€E CBOIO 1H(POPMAIlIIO Y MOJ1 TaHUX KaJpy
LLC. Cranmapt 802.2 BUKOPUCTOBYE ISl 1Ib0TO oaHOOaiTOB1 oyt DSAP ta SSAP
(MakcuManbHO 256 mipotokodiB). Y Bepcii npotokony Ethernet, siky 3anmpononyBaniu
paszom kommanii Digital, Intel Ta Xerox (Bepcist Ethernet DIX), myist mo3HaueHHs THUITY
IPOTOKOIY Yy TOJII JaHWX KaJpy BUKOPHUCTOBYEThCA ABoOaiToBe mose Type. s
MO3HAYCHHST TIPOTOKOJIIB MEPEKEBOTO PIBHA BHUKOPHUCTOBYIOTHCS 3HAYCHHS BHIIEC
05DCh (mictHagusaTtkoBuil ¢gopmar), Hanmpukiaa, 0800 BHUKOpUCTOBYETbCS s
no3HaueHHs npotokoiy IP. 3aronoBok SNAP Takox BMilrye nBobaitose nojie Type,
npu3HaYeHHs Ta opmMar AKoro Taki cami sk 1y nons Type kaapy Ethernet DIX.
Tpoox6aittoBuii kojn opranizanii (OUI) BUKOPUCTOBY€TbCS A MO3HAYEHHS Ti€i
oprasizallii o cTaHaapTu3allii, sKa BIAMOBIIA€ 32 YUCI0BI 3HaUeHHs 110J1s1 Type. Taxk,
4yKiciIoB1 3HaYeHHs noJst Type s 3aronoBky SNAP y Bumnaaky BUKOpUCTaHHS HOTO Yy
kaapi Ethernet Busznauae xomiter 802.3 IEEE, kxom sikoro 00 00 00. [Ins iHIImxX
IPOTOKOJIIB KAHAJIBHOTO PIBHS 3HA4YeHHS KOJIB mojs Type BHU3HAYAIOTH 1HIII
oprasizamii 1Mo cranmaptusamii. TakuM YWHOM, MPU BUKOPUCTAHHI JOJATKOBOTO
3aroioBKy SNAP nocsraetscst cymicHicTs kanpiB 802.3 3 kagpamu Ethernet DIX 3a
METOJIOM KOJYBAaHHSI MTAKETIB MPOTOKOJIIB BEPXHBOI'O PIBHS, SIKI EPEAAIOTHCSA Y TOJI1
nanux. ITons DSAP ta SSAP, npu BukopucTanHi 3aroyioBKy SNAP, oTpumyroTh
3HaueHHd 17010)= AAh, mo Bka3sye Ha Te, 110 y noii ganux kaapy LLC 3Haxonutbcs
3aroioBok SNAP. Ilone ympaBniHHs 3a3Buuaii mMae 3HaueHHs 03h, sxe Bka3ye Ha
BIJICYTHICTh IOTIEPEAHBOTO 3’ €/THAHHS HA KaHAJIHLHOMY PiBHI.

JHaueHHA nonAa | Hi 3a nonem Hi 3a nonem Hi
Tun/foexnHa =] 00BKMHW ioe (=] OOBXUHW i0e
Binblue 1500 none FFFFh none AAh
Tak Tak Tak
Twvn kagp
Tun kagpy Tun Kagpy Tun kagpy Eth erarﬁty
Ethernet DIX Novell 802.3 Ethernet SNAP 802 3/LLC

Puc. 4. Anroput™m Bu3HaueHHs Tuny Kajapy Ethernet

CyuacHe MepeskeBe obOnagHanHs miarpumye yci 4 tunu kaapis Ethernet.

21



3aBaaHHs 10 J1a0opaTopHOL podoTH No2

1. 3anycrite  anamizatrop  Wireshark. UYepes mnaHenp MeHO  00epiTh
(Capture — Options) abo HatucHiTh Ctrl+K.

Wireshark - Capture Interfaces

‘ Input | Output = Options

Interface Traffic Link-layer F
wlo1 AU Ethernet
any AL Linux cook

» Loopback: lo s Ethernet

» virbro - Ethernet
enp0s26u1u2i6 Ethernet
enp0s25 _ Ethernet
nflog Linux netfi
nfqueue I Raw IPv4
usbmon1 SN Unknown

OO6epith BrIaAKy “Options” Ta 3a7aliTe aBTOMATUYHY 3YNMHUHKY 3aXOIUICHHS MICIs
1000 xanpiB. HatucHith “Start”.

Stop capture automatically after...

v'|1000) *| packets

Jouekaiitech 3axomienHs 1000 kaapiB i aBTOMAaTHYHOI 3yITUHKH IIHOTO TPOIIECY.

2. BuxoHaliTe CTaTUCTUYHUM aHAIi3 3aXOIUICHUX KaJpiB 32 TUIIOM MPOTOKOJIB:
Statistics — Protocol Hierarchy. Bu3nauTe KiIBKICTh KaApiB 3a THIAMHU:
Ethernet DIX; 802.3/LLC; Novell 802.3; Ethernet SNAP.

3. Cepen 3axormieHMX KaJpiB 3HamiTh oauH kanap  Ethernet DIX Ta omgun
802.3/LLC.

HaeniTe 1151 KOKHOTO 3 HUX OlHApHUI BMICT Ta BIJMIOBIIHUM 10 HHOTO aHaJIi3.
J17151 1IbOTO BUKOPUCTOBYHTE TIEPEMIIIICHHS Y BIKHAX aHAII3aTOPY

v IEEE 802.3 Ethernet
Destination: Spanning-tree-(for-bridges) 00 (01:80:c2:00:00:00)

Address: Spannlng tree-(for-bridges) 00 (01:80:c2:00:00:00)

.0, ..., +.vv «vvevev +... = LG bit: Globally unique address (factory default)
o i .... = IG bit: Group address (multicast/broadcast)
» Source Asustekc 59 04 fc (18 31:bf:59:04:fc)
Lenath: 38

0000 18 31 bf 59 04 fc 00 26 42 42 [FEEEN-1 -Y---&BB
010 O3 00 00 PO PO PO 80 MO 18 31 bf 59 04 fc 00 60O - 1Y
020 00 00 80 0O 18 31 bf 59 04 fc 80 03 GO 0O 14 0O ces1.Y

50 02 00 02 00 .

AHaJti3aTop noxkasye O1HapHHUM BMICT KaJpy Ta BIJMOBIIHE MPU3HAYEHHS I[LOTO TTOJIS.

3po0iTh MOBHUN aHANI3 KOKHOTO 13 JBOX OOpaHUX KaJApiB, BU3HAUTE MPU3HAYCHHS
KOHOTO TOJISl Ta IOro BMICT.
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XN W=

Ha mpuknazi kaapiB 3 MyHKTY 3 MOKaXiTh, IO 3a anropuTMoM Ha Puc.3 aiticHo
MO>KHA BU3HAYUTH THUII ITUX KAJIPIB.

. Buznaure sxi tTunm MAC-aapec BUKOPUCTaHO y IUX KaJapax: 1HAWBIAyalbHI,

IpynoBi, IUPOKOMOBHI. HagaiiTe moscHeHHs.

Cepen 3axoryieHHX KaapiB 3HaaiTh kajap 3 ARP-makerom. HameniTe Horo
OlHapHMI1 BMICT Ta 3a JOMIOMOI'0O0 aHajli3aTopa BU3HAYTE TPU3HAYEHHS Ta BMICT
KOKHOro #oro mons. HaBenith, ckiibku cepen 3axormieHux 1000 kazapis
BMiIyBasio nmaketu ARP.

Hagenite po3noain kaapiB 3a noBxuHOW. KaapiB skoi HJOBXWHU HaiOibIIe?
CKIJTBbKH BIJICOTKIB KaJpiB MAaKCUMAJILHOI JIOBKUHH ?

. [ligroryiiTe 3BIT, B SIKWW BHECITh pe3yJIbTaTH 2-7 MYHKTIB.

3anuTaHHA IS caMoINepeBipKU

[ITo mo3HavaeTbcs TepminoM sniffer?

Jlo sxoro Tumy mporpamMHux 3aco0iB BigHOcUThCS Wireshark?

VY 4oMy 0COOJIMBICTH PEXKUMY POOOTH “promiscuous’” MEpPEKEBOT0 aanTepy?
Sxi pyHkiii Bukonye anamizatop Wireshark?

Ska noBxuHa Ta ctpykrypa MAC-aapecu?

SAxy MakcUMaJIbHY 1 SIKy MIHIMaJIbHY JOBXHHY MOKYTb MaTH Ethernet kaapu?
[Io Take mpeamOyJa Ta IKUW BOHA Ma€ BMICT?

Ckinbku 1 skl Tuny kaapiB Ethernet? UuM BoHM BIPI3HAIOTHCS ?

. 3 AKuX moJjiiB ckiaanaeTbes kaap Ethernet DIX?

10 3 sikux 1oumiB ckimamaerbes kaap Ethernet 802.3/LLC?
11.Ckinpkn  MakcuMaiabHO MOke Oytu mepemaHo kaapiB Ethernet DIX

MIHIMAQJIBHOTO pO3MIpy B Mepexi 31 mBuakicTio 10 MoOit/c?

12.Ckiibkn  MakcuMalbHO MoOxe Oytu mnepegaHo kaapiB Ethernet DIX

MaKCHUMaJIbHOT'O pO3MIpy B MepexKi 31 mBuaKicTio 10 MGiT/c?

13.51ka MakcuManbHa MPOAYKTUBHICTH IepeAadl JaHUX Yy MEpexi, SKIIO B Hil

nepecunaroTh kaapu Ethernet DIX MiHIMambHOTO po3Mipy 31 IIBHIKICTIO
10 M6it/c?

14.5lka MakcuMalibHa TPOAYKTUBHICTh Iepelayl JaHUuX y Mepexi, K0 B Hid

nepecwnaoTh kagpu Ethernet DIX makcumanbHOro po3mipy 31 MIBHAKICTIO
10 Mo6it/c?
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JlaGopaTopHna po6ora Ne3. BuBuennsi npunuunis IP-aapecanii

Tema: BuBuenns npunnunis [P-aapecarii.
Meta: BuBuntu npunuunu IP-anpecarii ta i BUKOpUCTaHHS y JIOKQJIbHUX
KOMIT FOTEPHUX MEpexkKax.

Teopemulma yacmurna

IP-aapecanis
Jlns opranizamii iHQopMamiiHOoro oOMiIHY B JIOKQJIbHUX Ta IJIOOAIbHUX
KOMIT FOTEpPHUX MEpexax LIMPOKO BUKOPUCTOBYIOTH cTek nporokoniB TCP/IP. Jlns
3MIMCHEHHS IBOTO KOXXHOMY KOMII'IOTE€pY MNpU3HAYal0Th YHiKanbHy [P-agpecy.
VYHIKaJIbHICTh aipecu MIATPUMYEThCA a00 y TJI00aIbHOMY MaciITadi, abo y MaciTabi
JokanbHOiI Mepexi. ChoroHi HalvacTille BUKOPUCTOBYIOTH [P-aapecarito 4 Bepcii.
Anpeca mae 4-OaliTHe 3HaueHHs, aje JJIs i1 3amuCy 3a3BUYail BUKOPHUCTOBYIOTh
necsitkoBo—KkpankoBy (dotted-decimal) HoTartiro. 3a 1i€to HopmMoro ajipecy 3anucyroTh
3a JI0NOMOTI'00 YOTUPBOX JECATKOBUX YHCEN — 10 OJJHOMY UMCITy Ha OailT, HApUKIIaa:
192.168.100.15.
IP-anmpeca ckitamaeThbes 3 IBOX KOMIIOHEHT — 3 ieHTUdikaTopy Mmepexi (Net Id)
Ta ieHTudikaTopy By3iy mepexi (Host 1d).
Mepedica  8y301

192.168.1. 15

Ictopruno yBech mpoctip [P-ampecamii 0.0.0.0 — 255.255.255.255 0yB
nojaiIeHu# Ha 11’ ATh KiaciB mepex: A, B, C, D ta E (Puc.5).

Knac Jiana3oH aapec Mepexa BY30J1
A 0.0.0.0 - 127.255.255.255 8 OIT 24 Girta
B 128.0.0.0 - 191.255.255.255 16 GiT 16 GiT
C 192.0.0.0 - 223.255.255.255 24 Gira 8 oir
D 224.0.0.0 - 239.255.255.255 - -

E 240.0.0.0 - 247.255.255.255 - -

Puc. 5. [lianazon IP-agpec y knacoBiit Mmozeni

Y cydacHHX KOMIT'IOTEPHHUX MEpPEKax BUKOPUCTOBYETHCS O€3KIacoBa
aapecaris. Y mponoBHeHHs 10 [P-agpecu By3nam HeoOXimHO MaTv iH(POPMAIIIIO PO
po3Moai OIT MK 1IeHTH(IKATOPOM Mepexi Ta ileHTU(iKaTopoM By3na. s 1poro
BUKOPHUCTOBYETHCS TaK 3BaHA Macka MiIMepexi. Macka Takox ckiaafgaeThes 3 4 0alT
(32-01ta). Y macui 0iTH, sIKI BCTAaHOBJIEHI SIK OJMHULS, BKa3ylOTh Ha 1IEHTU(DIKATOP
Mepexi BianosinHux Oit [P-aapecu, a 6iTu, BcraHoBiieHl ik 0 - Ha i1eHTU]IKATOP
By3Ja BianoBigHux 01T IP-anpecu. BignoBigHicts 01T Macku Ta [P-anpecu Bianoinae
iX oHakoBOMY posTtainryBaHHIO. Ha Puc.6 moka3ana aisi Macku migMepeski ISl IBOX
azpec Mepexi. Y BEpXHbOMY MPHUKIIAIl HaBEJIEHO BIMIOBIIHICTh Macku 255.255.255.0
710 cTaHapTHoro po3noaury IP-aapecu Ha 24 6ita i1eHTrdIKaATOPY MigMEpexi Ta 8 01T
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imeHTudikaTopy By3nia, sk y kiaci C. Y HKHbOMY MPUKIIAJII TOKA3aHO MO aApecu
Ha 26 01T ineHTudikaropy miagMepexi ta 6 61T iteHTudikaropy Bys3ma.

24 biTa 8 oiT
Kiac C LIeHTH(IKaTOp 1JIeHT.
MepeiKl BY31Ia
Macka migmepexi: 11111111 11111111 00000000 =255.255.255.0
11111111
255 255 255 0
26 diTa 6 biT
1IeHTH(hIKaTOp Mepexl 17IeHT.
By37a
Macka migmepesxi: 11111111 1111111 000000 =255.255.255.192
11111111 11
255 255 255 192

Puc.6. Ilpuxmanym poGOTH MacoOK st ABOX MiIMEPEXK.

JUis BUBUEHHA NPHUHLMMIIB KOHQIrypyBaHHA B IP-mMepexax HeoOXiJHO MaTu
JOCTATHIO KUIBKICTh PI3HOMaHITHOI'O MEPEXEBOro OO0JIaJIHAHHS Ta MEBHY KIIbKICTb
KOMIT'FOTEpIB PI3HOTO MpU3HA4YeHHS. Y I[bOMY BUIAJAKYy MOKHAa CTBOPUTH pEabHY
KOMIT' FOTEPHY MEpEXy, ajne ii MOYKHA NONEPEAHBO 3MOJEIIOBATU 32 JONOMOTOIO
cydyacHoro nmporpamHoro 3abesneueHHs Packet Tracer. Packet Tracer Oymo
PO3pO0JICHO OJHIEI0 3 ABTOPUTETHIIIUX CBITOBUX KOMITaHIM MEpEekKEBOTro 00IaTHaHHS
Cisco Systems. J[lane mnporpamue 3abe3nedyeHHsT € OE3KOIITOBHUM Ta KpocC-
wIaTOpMEHUM 1 [IMPOKO BUKOPUCTOBYETHCS TPU HABYAHHI CHUCTEMHHUX
aamiHicTpatopiB 3a ceptudikamiitnumu nporpamamu  Cisco Certified Network
Associate (CCNA) ta Cisco Certified Network Professional (CCNP). IlepeBaroro
Cisco Packet Tracer € Te, 1o BiH J03BOJISIE CTBOPIOBATH PI3HOMAHITHI MOJIEII MEPEK,
HAJAIITOBYBAaTU PI3HOMAHITHE KOPHUCTYBallbke OOJaJHAHHS: KOMYTAaTOPH, POYTEPH,
0e3mpoBiAHE 00aIHAHHS Ta NIEPEBIPATU HASBHICTh MEPEIKEBUX 3’ €JTHAHb MK HUMHU.
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Cisco Packet Tracer

File Edit Options View Tools Extensions Help

5 R . .;

Server-PT d
ServerQ
[Tanens

PC-PT

Cxema e

Mepexi \

i IHCTPYMCHTIB .&
Switch0
- : 5
auejp - THIIB O6nacTh ToKazy
HpHUCTPO1B Sl 3’€JIHAHHA Ta IPHCTPOT B
7S
— ==
| N
i | ] N\
Time: 00:13:44 | |Power Cycle Devnces"Fast Forward Tlmel \ 4 Realtime
dIm we = ? (07 [
| 1;{/ A58 E\\
<
[« [ . D
V- l Copper Straight-Through

Puc.7. Bikno po6ouoi obnacti Packet Tracer

Jns ctBopennst mepexi y Packet Tracer Ha Pobouy o0nacTh mepeHoCSThCs
HEOOX1IHI IPUCTPOT — KOMIT I0TepH, HOYTOYKH, CEpBEPH, MMPUHTEPU Ta KOMYyTallliHE
obnagHanHs. Tun obnagHaHHS OOMpPAEThCs HA TaHENl TUITIB MPUCTPOiB (nuB. Puc.7), a
came oOaHaHHA — B 00JacTi noka3y “3’enHaHHs Ta npuctpoi’ (Puc.).

3-5'6 =N A A== A

|| Generic Generic Generic Geneﬂc P Phone | Devic Device | Wireless

|
i |

-ﬂld% | ==

Puc.8. Ilanens TUMIB mpUCTPOIB Ta KIHILIEBE O0JIaIHAHHS

Takum camuM criocoOoM 0OUPaAETHCS Ta PO3MIIITYEThCSI HEOOX1THE KOMYyTalliitHe
MepexxeBe oOnagHaHHs: MapupyTtuszaropu (Routers), komyrtatopu (Switches),
kouuentparopu (Hubs), 6e3apoTtosi nmpuctpoi (Wireless Devices) Ta inmi (Puc.9).

;5-}16 s‘%”a S 7S S s"fa =11 1 1 1 1)

l . 1941 2901 2911 81910X' B19HGW 1240 Generic' Generic' 1841 262006M 1 2621XM 2811
e S E |
h 3!"" i cn g ¢ | 1941

Puc.9. KomyTrariitHe MepexxeBe 001aHaHHS
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Jist  3’emqHaHHA  KIHIIEBOTO TMPUCTPOIB  KOPHCTYBAadiB Ta MEPEXKEBOTO
oOnmagHaHHS Ha TMaHell BHOOPY THMIB TMPUCTPOIB oOuparoThcs 3’ €THAHHS
(Connections), a B obmacti moka3zy — HeoOximauii thn 3’eqnanus (Puc. 10). Cepen

THUIIIB 3’ €IHAHHS MOKHA 00paTH NMEBHMI, a00 CKOPUCTATUCH ABTOMATHYHUM BHOOPOM
TUILY 3’ €THaHHS.

5 « = s <
JJZ-/ QD }{ /,/ e 5 5@ 5 //

7 Automatically Choose Connection Type

Puc.10. Tumu mepexeBux 3’ €qHaHb
p

[licns 3aBeplieHHA 3’€JHAHHSA MPUCTPOIB Ta MEPEXKEBOro OOJIaTHAHHS
Packet Tracer noka3ye oro HasiBHICTb Ha (pI3MYHOMY Ta KaHAJIBLHOMY PIBHSAX. KO
3’€THAHHS 3’ SIBUJIOCH, TO HASIBHI HA 3’ €IHAH1 KPY>KEUKH OYIyTh 3€JIEHOrO KOJIbOPY, a
SKIIO 3’ €AHAHHA HeMae, To uepBoHoro (Puc.11).

J 5
——— ———— {
‘—/' ’ ——— ;
PC-PT P
PCO

PC-PT
PC1

- -

aasid ’—I v
PC-PT PC-PT
PC2 PC3

(L

Puc.11. [naukartis HASBHOCTI Ta BiJICYTHOCTI 3’ €THAHb
binemricts npeactasnenoro B Packet Tracer obnagHaHHs Ta MPUCTPOIB MOXKE
OyTH nepeoOsiaiHaHO Ta A0JATKOBO CKOH(IrypoBaHo. [[j1s1 IbOr0 BUKOPHUCTOBYETHCS
CrieliaJIbHE BIKOHIIE, SIKE BIIKPUBAETHCS MICIs KJIAllaHHS JiBOIO KHOIMKOI MHUII Ha

1KOHII BIJIMOBIAHOTO TPHUCTPOIO, WO BXKE B3HAXOAUTbCS Ha PoOouiit obmacti
Packet Tracer (Puc.12 Ta 13).
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Physical | Config | Desktop | Attributes | Software/Services |

MODULES

Physical Device View

wmP3ooN | || Zoom In

Original Size Zoom Out

PT-HOST-NM-1AM _
PT-HOST-NM-1CE
_ PT-HOST-NM-1CFE |
PT-HOST-NM-1CGE
_ PT-HOST-NM-1FFE
PT-HOST-NM-1FGE
PT-HOST-NM-1W
_ PT-HOST-NM-1W-A |
PT-HOST-NM-3G/4G

o0 Em-cEm e |

Customize Customize
Icon in Icon in
| ~| Physical View A5 Logical View

[»)

]
1 s

Puc.12. Bikno ¢izuuHoro nepeodiaax

The Linksys-WMP300N module provides one 2.4GHz wireless interface suitable for connection to
wireless networks. The module supports protocols that use Ethernet for LAN access.

aHHs Ta KOH(Iryparii KoMI 1oTepa.

physical | Config | CLI | Attributes |
MODULES =B Physical Device View
PT-SWITCH-NM-1CE | | | Zoom In | Original Size [ Zoom Out |
PT-SWITCH-NM-1CFE
| PT-SWITCH-NM-1CGE vl w v e (i _1- . "
PT-SWITCH-NM-1FFE 28 =
PT-SWITCH-NM-1FGE
Customize Ji8s Customize -
Icon in Icon in
B Physical View Logical View
The PT-SWITCH-NM-1CE features a single Ethernet port that can connect a LAN backbone which [ ‘
can also support either six PRI connections to aggregate ISDN lines, or 24 |
synchronous/asynchronous ports. I D
| Qururage

Puc.13. Bikno ¢13uunoro nepeobiaagHaHHs Ta KoHpirypaiiii komyraTtopa (Switch).

Ak 1 3 peanbHUMH TPHUCTPOSIMU TIEpeNl TEepeoOsIalHaHHAM iX HEOOX1JTHO
BUMKHYTH, a MMICJII 3MiHU a00 T0JaBaHHs KOMIIOHEHT — YBIMKHYTH. J{J1s1 mporpaMHOTO
KOH(IrypyBaHHsS BUKOPUCTOBYIOTh 3akianku Config abo CLI (151 koMyHiKaIiitHOTo
obnannanus) Ta Desktop (ams mepcoHabHUX KOMIT OTEPIB).
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Kpim Toro, sk 1 17151 pealibHUX KOMIT IOTEPIB iX MepekeBa KOH(Irypaiist Moxe
OyTu 3a/1aHa y creniaibHoMy AianoroBomy BikHi “Config”. B Packet Tracer mepesxesi
rapamMeTpy KOMIT IoTepa MOIUISI0ThCS Ha TJI00abHI Ta iHTepdeiicHi. Jlo rmodanpHuX
BIJTHOCSITbCS TaKi apaMeTpH, K iM’st koM 'totepa Ta [P-agpecu MepekeBoro muio3y
(Gateway) Ta DNS-cepBepy. [P-agpecy Ta wmacky miaMepexi, sKi JTO3BOJSATH
B3aEMOJIISITU KOMIT IOTEPY Y MEPEXI, 3a71al0Th Y KOH(Irypartii intrepdeicy.

_ Physical | Config | cLI | Attributes |

GLOBAL = Global Settings
Settings
Algorithm Settings Display Name | Switchl |
SWITCHING Hostname | Switch |
VLAN Database Serial Number No Serial Number
__ INTERFACE | NVRAM [ Erase ” Saa ]
FastEthernet0/1
FastEthernet1/1 Startup Config | Load.. || Export.. |
FastEthernet2/1 Running Conﬁg[ Export... H Merge... ]
FastEthernet3/1
FastEthernet4/1

FastEthemet5/1 |5

Equivalent 10S Commands

MoUST TeviSIoN nuDer: oo

IC

Motherboard revisicn number: AC
Model number: WS-CSwitch-PT
System serisl number: FHK0G10ZOWC

Cisco Internsetwork Operating System Software

10S {(tm) PT3000 Software (PT3000-I6Q4L2-M), Version 12.1{22)EA4,
RELEASE SOFTWARE (fcl)

Copyright (c) 1986-2006 by cisco Systems; Inc.

Compiled Fri 12-May-06 17:19 by pt_team

Press RETURN to get started!

-—
v

Puc.14. [Tone nns 3amaBanHsi KOMaH KOMYHIKAIIHHOMY OOJalHAHHIO TUITY Switch.

Physical | Config  Deskicp | Attribotes Softwacn/Services |

Puc.15. PizHOMaHITTS TporpaMHOro 3a0e3rneyeHHs MepCOHATbHOTO KOMIT I0Tepa.
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3aBaaHHs 10 J1adopaTopHOi podoTu Ne3

. 3a momomorow Packet Tracer moOynyiTe Mojenb JIOKAIbHOT KOMI FOTEPHOT

Mepexi, B SKy OOOB’SI3KOBO TOBWHHI BXOJAuUTH KoHIieHTpatopu (Hubs) ta
npUHAiMHI oJlHa Oe37poToBa Touka aoctyiy. KigpKicTh Ta THUI KIHIIEBOTO
oOnagHaHHS OOMpaEeThCs BIAMOBIAHO BapiaHTy Ta Ta6:m.1. BapianT Bignosigae
Bamomy nHomepy (N) y ciiucky xypHaly akagemidHoi rpymnu. Skmo sHomep N
oinpiie 20, To Bam Bapiant: N-20. HoytOyku o6mamToByoThes 0€31pOTOBUM
iHTepdeiicom, a cepepu — iHTepdericamu Gigabit Ethernet. KinbkicTs
KOHLIEHTPATOpIB 0OMpaeThCcs 3a MoTpedaMu, a ix 3’€IHAHHS MOXe OiTh abo 3a
TUIIOM TOIOJIOTi “3ipka”, abo “iepapxis’.

Ta6muis 1. Bapiantu 3aBanb

papiant IIK cepepu npunrepu  HoyrOykm | Bapiant IIK cepBepu  npunTepH  HOYTOYKH
5 3 3 4 11 15 1 1 1
6 3 3 4 12 13 2 1 1
7 3 2 4 13 11 2 2 1
8 3 2 3 14 12 2 1 2
9 2 2 3 15 10 2 2 1
10 2 1 2 16 3 2 3
11 2 1 2 17 3 2 2
12 2 1 2 18 3 2 3
13 1 1 1 19 12 3 1 1
14 1 1 1 20 11 3 1 2

[S—
)

Hianazon [P-anpec, mo Bu MoxkeTe BUKOPUCTOBYBATH Y CBOIl MEpEXk1 IOBUHEH
BianoBigatu 192.168.N.0 — 192.168.N.255, ne N mno3nauae Bam HOMEp y
cnucky rpynu. Hanmpuknaz, sikio Bu y xypHal akaJeMidyHOl IpyNy 3alucaHi
3a HoMmepoM 13, TO I CBO€i MOJENl KOMII FOTEPHOI MEpexi MOXKeTe
BUKOPUCTOBYBATH Jliana3oH

192.168.13.0 — 192.168.13.255. He3anexHo Biag BapiaHTy BHUKOPUCTOBYMTE
Macky miamepexi 255.255.255.0.

3po0iTh CKPHUHIIIOT CTBOPEHOI MOJIE1 Mepeski. 3aHeciTh Horo a0 3BiTy. Jlonaiite
y 3BIT TaOJUIIO, B SIKI HABEMITH IM S MEPEKEBUX MIPUCTPOIB Ta KOMIT IOTEPiB, a
TaKOX iX MepeKeBy KOHQIryparliro.

. Bukomnaiite mepeBipky 3B’ 3Ky MiK KOMIT FOTEPAMH Ta TPUCTPOSMHU MEPEXKI, IS

4Oro BUKOpHCTaiiTe KoMaHay ping. Jliis 3a1aHHA 11€1 KOMaH/IH KJIALHITh JIIBOIO
KHOIKOIO 10 1KOHII OAHOro 3 KoMl 'toTepiB. Konu 3'IBUTbCS BIKHO
KoH(irypariii, nepeiaiTe Ha BkIaaky Desktop Ta 3amyctiTe Command Prompt.
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Command
fromot

Komannoro ipconfig nepeBipre MmepexkeBy KOHDIrypailito HIbOro KOMIT'IOTepa Ta
3p00iTh 11 CKpiHIIOT. CKPIHIIIOT 3aHECITH Yy 3BIT. Jlai, 3 IbOTro KOMIT I0TepY, BIANPABTE
ping 10 KOKHOTO KOMIT foTepa Ta npuctporo Barmoi mepexi. Pe3ynpTaTu 3aHeciTh y
TabyuIo, B AKii no3Haure [P-agpecy Ta yac mpoXoKeHHS MEPIIOTO Ta YETBEPTOTO
nakery ping.

3anuTaHHA IS caMoIepeBipKU

1. SIky KOMIT'IOTEpHY MEpeKy MOKHa Ha3BaTH JIOKAJIbHOW, a AKy —
rJ100aIbHOI0?

2. Sxe Tnymauenns adpesiatypu [P?

3. Ha sxomy piBui Mmogeni OSI BukopuctoByeThest MAC-anpecartis?

4. Ha sxomy piBui Mogeni OSI BukopuctoByeThest [P-agpecarrisi?

3. 3 SKMX 4acTuH ckiagaeTbes [P-aapeca? Ha o BOHM BKa3zyoTh?

6. CKUIbKH KOMIT FOTEPIB MOXKe OyTH y Mepexi kiacy A, B ta C?

7. Jl71st 9oro ciiyrye Macka miaMepeski?

8. Ckinbku [P-agpec y miamepexi, sikio ii Macka 255.255.255.0?

9. Jnia goro BukopuctoByeThest Packet Tracer?
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JlabGopaTopHa podora Ne4. BuBuenHsi ctpykrypu Ta BMicty IP-nakeriB

Tema: BuBuenns ctpykrypu Ta Bmicty [P-makeris.
Mera: 3a gomomororo anamizatopa Wireshark BUBUMTH CTPYKTypy Ta TUIHU
KaJIpiB y KOMIT IOTEPHIN MEpexi.

Teopemulma yacmurna

[Iporokon IP ommcano y cranmapti RFC 791. OcHoBHE npW3HAYECHHS IHOTO
IPOTOKOTYy — TIepelaBaHHs TMakKeTiB (Aeitarpam) mix Mmepexxkamu. Y mpoTtokoii [P
BIJICYTHI MEXaHI3MH TMOINEPEHbOr0 BCTAHOBJIEHHS 3’€HAHHS Ta MI1ITBEPKEHHS
noctaBku. [Ipu BUSBIEH! NOMWIKHM Y NakeTi npoTokod [P He 3a0e3neuye Oyb-IKuX
T 111010 HOT0 TOBTOPHOTO MepeaBaHHs. BaxuBoro ocobnusicTio mpotokoiy [P (Ha
BiaMiHy Biag IPX) € paunamiuna ¢parmenraumis-aepparMenTanis MakeTiB pH
nepejaBaHi ix MK MepeXaMH, B SIKMX PI3HE MaKCHMAaJbHO MOXIJIMBE 3HAYCHHS
TOBXKUHU Mo jgaHux kaapiB (Maximum Transfer Unit — MTU). [lpu upomy,
dbparMeHTailiro BUKOHYE MapIIpyTU3aTop, M0 3HAXOAUTHCS HA HUIAXY PyXy MAaKeTy,
SKIO BIH TEpeaae MakeT J0 Mepexi 13 MeHmuM 3HadeHHsM MTU, a BiIHOBIICHHS
(30upaHHs) MakeTy poOUTHh BY30JI-OTpUMYBad. Takuil miaxiJ AO3BOJISE BIAMPABIATU
dbparMeHTH 3a He3aJICKHUMHU MapIIpyTaMH.

bitu 0-3 4-7 8-15 16-31
0-31 | Bepcis | loBxxuHa Tun 3aranbHa nosxkuHa [P makety
IP 3aroJIoBK | 00CIyTOBYBaHHS
y
32-63 Inentudikamis pparmenrta [Ipanopu | 3mimenss ¢pparmenty (13
1(3 Oitn) 01TiB)
64-95 TTL (uac [Iporokon KontposbHa cyma [P-nmakery
BUKOPUCTAHHS) BEPXHBOTO
piBHS
96- IP anpeca BianpaBHUKA
127
128- IP anpeca orpumyBaua
159
160- Omrii (HeoO0B’A3K0B1) Ta 3alIOBHIOBAY (3a TIOTPEOH )
191
192-.... KopucHi nani (MakcumaiabHe 3Ha4eHHS - 65535 GaiiTiB MiHYC TIOBXKUHA
3aroJIoBKY)

Puc.16 3aranbna ctpykrypa IP makery

[P-nmaket ckiagaeThes 13 3arofoBKY (y O11bIIOCTI BUNIaAKIB 11€ 20 6aiiT) Ta moms
JaHUX, MaKCHUMaJIbHA JOBXKMHA TAKETy - 3aroJIOBOK + JaHi ckiagae 65535 Oaiir, a
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MiHIMaJIbHa — BU3HAYAETHCSI MIHIMAIBHUM PO3MIPOM KaJIpy KaHAJIBHOTO PIBHS, SIKAA
neperocutsb [P-maker kaapy xanansHoTO piBHA (1 Ethernet 64 Gaiitn).

[Toe “Homep Bepcii” (Version) Bkazye Bepcito nmpoTtokoiy [P. 3apa3 mmpoxo
BUKOpUCTOBY€EThCs [P-ipoTokoin 4 Bepcii (IPv4), a Takox mapanenbHo, y OUTbIIOCTI
BUIIAJIKIB, 3a0e3neuyeTbes miarpuMka [P-npotokoiy Bepcii 6 (IPv6).

[Tone “Jloxxuna 3aronoBky” (IHL) Bka3ye 3HaueHHS HOBXHHU 3aroyioBky IP-
naketry y 32-0iTHux (4-0aiiToBUX) cioBax. 3a3BHuail JOBXHHA 3ar0JOBKYy CKJIaiae 5
TaKuX CJIB, aJie¢ MOXKe OyTH OUTBIIOI0 332 PaXyHOK JOJATKOBUX OaMT y momi “Ommii”
(MakcuMasbHa JOBXKHHA 3arojioBKY - 60 6aiiT abo 15 4-6aiiToBUX CIiB).

[lepuri tpu 6itu monst “Tun cepsicy” (Type of Service) (6itu 0-2) 3amaroTh
IpIOPUTET MaKeTy BiJl caMoro Hu3bkoro 000 (3BUyaiiHMiA MaKeT) 10 CaMOTO BUCOKOTO
111 (maker 3 iHdopmaiiero kepyBaHHs). bitu 3-5 Bu3HayaroTh KpuTepiii BHOOPY
MapIIpyTy, KU BUKOPUCTOBYETHCS Yy mpoTokojax mapmpytu3aiii OSPF (Open
Shortest Path First) Ta BGP (Border Gateway Protocol). Peanbno BuGip BimOyBaeThcs
MDK TpbOMa albTEpHAaTUBAMH: Major 3arpuMkoro (0iT 3 Delay = 1), BuUCOKOIO
npornyckHoro 3110HicTIo (01T 4 Throughput = 1) Ta Bucokoro goctoBipHicTIO (OIT 5
Reliability = 1). 3a3Buuaii mokpalieHHs] OAHOTO MapaMEeTPy BUKIMKAE MOTIPILICHHS
1HIIOTO, TOMY OOMPAETHCS OJJUH KPpUTEPi BUOOPY MapuIpyTy.

[Tone “3aranbna nosxkunHa” (Total Length) BMmimye 3aranbHy mnoBx)uHY [P-
makeTy pa3oM 13 3arojloBKOM. Buxonsum 3 pospsaHocTi mois (2 Oaifth)
MaKCHUMAaJIbHOIO JIOBKUHOIO TakeTy € 65535 Gaiit. Benuki makeTn BUKOPUCTOBYIOTHCS
PIIIKO, HABITh IPH NIEpeCHIIaHHi (aiiIiB Ta TOTOKOBOTO BiI€0. 3a3BUYail po3Mip MakeTy
o0MpaeThCs 3 ypaxyBaHHSM MaKCHUMAaJIbHOTO MOJIO JaHUX KaJpy KaHAJIbHOTO PiBHS
(MTU). s Ethernet MTU ckimanae 1500 6aiit, nist FDDI MTU — 4096 6aiir.

[Ipu nepenanpasneni [P-nakera 3 oHi€T MepeXk1 B IHITY MapLIPyTU3aTOP MOXKE
3yCTpITUCH 3 Ipobiemoro pi3Hux 3HaueHb MTU y cyMiKHHX Mepexax. Y IbOMY
BUIAJKy MOMY HEOOXIJTHO BUKOHATH (hparMeHTallllo nakery (To0To po30HBaHHS Ha
JEKUJIbKa TaKeTIB) NpHU Mepe/laBaHHl y Mepexy 3 MeHIMM 3HadyeHHsM MTU Ta
nedparmMenTaitito (00’ €HaHHS JEKUIBKOX MaKeTIB Y OJIMH) MPU Nepe/laBaHH1 MaKeTy y
Mepexy 3 BeauKuM 3HaueHHs M MTU. 3 meToro po3ni3HaBaHHs MAKeTiB, YTBOPEHUX Y
pe3ynbTari ¢parMeHTaii, BHUKOPHCTOBYEThCS Tmoje “Inentudikatrop makera”
(Identification).

Yci ¢pparmMentu GparMeHTOBAaHOTO MAKETy MAlOTh OJHAKOBE 3HAYEHHS I[HOTO
nosist. [Tone “Tlpamopii” (Flags) mae taxi 6itu: 0 61T € pesepBHUM 1 ioro 3HadeHH: 0,
1 61T - DF - Do not Fragment y Bunanky BctaHoBleHHS y 1 3a00poHsie (hparMeHTaIio
nakery, 2 0iT - MF - More Fragments npu BcTaHoBieHI y | BKa3dye, IO MAakKeT €
POMIDKHUM (HE OCTaHHIM) ()parMeHTOM.

VY nomi “3mimenns gparmenta” (Fragment Offset) BkazyeThcst 3MileHHS Y 8-
OalTHUX OJIOKaX MOJIS JAHKUX IIHOTO MAKeTy-(hparMeHTy Bij] TOYaTKY 3araJIbHOTO TIOJTI0
JaHUX  BUXIJHOTO TMakeTry, sKud Oyno ¢QparmenrtoBano (8 Oait x 213 =
216MakcUMaIbHUN PO3MIP MaKeTy). 3HAYCHHS IHOTO TMOJI0 y TepmomMy (GpparMeHTi
nopiBHIOE 0.

[Tone “Yac xuttsa” (Time To Live — TTL) Bka3zye rpaHuuHUI TEPMIH Hacy,
OPOTATOM SKOrO MAaKeT MOXE IepeMilllyBaTUCh Mepexero. Llelh uvac 3amaetnscs
oKkepenoM nakety. [lpu nmepecunanHi makety depe3 MapuipyTtusarop 3HadeHHs TTL
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3MEHIIY€EThCSA Ha 1, HaBITh SKIIO Yac MepeAaBaHHs yepe3 MapuipyTH3aTop MeHie |
CeKyHIU. TOMy KaxXyTh, IO LI Yac BUMIPIOETHCA Y KUIBKOCTI MEPEXOJIIB uepe3
mapipytuzaropu abo xomnu (hops). Ilpu gocsraenHi uporo 3HaueHHs () maxkeT naii He
nepeaaeThes (TOOTO 3HUILYETHCS).

[Tone “IIpotokon” (Protocol) € Bka3iBKOrO Ha MPOTOKOJ BEPXHBOTO PIBHS, AKUH
pO3MIIIy€EThCs Yy ol Janux [P-makerty.

[Tone “KontponbHa cyma 3aronioBky” (Header Checksum) po3paxoByeTbcs
TUTIBKU 10 3arojioBky IP-makery, To0TO m0 moss “Jlani”. Ilpu koXkHIN 3MIHI TIOMIB
3arojIOBKy Ha TPOMDKHHUX MapuUIpyTH3aTOpax KOHTPOJbHAa CyMa 3arojoBKY
NepPepaxoBy€EThCS. AJITOPUTM PO3PAXYHKY — JOTIOBHEHHS JI0 CYMH YCiX 16-01THHX CIIiB
3aroyioBKy. Ilpu oGunciaeH1 KOHTPOIbHOI CyMU 3HaueHHs camoro nois "KoHTponbHa
cyma" BBaXKa€ThCsI TAKOIO, 110 JAOPiBHIOE 0.

[Tonmss “IP-ampeca BiampaBauka” (Source I[P Address) Tta “IP-aapeca
orpumyBaua” (Destination IP Address) matoTh 3Ha4CHHS BIMOBIIHUX apec.

[Tone “Onuii” (IP Options) € HEOOOB’I3KOBUM Ta 3a3BUYail BUKOPUCTOBYETHCS
OpU HAJTAIMNTYBaHHI Mepexi. Y HbOMY MOXE BKa3yBaTHCh TOYHHH MapHIpyT
IPOXOJIKEHHS MAKETY, J1aHl Npo Oe3MeKy, pI3HOMaHITHI 4acoBi BIAMITKH Toio. [Tone
He Mae€ (PIKCOBAHOI JOBXKUHHU, TOMY JUIsl BUPIBHIOBAHHS MAKETYy BIANOBIIHO N0 32-
01THOT MeX1 BUKOPHCTOBYEThCs Tosie “‘BupiBHioBanHs” (Padding). Takox 1e mose
BUKOPHUCTOBYETHCS ISl JOIIOBHEHHS HEBEJIMKOTO MAaKEeTy /10 MIHIMAJIbHOIO pO3MIpY
JaHuX Kaapy KaHainsHOTO piBHS (mis Ethernet 64 Gaiita).

bitu 0-3 4-7 8-15 16-31
0-31 | Bepcis | dosxuHa Tun 3aranpHa noBxkuHa [P makety
I[P 3arosoBky 0OCIyroByBaHHS

32-63 InenTudikamis ¢pparmenTta 0 DF MF| 3mimenns pparmenty (13
01TiB)

64-95 TTL (uac [IpoToko KonTposibHa cyma [P-nakery

BUKOPHUCTAHHS) BEPXHBOTO
piBHS

96- IP angpeca BinnpaBHHKa

127

128- [P anpeca orpumyBaua

159

160- Omii (HeoO0B’I3KOB1) Ta 3aIOBHIOBAY (32 OTpeOH)

191

192- Tun ICMP Kon ICMP Konrtponsna cyma ICMP

223 IMOB1IOMJIEHHS

224-... ICMP nani

Puc. 17. Ctpykrypa IP nakety 3 I[CMP-3aronoBkom.
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Jlnst mepeBipku 3’€IHAHHS MK JBOMa BY3JIaMH YacTO BUKOPHUCTOBYIOTh

nporpamy ping. I{s mporpama ¢opmye moBimomiienHs npotokory ICMP (Internet
Control Message Protocol - mpoTOKOJ KOHTPOJIBHUX MOBITOMIIEHb [HTEpHETY) THITY
"3anut BiIyHHs" Ta "Binnosias Ha BianyHHs". BinnmosigHo no Bumor ICMP, ski
BUKOHY€ KOXKHUU BY30J1 3 BCTaHOBJIEHUM Ha HboMy ctekoMm TCP/IP, mpu oTrpumani
TaKOTO TAKEeTy BY30J BiAIMpPAaBIsi€ BiMPABHUKY BIAMOBIIL Y 3BOPOTHOMY HAIPSIMKY.
3a pe3ynbTaToOM LbOTO Bl)IHpaBHI/IK OTPUMYE BIiANOBIAb 1, TAKKM YHHOM, BH3HAUYaAE
npate3gaTHicTe 1boro 3’eaHaHHs. [loBimomnenHss ICMP mnepecunatorbest y 1o
nanux [P makety, nmpu oMy, po3mip 3aronoky ICMP 3a3Buuaii ckiagae BiciM OaiT.

(98}

3aBaaHHs 10 J1adbopaTopHoi podoTn Ned

3amycrtith nporpamy «Komanauuii psiaok» (Ilyck —> Bukonatu —> cmd) abo
TEepMiHaJ.
Buxonanus komanau ping 3 kitoueM -f Bese 10 BcraHoBieHHs nparnopiis [P, mo
3a00poHse ¢parmeHraiiro mnakery 3 noBigmomiieHHsM [ICMP. 3mina posmipy
nosist ganux ICMP nosponisie migioparu 3nadends MTU st mepexi, 10 Kol
HaIpaBIIA€ThCs ping. BukoHaiite koMaHy ping y HacTynmHOMY dhopMarTi:
ping —f -1 po3mip (s OC Windows)
ping -M do -s po3mip (ans OC Linux)
e po3Mmip — 1e BenmuunHa Onoky nanux ICMP makety, sika 3amaeThcs
KOPHUCTYBa4eM, 10 BAKOPUCTOBYE YTUIIITY ping.
[TocTymnoBo 3MiHIOITE MapaMeTp po3MIp 1 3a Pe3yJIbTaTOM BIIMOBU BUKOHAHHS
KoMaH[U ping 3 kimrodeM —f (-M do) BU3HaUTe MakCUMaIbHy BEIUYUHY JaHUX
ICMP nakerty, npu sikiii pparMeHTaisi He BAKOHY€TbCS.
3amycTiTh aHamizarop npotokosiB WireShark.
[ligroryiiTe nporpaMHuid aHamizaTop A0 3axormyieHHs nakeriB [CMP 3a
JOTIOMOT'O0 HAJIAIITYBaHHS BIJMOBIIHUX (LIBTPIB.
3a 10MOMOror KOMaHAM ping BIANPABTE HA CYMDKHHUM Yy MEpeKi KOMII IOTep
nakeT BiTyHHs 3 mojieM Janux ICMP po3mipom 5000 GaiT:

ping — 1 5000 ip aopeca cymiscnoco xomn tomepa
3axomniTh Ta BU3HAUTE yci naketu 3 pparmentamu ogaHoro ICMP nosigomiieHHS.

6.

7.

st mepmioro ¢parMeHTy HajnaiWte BMICT 3arojoBky kazapy Ethernet, IP
3aroioBky Ta [CMP 3aromnoBky.

Hapnaiite nmst KOs)kHOTO (hparMeHTy 3HAYCHHS:

— 3arajbHoOI JOBXHUHHU IAKETY,

— 1JIeHTU(iKaTOpy NaKeTy,

— npanopuiB (y ABIMKOBOMY (Gopmari),

— 3MilIeHHS (parMeHry.

Bukonaiite nonaBaHHs AOBXHH (parMeHTIB Ta MOPIBHAWTE pe3yibTaT 13
3asBJICHOI0 JOBXKUHOIO Oyioky nmanux (5000 Oaitt). Hanailite mnosicHEHHS
pe3ynbTary.

HactynHuii ekcrniepuMeHT MpOBEIITh 3 KOMIIOBaHHAM (Dailly 3 JOKadbHOI
Mepexi abo JocTynmHoMy pecypcy IHTepHeT Ha KoM 'toTep. 3HAMAITh 00’ €KT
JUTsl KomitoBaHHS (1HCTPYKIIito abo KHWXKY y ¢opmari pdf, apxiBuuii (aiin,
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TOIO). 3amyCTiTh aHajizatop mpotokoiiB WireShark y pexxumi 3axoruieHHs
MaKeTIB Ta MOYHITh 3aBaHTaKEHHs (aiury. Skmo nocnigoBHocTi [P makeris,
MOB’SI3aHUX 13 3aBaHTaXXEHHAM (ailny, 4iTko Bu3HayaroThes y WireShark,
3aXOIUICHHSI MTAKEeTIB MOKHA 3yNUHUTH. 1151 Oy1b-aKO01 TaKOi MOCIIIJOBHOCTI 13
kitbkicTio He MeHI 10 nmaketiB (10 psakiB WireShark) BuznaunTu:

— 3arajibHy JIOBJKHHY TIaKEeTY,

— 1JIeHTU(]IKaTOp MaAKETY,

— npanopiii (y ABiKoBOMY ¢dopmarti),

— 4ac KUTTS,

— MPOTOKOJI BEPXHHOT'O PIBHSI.

i 3HaueHHs 3aHECITh y BIAMOBIIHY TAOIHITIO.
10.ITigroryiTe 3BiT.

o

oo

3anuTaHHA VI caMonepeBipKu

. Slke 3HauveHHs mnepmoro Oaiity IP makery € HaiOuIbmn THHoBUM? Jlaiite

ITOSACHCHHAI.

. Slke 3HaueHHs Oyne Matu mone ‘“3aranbHa jgoBxkuHa [P makery”, sKIo

3a00pOHEHO (parMeHTYBaHHS MaKeTy?

. SIke MakcuMasJbHE Ta MIHIMaJIbHE 3HAUYeHHA nOJad ‘‘3arainpbHa goBkuHA [P

nakery” ?

. SIx 3MiHIOIOTBCS 3HaueHHs iAeHTHdikatopy B [P makerax mpu mepenaBanHi

3HAYHUX 00’ €MIB JJAaHUX Y MEPExKi?

[TosicuiTh YoMy pi3HsAThCa 3HadueHHs MTU, MakcUMallbHHIA PO3MIp TAKETy B
KoMmaHsi ping Ta 3HaueHHs Length y Bignosinnomy paaky WireShark s mporo
HaKkeTy?

SAx y nporpami WireShark 3anatu 3axomnenss tuibku nakeris [CMP?

. SIxi mpanopii BcraHoBieHo y [P makeTi, SKIIO 3HAYEHHS IMOJIsI IparnopliB Ta

3MIIIEHHS Ma€ HACTYMH1 3Ha4eHHs: 0 X 0000,0 x 4000,0 x 2000,0 X 10FE?

. Slke makcumanbHe Ta MiHIMaiabHe 3HaueHHs 1mojst TTL (dac sxxutts)?

[Ilo moBHUHEH 3poOUTH MapLIIPyTU3ATOP 3 OTpuMaHuM [P nakeTom Ta 3HaUeHHAM

roro nojist TTL, skmio:

o [P anmpeca npusHadyeHHs, Ky BKa3aHO B MAKETI, HE HAJICKUTh HOMY, a IoJie
TTL mae 3nauenns 60 ?

o [P anpeca npusHadeHHs, Ky BKa3aHO B IMAKETI, HATICKUTH HOTO iHTEp(DEICY,
a none TTL mae 3HaueHHs 1 ?

o [P angpeca mnpu3zHaueHHs, SIKy BKa3aHO B IIaKETl, HE HAJIEKUTb MHOro
MepexeBoMy iHTepdeiicy, a mosie TTL mae 3HaueHHs 1 ?

10. Sxi 3Hauenns 0yae matu nose “IIporokon”, sikiio [P makeT BUKOpUCTOBY€ETHCS

s nepecunanis ICMP nosigomiiens, nanux npotokoiaiB TCP ta UDP ?

36



JlabopaTopHa po6ora NeS. Mapmpyru3sauis B [IP-mepexax

Tema: Mapmipytu3aiis B [P-mepexax.
Meta: Buuntu npuniunu mapipytusaiii B IP-mMepexxax, KoHpIrypyBaHHS
pOyTEepiB Ta BUKOPUCTAHHS MapIIpyTH3allii y JJOKAIbHUX KOMIT FOTEPHUX MEPEkKaXx.

TeopeTrnyHa yacTuHa

beskiacoBa moaeins (CIDR)

Haituacrimme nokanpHa Mepeka Mae€ JEeKUTbKa MEpPEeXEBUX CEerMeHTiB. Sk
OpaBUJIO TaKl MEPEXKEBI CErMEHTH 3 €JIHYIOThCS OKPEMUMH MPUCTPOSIMU —
MapuIpyTH3aTOpaMHu, abo, sIK 1X HalyacTillle Ha3UBaIOTh aAMIHICTPATOPU MEPEXK 1 Lie
BK€ YBIMIILIO O BXKMBAHHS Y HAYKOBIM Ta HaBYAJIbHIHN JIITEpaTypi, pOyTEpaMH.

VY knacoBiif Mmozem aapecartii ctapiri 6itu [P-agpecu BU3Ha4aOTh HAJIEKHICTh
Il€1 aapecu J0 TOro, YM 1HIIOrO KJacy. ['0JIOBHOO MpOOIEMOI0 KJIACOBOI MOJIENI €
HEpAIlOHAJIbHICTh BUKOPUCTAHHS NpocTopy aapec B Mepexi. CydyacHa aapecaris B [P
mepexkax € OeskimacoBoro (CIDR - Classless Internet Direct Routing, mnpsima
Oe3ksiacoBa MapipyTusaiis B [HTepHeT), oJ0KeHHs MeXK1 Mepeska-By301 y [P-agpeci
€ JTOBUIBHUM 1 BU3HAYAETHCSA 3a JOMOMOror0 32-61TOBOT Macku Mepexi (netmask), sxa
JI0JIATKOBO BKa3yeThes a0 [P-aapecu.

MepexxeBa Macka KOHCTPYIOETBCS 32 HACTYITHUM TTPABUIIOM:

— Ha MO3UILIsIX, [0 BIAMOBIIaI0Th Mepexki B [P-aapeci, 61Tu MatoTh 3HaUeHHS 1;
— Ha TO3ULIsAX, 10 BIANOBIAAIOTH HOMEpPY By3ny B [P-aapeci, OiTM MarTh

3HaueHHs 0.

s 3pyunocti 3anucy IP-agpeca y moneni CIDR wacTo mpencraBisieTbes y
Burisiai a.b.c.d/n, ne a.b.c.d — IP anpeca, n — kinbkictb 61T IP aapecu, 110 BigHOCATHCS
70 MEpEeXKEBOT YACTHHH.

Hanpuxknan: 137.158.128.0 / 17.

Macka mepexi s 1€l aapecu mMae 17 OguHUIG, IO BKAa3y€ HA MEPEKEBY
YacTHHA, a HACTYIHI 15 HyJIIB — Ha BY3JI0OBY YaCTHHY. Y OKTETHOMY MPEJCTaBJICHI 11e
Ma€ BUTJISI;

I1111111.11111111.10000000.00000000 = 255.255.128.0.

Axmo npencraButu [P-agpecy y nBifikKoBOMY BUTJISII 1 TOOITOBO BUKOHATH ii
MHOXXEHHSI Ha MEPEKEBY MacKy, TO OTPUMAEMO aJpecy Mepexi (y By3JIOBIH YacTHHI
OynyTh HyIH0BI1 OiTH). HoMep By3my y 1l Mepexi MOYKHA OTPUMATH, SIKIIIO TTOOITOBO
BUKOHATU MHOXEHHST [P-anpecu Ha 1HBEPCIIO MACKU MEPEXI.

Hanpuxian:

IP =205.37.199.134/ 26

a0o0 TeX caMe,

I[P =205.37.199.134 netmask =255.255.255.192
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3anumieMo y IBiiKOBii popmi:
IPp = 11001101 00100101 11000111 10000110
Macka = 11111111 111171111 11111111 11000000

BukoHyeMO MHOXEHHs TOOITOBO Ta OTPUMYEMO aapecy Mepexi (Bys3joBa
YacTHHA BIATNOBIIa€ HYJILOBUM O1TaM y MacIii Mepexi):

network = 11001101 00100101 11000111 10000000
abo Texx came B OKTETHOMY IIPE/ICTaBIICHI:
205.37.199.128 / 26

Ta y OBHIH Gopmi

205.37.199.128 netmask 255.255.255.192.

Bysnosa vactuna Haganoi [P agpecu nopisaroe 000110, a6o 6. Takum duHOM,
205.37.199.134 /26 anppecye By3on HOMEp 6 y wmepexi 205.37.199.128 /26. V
kiacoBiit mogeni [P-aapeca 205.37.199.134 Bka3zyBaina 6 Ha By301 134 y Mepexi Kiiacy
C 205.37.199.0. Ane, 3agaBaHHs Macku Mepexi (a00 KUIBKOCTI OIT y MepekHIi
YaCTHHI) JI03BOJISIE BU3HAYATH HAJICKHICTh aIpeCcH 10 OE3KIacOBOi MOJIe1 Ta ii Mol
Ha MEPEIKEBY Ta BY3JIOBY YaCTHHHU.

Mepexi knaciB A, B, C y 6e3k1acoBiif MOJIe1 MPEICTaBIISIIOTHCS 3a JIOIMTOMOT'0F0
Macok, BianmoBiaHo, 255.0.0.0 (abo /8), 255.255.0.0 (abo /16) ta 255.255.255.0 (abo
124).

3aBaaHHs 10 J1abopaTopHOi podoT NeS

[S—

. Y nporpami cumynsaTopi mepex Packet Tracer cknanite mepexy Puc.18.

2. Bapiantu posnoauty IP-aapec HaBeneHo y Tabi.2.

3. Bukonaiite po3paxyHKH JIsi KOKHOT'O MEPEKEBOTO CErMEHTY Ta HaBEIITh Y
3BITI JJIS1 KOYKHOT TTIMEPEKI:

— JIiamasoH aJpec,

— MEpEeKeBY MaCKy y JIeCATKOBOMY IpE/ICTaBJIeHi,
— aJpecH BY3IiB,

— aJIpecu poyTepis,

— aJzpecy MmiaMepexi,

— ILIMPOKOMOBHY aJpecy MiAMEpexi.

4. BukoHaiiTe KOH(IrypyBaHHS, BIJIOBIIHO JO cBOro BapianTy. Ha cxemi
BUKOPUCTOBYHUTE TIIBKM MO JBa BY3JIM y KOXHIA Mepexi, KpiM 4-01 (0AuH
By30d). Jlns ix agpecartii 06epiTh mepii JIBi aapecH 13 00UHCIEHOTo J1ama3ony,
a 11l pOyTEPiB — OCTAHHIO.

5. TlepeBipTe 3B’SI30K MK BY3JaMH y KOXKHIM MAMEPEXi Ta MK MepeKaMH 3a

JIOTIOMOTOI0 KOMaH 1 ping Ta traceroute.
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6. IligroryiiTe 3BIT 3a NMyHKTaMH 1-5 Ta HaBEJCHHSAM CXEMH 1 BIJIIOBIIHHUX

HaJIalTyBaHb, 3po0aeHux y Packet Tracer.

10.1.1.0/30

10.1.1.4/30

Routkr-PT

Mepexa

Suht

/\

’

Ro']'erf)
l o

PT

.

Routlr-PT

Rolferl
Mepexa 2 W

|
SufftcA PT

/«|Icﬁ\
; .
P

Routhr-PT

Roufer2
Mepexa 3 1

P

Mepexa 4

PC-PT
PC6

SufltoNPT

/W!ICH\
# t

PC-PT PC-PT
PC-PT PC-PT PG P;EC-ZT PC4 £
PCO PC1 PC2
Puc.18.
Ta6:n.2 BapianTu 3aBaaHb
BapiaHT Mepe:xka 1 Mepe:xa 2 Mepexa 3 Mepe:xa 4
1 192.168.1.8/29 192.168.1.16/28 192.168.1.32/27 94.5.15.132/30
2 192.168.2.64/29 192.168.2.72/29 192.168.2.128/27 136.18.139.64/29
3 192.168.10.16/28 192.168.10.32/28 192.168.10.64/29 210.35.77.80/29
4 172.18.1.8/29 172.18.1.32/27 172.18.1.64/29 170.72.5.96/29
5 172.21.7.0/25 172.21.7.128/27 172.21.7.160/28 155.34.221.160/29
6 192.168.53.80/29 192.168.53.88/29 | 192.168.53.128/27 | 122.89.111.240/29
7 192.168.12.16/28 192.168.12.32/29 192.168.12.80/29 196.8.11.168/29
8 172.28.15.8/29 172.28.15.32/27 172.28.15.64/26 85.181.35.136/29
9 172.16.100.24/29 172.16.100.64/26 172.16.100.128/26 142.39.67.144/30
10 172.24.24.152/29 172.24.24.160/29 172.24.24.168/29 56.18.99.96/29
11 10.118.10.24/29 10.118.10.32/27 10.118.10.64/26 200.88.55.32/29
12 10.85.19.16/28 10.85.19.32/28 10.85.19.64/26 72.68.170.8/29
13 172.22.31.96/29 172.22.31.8/29 172.22.31.88/29 149.64.57.48/29
14 192.168.61.48/28 192.168.61.64/28 192.168.61.80/28 167.39.200.80/29
15 172.30.26.168/29 172.30.26.144/29 172.30.26.128/29 130.86.45.88/29

3anuTaHHA IS caMolNepeBipKU

1. 3a nmomomoror sKOi Mackd MOKHA MOAUIMTH MeEpexy kiacy A Ha Bl
nigMepexi? [laiite moscHeHHS.
2. Sk moxuutu Mepexy kiacy B Ha 4 gactunu?

IIOA1JIOM Ha 4 yacTUHA?
4. Ha ckinbku miamMepex MOXKHA TOIUTHTH Mepexy kinacy C?
5. Ha ckinbku miamepex Oyae mojaiieHo mepexy kiacy C 3a T0MOMOror MacKH
255.255.255.2247
6. Sxi [P agpecu MaroTh HACTYIIHI MiAMEPEXKI:
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- 10.0.0.64 /26
- 172.16.1.160/ 27
- 192.168.10.192 / 255.255.255.240 ?
7. Slki mmpokomoBHi afpecu (broadcast) MaroTh HACTYIHI MIIMEPEKI:
- 10.1.10.128 / 27
- 172.20.100.176 / 255.255.255.240
- 192.168.1.192 / 255.255.255.224 7
8. Bu3HauTe ajpecu miMepex, B AKUX 3HAXOIATHCS KOMIT IOTEPH 3 HACTYITHUMHU
MEpPEKEBUMHU HAIAIITYBAHHAMU:
- 10.1.100.155 / 255.255.255.224
- 172.31.8.221/255.255.255.240
- 192.168.30.250 /26 ?
9. Komm’totepu 3 saxumu [P agpecamu OyayTh CyMUKHMMH y Mepexi JUIs
KOMII I0Tepa 3 MepekeBUMHU HanamTyBaHHsaMu 192.168.12.97 / 28?
10. o o3nayae HactynHuii 3anuc 172.31.8.35/255.255.255.255 7
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JlaGopaTopua podora Ne6. Ilporokosu UDP ta TCP

Tema: [Iporokonu UDP ta TCP. Ctpykrypa nakeris UDP ta TCP
Meta: BuBuutu npusHadeHHs Ta Bukopuctanus nporokonis UDP ta TCP

Teopemuuni gioomocmi

[Iporokon kopuctyBanbkux natarpam UDP (User Datagram Protocol) onucano
y nokymeHnTi RFC 768. UDP € mnepBuHHUM cepBiCOM, IO TMEPECUIIAE MPOCTI
noBiomiieHHa B [P makerax 0e3 BUKOpHCTaHHS MEXaHI3MIB, IO TapaHTYIOTh iX
JOCTABJICHHS OTpUMYyBauy. ¥ 1ol 3aroioBky IP nakera "IIpoTokos BepXHbOIro piBHSA"
BKa3zye KOJ MPOTOKOJy, IO MEPEHOCUTh KOPUCTYBAlLbKy Jararpamy Ha
TpaHcnopTHoMy piBHI (11 cteky TCP/IP ne a6o 06 - gnst TCP, a6o 17 nna UDP).
AHAJIOT1YHO, Yy TOJI1 3arojIOBKY JararpaMu MOBUHHA OyTH ajpecHa iHdopmallis, 1o
BKa3zye Ha CEpBIC MNPUKIATHOTO PIBHA, SKUU HaJa€ KOPUCTYBAllbKI JaHl s
nepecuiaHHs 1o mepexi. Takoro ajgpecHoro 1Hpopmaiieo € 16-po3psaaHuil Homep
nopty. Y Tabn.3 HaBeJEHO 3HAYEHHsI Ta BUKOPUCTAHHS JE€SIKHX IHOPTIB MPOTOKOIY
UDP 3aranbHOJ0CTYITHUX CEPBICIB.

Tabmuusa 3. [leski 3aranbHOBiIOMI TOpTH npoTokoiy UDP

[Topt Im’s cepsicy | [lokymMeHT Omnnc
abo RFC
IPOTOKOITY
7 echo 792 [IpuzHaueHo nansg TeCTyBaHHA 3B S3KYy 3acO000M

BiJINIPaBIICHHSI JTAaHUX Ha BY30JI Ta OTPUMAaHHS Bif
HBOTO 1X Yy HE3MIHHOMY BUTJISII1

9 DISCARD [863 [Ipu3HayeHo Jisi TECTyBaHHS 3B S3KYy 3ac000M
BIJIIPABJICHHS JaHUX Ha BY30J, SKUM BIAKUIAE
MPUHHATE Ta HE BIANPABIISE HISIKOT BIAMOBIII

11 | SYSTAT 866 Bumae cnmcok — akKTMBHUX ~ KOPUCTYBadiB B
ornepariiHii cucTeMi

13 DAYTIME 867 [Ipu3HaueHo Isi TECTyBaHHS 3B S3KYy 3ac000M
OTPUMAaHHSA BiJI CepBEPYy aKTyalbHOI JaTH Ta 4acy y
TEKCTOBOMY BHUTJISII

19 CHARGEN 864 CHARGEN  (Character = Generator  Protocol).
BianoBinae Ha natarpamy gatarpaMo, 10 BMIILYE
BUMaAKOBE uncio 6anT (0-512)

53 | DNS 1034 Domain Name System — cuctemMa JOMEHHHUX IMEH.
Kommn’torepHa po3mnoijieHa cuctema Jijisi OTpUMaHHS
1H(pOopMaIlii Tpo JOMEHH.

123 NTP 5905 NTP (Network Time Protocol) — BUKOpPUCTOBY€EThCS
JUISl CHHXPOHI3alli1 yacy
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[Toptu 3 HOMepamu Bim 0 mo 1023 3akpimeHo y aokymenti RFC Assigned
Numbers 3a crangaptaumu cepBicamu (well-known services). [nmmi Homepa moptiB
(Bume 1023) HamaOTHCS KIIEHTCHKOMY MPOTpaMHOMY 3a0€3MEYeHHI0 IO Mipi
HEOOXIJTHOCTI CHOCOOOM BHJIUJIEHHS HOMEpPY HOpPTYy 3 MyJy JOCTYIHHX IOPTIB.
Kowmo6inaris [P-anpeca Ta HOMep mopTy, 1110 BUKOPUCTOBYETHCS JIs apecallii, 1HOI1
3BeThCs ajpecoro socket. Aapeca socket 3a0e3medye 1yt cepBepy Ta KIIEHTY BCIO
1H(popMaIlio, sika HeoOX11Ha s 11eHTUiKalii napTHepa 3 KOMyHIKaIlii. 3a JOOMOTH
KOMaHJu netstat -na MOKHA BUBECTHM CIMCOK HasgBHUX KOMYHIKallld BY3Iy 3
BiI0OpaXkeHHsM azpec socket.

UDP — MiHIMaJIbHUI OpIEHTOBAaHUN Ha OOpPOOKY MOBIIOMJIEHH MPOTOKOJ
TPaHCHOPTHOTO piBHsA, skuil 3amokymeHToBanuii B RFC 768. Ilaker UDP wmae
Bu3HaueHy CTpykrypy (Puc.19). Ilepuri nBa OaiiTh BU3HAYarOTh MOPT BiJAIPABHUKA
UDP-makerty, a HaCTymHi Ba — MOPT HOTO OTpUMYyBada. SKIo oTpuMyBad — cepBep,
TO 11e Oyne «ao0pe Bimomuil» craTuuHuil mopT. [lone MOBXKUHU BU3HAYa€ 3arajibHy
KUIbKICTh OaiiT y 3aronioBky UDP Ta o6macti nanux. @akTuyHa Mexa JJis TOBKUHU
naHux npu BukopucranHi [Pv4 — 65507 (8 6aitt Ha UDP-3aroioBok Ta HE0OOX11HO 111€
20 OaiiT Ha [P-3aronoBok). ITosie KOHTPOJIBHOI CyMU TEpEBIPSiE€ KOPEKTHICTh BMICTY
UDP nosigominenHs. /laHi moBuHHI OyTH KpaTHUMU JIBOM OaiTaM, pu HEOOX1HOCTI
1€ JIOCATAETHCS 3aIIOBHEHHSIM HYJbOBUMH OalTaMU.

bitu 0-15 16-31

0-31 [TopT BinnpaBHuKka (Source port) [TopT oTpumyBaua (Destination port)
32-63 Jomxuna nararpamu (Length) KontponsHa cyma (Checksum)
64-... Hamni (Data)

Puc.19. Crpykrypa nakery UDP

TCP (anrn. transmission control protocol — TpOTOKOA yHpaBIIHHS
nepenayero) — OJMH 13 OCHOBHHMX MPOTOKOJIB I[HTEpHET, SKUW MpU3HAYEHO s
ynpaBiiHHA nepenadero ganux. Mexanizm TCP 3a0e3neuye cTBOpEeHHS TOTOKY JaHUX
3 TIOTEpEHIM BCTAaHOBJICHHSM 3’€JIHAHHS, 3a0e3Meuye MOBTOPHUM 3alUT JaHUX Y
BUIIAJIKY 1X BTpATH Ta yCyBae ayOIt0BaHHS MPU OTPUMAHHI ABOX KOl OTHOTO MMaKETYy.
Takuii mexanizm pobotu TCP, na Biaminy Big UDP, rapantye minicHicTh iepeanux
JaHUX 1 TOBIIOMIISIE BIIITPaBHUKA TIPO pe3yabTaT nepeaadi. Peamizarii TCP 3a3Buyaii
BOyzaoBaH1 y siapo OC.

Jlns KopucTyBayda nepefada JaHuxX 3 BAKOpUCTaHHAM npotokoiy TCP Burnsaaae
sK motokoBa. Y aiicHocti, TCP 3ab6e3neuye oOmin makeramu ganux. TCP-makeT mae
BU3HAYEHY CTPYKTYpPY, Ky MmokazaHo Ha Puc. 20.

bitu 0-3 4-9 10-15 16-31

0-31 [TopT BigmpaBHMKA ITopT oTpuMyBaua
32-63 [TopsinkoBuit HOMEp

64-95 Homep niaTBepkeHHs
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96- JloBxnHa | pe3eps [Tpanopui Po3mip Bikna

127  3aronoBKy

128- KonTposibHa cyma [TokakuuK Ba>KJIMBOCTI

159

160- Ormnii (He0OOB’A3KOBI, aJie MPAKTUYHO BUKOPUCTOBYIOTHCS KOKEH Pa3)
191

192-... Jani

Puc.20. Crpykrypa makety TCP
[lopt BiampaBHHMKA Ta MOPT OTpUMYyBaya € 16-OITHUMHU TNOJSAMH Ta MArOTh
3Ha4Y€HHSA HOMEpIB NOPTIB BinpaBHuKa 1 agpecary TCP-nakery. [Togiono no UDP s
TCP Bu3HAu€HO MEBHI MOPTH, AKI ACOLIHOBAHO 3 JIEIKMMHU TUIIAMH CEPBICIB Ta
cepBepami (Tabm.2). st O11bIIOCTI MOPTIB MporpamMHe 3a0e3Me4YeHHs] BUKOPUCTOBYE
OJIHI 1 T1 caMi HOMepa, ajie 3 PI3HUMH TPAHCIIOPTHUMHU MPOTOKOJIAMHU.

Tabnuus 4. Jleaxi 3aranbHoBiAOMI TOpTH npoTokoiry TCP

[Topt|Im’st cepBicy JlokymeHT Onuc
abo RFC
MPOTOKOJTY
7 echo 792 UB. Ta0I1.3
9 DISCARD 863 UB. Ta0I1.3
11 SYSTAT 866 UB. Ta01.3
13 DAYTIME 867 uB. Ta01.3
19 CHARGEN 864 uB. Ta01.3
20 | FTP 959 FTP-DATA — nns nepenaBanns nanux FTP
21 FTP 959 FTP (File Transfer Protocol) — mnporokon

nepenaBanHs  ¢daitnie 'y TCP-mepexi. Iloptr 21
npu3HayeHo st FTP-koman

25 | SMTP 821 SMTP (Simple Mail Transfer Protocol) — mpoTokosn
nepe1aBaHHs eJICKTPOHHOT TIOIITH Y MEPExKi

53  DNS 1034 cM. Ta071.3

80 HTTP 1945 HTTP (HyperText Transfer Protocol) — mpotokon
MIPUKJIAHOTO PIBHS JJISl IEpEIaBaHHs TaHUX

110 'POP3 1939 POP3 (Post Office Protocol Version 3) —

CTaHJAPTHUN TPOTOKOJI, M0 BUKOPUCTOBYETHCS
KIII€EHTAaMW €JICKTPOHHOI TIOIMITA JJIS OTPUMAaHHS
MOB1OMJIEHD 3 BIAIAJICHOTO CEPBEPY

123 NTP 5905 NTP (Network Time Protocol) — BUKOPUCTOBY€EThCS
JUTSl CUHXPOHI3allii yacy

43




Hacrtynne 32-6itHe mone (0itu 32-63) € mopsAKOBUM HOMEPOM ab0 HOMEPOM Y
TocioBHOCTI (sequence number). Moro 3HaueHHs BU3Hauae nonoxeHHs gauux TCP-
MakeTy YCEpeIHEHI BHUXIJTHOTO TOTOKY JaHMX, IO ICHy€ B MeKax MOTOYHOIO
JIOTIYHOTO 3’€IHaHHS. Y MOMEHT BCTAaHOBJICHHS JIOTIYHOTO 3’ €QHAHHS 1 MepLIuH, 1
JIpYrUil By30J1 B3a€MOIlI T€HEPYIOTh CBOi MOYAaTKOBI HOMEpPU Yy TOCIIJOBHOCTI.
OCHOBHI BUMOTH JI0 I[LOTO MOJIIO MOJIATAI0Th Y BUKIIOUEHI MOBTOPEHBb Y MPOMIKKY
yacy, npotsrom sikoro TCP-maker Mo)ke 3HaXOAUTHUCh y Mepexi (yac >kutts [P-
naketa). By3nu OOMIHIOIOTBCS IIUMH TTOYATKOBUMHM HOMEpPAMHU 1 MIITBEPKYIOTh 1X
orpuManns. Ilig wac BiampasnenHs TCP-maketiB 3 nanuMu mone "Homep B
MOCIIITOBHOCTI" Ma€e CyMy MOYaTKOBOTO HOMEPY Ta KUIBKOCTI OaiT, 110 BKa3ylOTh Ha
paHile nepeaHi gaHi.

Howmep miaTtBepmkenns (acknowledgement number) € 32-06iTHUM momem, sike
BU3HAYAE KITBKICTh MPUUHATUX JAaHUX 13 BXITHOTO MOTOKY 10 TCP-momymro, 1o
ctBoproe TCP-naker.

3a HUM iiie YOTUPHOX-0ITOBE MOJE, 1110 BKa3ye Ha JOBXKHUHY 3arosioBky TCP-
nakery y 32-01TOBMX CJIOBax Ta SIKE BUKOPUCTOBYETHCS JJIi BU3HAUEHHS IMOYATKY
po3MiieHHs qanux y TCP-makeri.

[Tone «Ilpamopi» BMilrye o3Haku BcTaHoBieHHs 6 mpanopiiB: URG, ACK,
PSH, RST, SYN, FIN.

SAxmo 6iT npanopus URG BcTanoBneHo y 1, To 1ie o3Hauae, mo TCP-maker mae
BaxiuBi (urgent) naui. BeranoBnenns y 1 mpanopus ACK o3navae, mo TCP-maket
Mae y 1ot "HoMep MiATBepHKeHHs " BIpHI JIaHi.

BceranoBnenns y 1 mpamopris PSH Oyne Bumaratu HeBinKIIamHOT mepenadi
npukiIaaHii nmporpami nanux TCP-makety, mist sxoi ix agpecoBaHo. [ligTBepmKkeHHs
st TCP-makety, mo mae 31aueHHs 1 npanopus PSH, o3Havae, mo yci nonepeai
TCP-makeTu goCsATIMN agpecary.

BceranoBnenns y 1 mpamopus RST o3Hauae abo BiAmoBiAb Ha OTPUMAHHS
HeBipHOTO TCP-makety, abo 3anUT Ha MEPEBCTAHOBIICHHS JIOTTYHOTO 3’ €HAHHS.

ITpanopens SYN, BcTaHoBienui y 1, o3navae, mo TCP-naker € 3anuToM Ha
joriyHe 3’eHaHHs. OTpUMaHHS MaKeTy 3 BCTaHOBJIEHUM mparnopieM SYN moBHHHO
HiTBEPIKYBATUCH BY3JIOM-OTPUMYBayYEM.

ITpanopeups FIN, BcranoBnenuit y 1, o3nauae, mo TCP-nakeT € 3anuTom Ha
3aKpUTTS JOTTYHOTO 3 €JHAHHS Ta € 03HAKOIO KIHIS MOTOKY JaHMX, 110 MePelatoThCs
B 1IbOMY HanpsiMKy. OTpUMaHHS MMaKeTy 3 BCTaHOBIEHUM npanopieMm FIN moBuHHO
HiATBEPKYBAaTUCH BY3JIOM-OTPUMYBaUuEM.

[Tone «Po3mip BikHa» € 16-0iTOBUM moOJEM, K€ MOKa3ye KIIbKICTb OalT
1H(MOopMaIrii, 1o MoXKe IPUIHSITH 10 CBOro BHYTpilmHbOro 0ydepy TCP-monynb, skuit
Biampanisie iHmomy By3ny 1eid TCP-naker. Ile mone BuxopucroByerbesi TCP-
MOJlyJIeM NpuiiMada MOTOKY AaHMX JUIsl YIPABIiHHS 1IHTEHCUBHICTIO I[bOTO TOTOKY.
SIk11o, BcTaHOBUTH 3HaueHHS 1m0 «Po3mip BikHa» 0, TO MOXKHA MMOBHICTIO 3yITUHUTH
nepenaBaHHs AaHuX. llepenaBaHHs MOTIM MOKHA MOHOBUTU TUIBKH, SIKIIO PO3MIp
BIKHA MMPUHME TOCTAaTHHO BEJIMKE 3HAUYECHHs. MakCUMalIbHUI PO3MIp BIKHA 3aJI€KUTh
BIJI peanizaiii. Y AesKuX peanizalisix MaKCUMalIbHUI po3Mip MOKE BCTAHOBIIIOBATHUCH
CHUCTEMHHUM aJMiHICTpaTOpoM. Bu3HaueHHS! ONTUMAJIBHOTO PO3MIpY BIKHA € OJIHIEIO 3
HaWOLIBII CKIIAIHUX 3ajaad peanizalii npotokony TCP.
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[Tone «KontponpHa cymay» - 16-6iToBe mosie, 3HaUYE€HHS IKOTO BU3HAYAETHCS SIK
KOHTpoJsibHa cyma TCP-3arosoBky, 1aHuX MaKeTy Ta ICEBI03ar0JI0BKY, SKIIO BiH €.

ITone «Ilokaxumk Ba)KJIUBOCTI» - 16-0iTOBe IIOJIC, BU3HAYAE 3MIMICHHS Ha
nepmworo Oaity y tun TCP-nmakery, mo4ynHae MNOCIIJOBHICTh BaXKIMBUX (urgent)
JaHUX.

JlomaTkoBi AaH1 3arojIOBKY — 11€ TOCHIA0BHICTh TOJIIB JIOBUIBHOI JOBXKHUHU, 1110
ONMKCYIOTh HEOOOB’si3k0B1 AaHi 3aroyioBKy. IIporokon TCP Bu3Hauae Tpu TuIHU
JOJJaTKOBUX JaHUX 3arOJIOBKY:

— KIHElb CIUCKY I0JIIB IOJIaTKOBUX JIaHUX;

— mnycrto (No Operation);

— MaKCHMaJIbHUU pO3Mip MaKeTy.

JlolaTKoOB1 JJaH1 OCTaHHBOTO TUMY HajcuiIaroThesa y TCP-3aronoBky y MOMEHT
BCTAHOBJICHHS JIOTIYHOTO 3’€IHAHHS ISl BKazyBaHHS Ha rotoBHicTh TCP-momyns
00 MpHUiiMaHHA makeTiB goBiIe 536 GaiitiB. B UNIX-peanizarisx 10BxKUHA MaKETy
3a3BUYall BU3HAYAETHCS MAKCUMAJIBbHOIO JOBXKHHOIK [P-cermMenTy nist Mmepexi.

Eranu TCP-B3aemonii

OcnoBuoro BigMinHicTIO TCP Bim UDP € Te, mo mporokon TCP Bukonye
JIOJIATKOBY 3ajlauyy — 3a0e3rnevye HaJliiHe TOCTaBJICHHS JaHuX. Jljis pimieHHs 1€l
3aaaudi npoTtokoa TCP BUKOPHUCTOBYE METOJl MPOCYBAaHHS JTaHMX 3 BCTAHOBIICHHS
JOT1YHOrO 3’€qHaHHA. JloriuHe 3’€lHaHHS Ja€ MOXJIMBICTb y4YaCHHKaM OOMIHY
CTEXHUTH 3a TUM, 11100 J1aHl He OyJI0 BTpayeHo, 3MIHEHO ab0 MpoayOIp0BaHO, a TAKOX
1100 BOHU MPUNIIIIM 10 OTPUMYyBaya y TOMY MOPSAKY, B IKOMY iX OyJI0 BIAIPABIIECHO.

B3aemonist By3:iB 3 Bukopuctanusam npotokosry TCP mae Tpu eranu:

— BCTAQHOBJICHHSI JIOTTYHOTO 3’ €JJHAHHS;

— 0oOMIH JaHHUMHU;

— 3aKpUTTS 3’ €HAHHS.

[TpoTokon TCP BcTaHOBIIIOE JIOTIYHE 3’ €THAHHS MK MPUKJITHUMHU MPOIIECAMH,
y KOXKHOMY 3’€HAHHI MPUUMAIOTh y4acTh TIUIbKH JBa mporecu. TCP-3’eqHaHHs €
AYTIJIEKCHUM — KOKHHM 3 YYaCHUKIB IBOTO 3 €HAHHS MOX€E OJHOYaCHO OTPUMYBATH
Ta BianpaeiaAtd Jjadi. [lpu BcTaHoOBIeH1 JioriyHoro 3’eaHaHHs Moxyil TCP
JOMOBJIIFOTBCS. MK COOOI0 MPO MapaMeTpu NpoueAypy OOMIHY JaHUMH. Y TIPOTOKOIII
TCP koxHa cTOpoHa 3’€IHAHHS BIANPABIAE€ TPOTUIICKHIA CTOPOHI HACTYIHI
napameTpu:

— MAaKCUMaJIbHUU PO3MIp CETMEHTY, SIKUI BOHA MOKE MPUKAHATH;

— MakcUMaJbHUM 00’eM JaHuX (MOXJIMBO JIEKIJTbKa CETMEHTIB), SKI BOHA

JI03BOJISIE 1HIIIM CTOPOHI MEpeAaBaTH y CBOI CTOPOHY, HABITh SIKIIO 1HIIA
CTOpOHA I1I€ HE OTpUMaJia KBUTAHIIIO HA MONEPEIHIO MOPIit0 AaHUX (pO3Mip
BIKHA);

— TOYaTKOBUU TOPSAIKOBUM HOMEp OailTy, 3 SKOrO BOHA MOYMHAE BIJIIK

MOTOKY JJAHUX Y PaMKax JaHOTO 3’€/THAHHS.

VY pesynbpTaTi mneperoBopHoro mporecy MoxayiiB TCP 3 0060x cropin
BU3HAYAIOThCS MapaMeTpu 3 €lHaHHA. Jleski 3 HUX 3aJUIIAIOThCS MOCTIMHUMHU
IPOTATOM YChOTO CEAaHCY 3B’SI3Ky, a 1HINI aJanTUBHO 3MiHIOIOThCA. Hampuknan, y
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3aJIEKHOCT] BiJI 3aBaHTaXKEHHs Oydepy oTpuMyBaya, a TaKOXX HAIIHOCTI PoOOTH
MEpEeXi TMHAMIYHO 3MIHIOETHCS PO3MIp BiKHA BiAMPaBHUKA.

3’e€mHAHHS BCTAHOBIIOETHCS 32 1HIMIATHBY KIIEHTCHKOI YacTHHH A0AaTKy. [Ipu
HEOOX1JTHOCTI BUKOHAaTH OOMIH JaHUMH 13 CEPBEPHOI0 YACTUHOIO J0JATOK-KIIIEHT
3BEPTAETHCS A0 HIKYOro 3a piBHeM mnpoTtokosny TCP, sikuil y BIOANOBIAL Ha 1€
3BEpHEHHS BiJIIIPABIISIE CETMEHT-3aUT Ha BCTAHOBJICHHS 3’€HAHHS 32 MPOTOKOJIOM
TCP, axuii npairoe Ha cTopoHi cepBepy (Puc.21). ¥V 3anuti € npanopers SYN, sikuii
BCTaHOBJICHO ¥ 1.

TCP TCP Tep TCP
KNieHT cepsep KNIEHT cepBep
3anuT Ha | SIEIKDMTM .
seHaHs| Sy, _ seaHanta Ly
~_ [MiaroToBka A
c A 3'efIHaHHSA ok
S ‘{E‘E-‘&"f yCnilHe f.__,f:’"z
-~ A | Bakputn
~4 Ck ?ﬁ‘\‘-”f 3'€flHaHHA
T Cran - a
Established (| —Ack
T
Y Y . /
Tanm-ayT
l\__

Y 3'eanaHHA ¥
3aKpUTO
Puc.21. [Iponienypa BCTaHOBJIEHHS Ta pO3PUBY JIOTTYHOTO 3’ €JHAHHS MTPU
HOPMaJIbHOMY MIEpeOiry MmpoIiecy.

[Ticnst orpumanHs 3anuty, Moayiab TCP Ha cTOpOHI cepBepy 3BEPTAETHCS 10
ornepariiiHoi cucTteMu MOA0 3a0e3MeueHHs] NEBHUMHU CUCTEMHHMM pecypcamu AJis
opranizamii OydepiB, TaiimepiB, miumiIbHHKIB. Lli pecypcu TmOB’S3yIOThCS 13
3’€JJHAHHAM 3 MOMEHTY HOr0 CTBOPEHHS 1 JJO MOMEHTY pO3pHBY. SIKIIO Ha CTOPOHI
cepBepy yci HeoOXiaHi pecypcu Oymm OoTpuMaHi 1 BCl HEOOXigHI Jii BUKOHAHO, TO
monynb TCP Binmpasisie kiieHTy cermenT 3 nmpanopisima ACK ta SYN.

VY BianoBiAb KAlEHT nocuiae cermeHT 3 npanopueM ACK ta nepexoauTs y ctaH
BcTaHOBJeHOro JoriuHoro 3’enqHanHs (cran ESTABLISHED). Konu cepsep oTpumye
npanopeus ACK, BiH Takox mnepexoautb y ctaH ESTABLISHED. Ha npomy
IpoIeypa BCTAHOBIICHHS 3’ € THAHHS 3aKIHIY€ETHCS 1 CTOPOHU MOXYTh IEPEXOTUTH J10
0OMIHY TaHUMHU.
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Etan BcTaHOBJiEHHS 3’€HAHHS OTPUMAaB Ha3BYy 'TOTpIHHE PYKOCTHUCKAHHA"
(three-way handshake).

3’eaHaHHs MOXe OyTH po3ipBaHe y OyIb-sSKUA MOMEHT 3 1HILIATUBU OyIb-IKOi
CTOPOHHM — KIIEHTChKOI ab0 cepBepHOi. [l 1bOro KIIEHT Ta cepBep MOBUHHI
oomiusaTuchk cermentamu FIN ta ACK, y nmocnioBHOCTI, Ky moka3zaHo Ha Puc. 21, ne
1HILIATOPOM BUCTYTIA€ KIIIE€HT. 3’ €THAHHS BBAXKAETHCS 3AKPUTUM IICIS AESIKOTO Yacy,
Ha TPOTS3i SIKOTO CTOPOHA-IHIIIATOp BIEBHIOETHCS, MO0 i1 3akmounuid curHan ACK
OTPUMAHO HOPMAJIHHO 1 BIH HE BUKJIMKAB HIIKUX «aBapiiHUX» IOBIIOMJICHb 3 OOKY
cepBepy. CokeT 0AHOYACHO MOYKE MIPUIMATH YYacTh y IEKUIbKOX 3’ €THAHHSX.

Cxema nymepanii TCP mnependadae mNpuUBIACHEHHS MOPSAKOBOTO HOMEPY
KOXKHOMY HaJlicTaHOMY y 3’ €HaHHI1 OalTy JaHUX. Y 3aroJIOBKy CETMEHTA BKa3Y€ThCA
HOMEp mepmoro OaiTa moysi JaHUX IILOTO cerMeHTa. Bin mpuiiMada HeoOXinHE
HiaTBEepKEeHHs npuiiManHas cermeHTa. Skmo ACK He nmpuxoauTs 3a iHTepBal TalM-
ayTy, JaHl MepedaroThCsl MOBTOPHO. Takuili MeXaHi3M Ha3UBAETHCS TMO3UTHBHUM
H1ATBEPIKEHHAM 3 peTpaHciisieto (positive acknowledgment with retransmission). Y
nigTeep/keHi TCP, 1m0 HajcuiIaeThCs nepeaaBady, BKa3yeThbCsi HOMEP HACTYIHOTO
OailTy, mo ouikye npuiiMad. HacimigkoM Takoro mMexaHi3my € Te, II0 y BHIAJKY
NepeCcUIaHHs OCTAHHBOTO CETMEHTY JIaHUX (HaNpuKIaj, (ailiny), 3 HOMEPOM MEPIIOro
OaliTy moJis AaHUX N OpHiiMay BIANPABUTH MATBEPKEHHS 3 HOoMepoMm n+1. Tomi
NEepIIUA CEerMEeHT 3 HACTYMHUMH JaHUMHU (HACTyNmHUU ¢aiin) Oyne maTu HOMEp
nepmoro 0anTy moss aanux n+1. Tomy HeoOXigHA AOCTATHBO BENWKAa PO3PSAIHICTH
noJis, 1o 30epirae HoMep Mmeprioro 6alTy Mmois JaHUX 1 MoJis, 1Mo 30epirac HoMep
1TBEPIKESHHS.

[Tporokon TCP peanizye mexani3Mu ynpaBiIiHHS TOTOKOM, II0 HAIXOIATH IO
By3Ja-npuiiMada gaHux. [1i1 yac BCTaHOBIIEHHS 3’ € JTHAHHS KO>KHHI 3 By3J11B BU3HAYA€E
IPOCTIp MaM’AT1 7151 BXITHOTO Oyepy 3’ €1THaHHS 1 TOBIJOMIISE PO L€ 1HIILY CTOPOHY.
Bikno npuiimanns (receive window) € 0y1b-sIKUM POCTOPOM y BXiHOMY Oydepi, 1110
1I€ HE 3ailHATe JAaHUMU. 3BUIbHEHHS Oydepy Bl NPUUHATHX JaHUX BUKOHYE J10IaTOK
oTpumyBaua. Lleil mporec 3aneXuTh BiJl MPOAYKTHBHOCTI Ta 3aBaHTAXCHHS BY3IY
otpumyBada. Koxxuuii Bianpasnenuit npuiiMauem ACK mae BioMoCTi Ipo MOTOYHUI
CTaH BIKHA NpPHUHMaHHS, Y 3aJCKHOCTI BiJI SIKOTO PETYyJIIOEThCA MOTIK JAHUX BiJ
BiJipaBHUKa. 3a3Buuail miaTBepmkeHHs ACK BIImpaBisitoOTbCS HE Ha KOXKHUN
HAJICIAaHUI CETMEHT, a Ha HeNepepBHUI OJIOK 3 IEKIJIbKOX CETMEHTIB, SIKUH 310paHo y
BikHI mpuitmaHHs. lle m03Bosie HE BIAKMIATH CETMEHTH, IO HAJIWIUIM HE 3a
MOPSIIKOM BIAMPABIICHHS, a BIOPSIKOBYBAaTH iX y BIAMOBIAHOCTI 3 TOCIIJOBHICTIO
HOMEpPIB Ta  pO3MIpaM CerMeHTiB. By30i-BiANpaBHUK IOBUHEH BIACTEKYBaTH
KUIBKICTh BXKE BIJAINPABICHHUX JaHUX, HA SKI HAIIMIILIO MIATBEPHKEHHS Ta MMOTOYHUI
PO3Mip IPUIUMAIBHOTO BIKHA OTPUMYBaya.

3aBaanus 10 JadopaTopHoi po6oTu Ne6
1. [Migroryiite anamizatop MepexeBux mnportokoniB WireShark no 3axoruieHHs

Tinbku makeriB  UDP, wnamamrTyBaB BignoBigHuii ¢uieTp. Buxonaiite
3aXOIUICHHS IeKTbKOX makeTiB UDP.
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Bukonaiite aHaii3 3axoIuieHUX TakeTiB. HaBenmiTh y 3BITI BMICT 3aroJIOBKiB
MEpEXKEBOTO Ta TPAHCIIOPTHOTO PIBHIB OJHOTO MaKeTy. YKaxiTh moje B IP-
3aroJoBKY, 110 BKa3ye Ha TpaHcnopTHU npoTokon UDP. TTosicHITh 3HaYEHHS
0JIIB 3arojioBKy 3axoruieHoro UDP-nakery.

Jlns 3axorieHHs ta aHanizy TCP-makeTiB BUKOPUCTOBYUTE Oyib-saKuit Opaysep
Internet. 3amycTiTh ¥oro. Jlani miaAroTyiTe aHaIi3aTop MEPEKEBUX MPOTOKOJIIB
WireShark no 3axomienHs Tinbku nakeTiB TCP, HanmamTyBaB BiANOBIIHUIMA
bineTp. IlepeBeniTh aHamizaTop y PEXKUM 3axOIUICHHS TakeTiB. Y Opaysepi
yBeITh azpecy www.znu.edu.ua Ta HaTUCHITH Enter. AHami3zaTop 3aXOIUThH
MHOXXMHY TIAaKETIB, Cepell SKUX TMeplll TPU BHUKOHYIOTh MPOIEAYPY
BCTAHOBJICHHS JIOTIYHOTO 3’ €THAHHS («IOTPIAHE PYKOCTUCKAHHS ).

3HaANIITh MAKETH, 110 BUKOHYIOTh BCTAHOBJICHHS 3’ €IHAHHS, Ta HABEIITh BMICT
iX 3aroJIOBKiB TPAHCTIOPTHOTO PiBHS Ta MOSCHITH 3HAYCHHS 1X MOJIB.
[TigroryiiTe 3BiT.

3anuTaHHA VIS caMonepeBipKu

[I{o 3BeThest cokeToM (socket)?

Jls goro mpu3HaueHo mopTH 3 Homepamu Big 0 10 10237

SAxka crpykrypa UDP nakety?

3a skUX yMOB OOMIHY naHuMU y Mepexi BukopuctanHs UDP maketiB €
HaNOLIBII OOTPYHTOBAHUM?

Uu moxna ¢parmentyBatu [P maketn, mo Hecytp UDP makeru? [laiite
MOSICHEHHS.

Ska HaiiOubIIa JOBXKUHA OJIOKY JaHUX, 10 MEePEIacThCs 3a I0NMOMOI0I0 MaKeTy
UDP?

VY yoMy npuHmnosa pi3HUL Mix npoTtokonamu UDP ta TCP?

JIist pilieHHs SIKUX 3a/1a4 Kpalie BUKOpUCTOBYBaTH npoTokoa TCP?

Sxka crpykrypa nakety TCP?

0.Ha mo Bkazyrorb nosis “IlopsiakoBuit Homep” Ta “Homep miaTBepkeHHS B

rmaketi TCP?

11.Ha m1o Bkazye noje “Po3mip BikHa”? Kosi 3MIHIOETBCS HOTO 3HAYCHHS ?
12.51x1 mpamnopiii 1 Jyist 40T0 BUKOPUCTOBYIOThCA B makeTi TCP?

13.lxa mociI0BHICTH i HAa MOYATKy OOMIHY TaHUMH 3a TIpoTOoKoIoM TCP?
14.Yu moxyte omHoyacHo misi TCP ta UDP BuKOpUCTOBYBaTHCh MOPTU 3

OJIHAaKOBUMU HoMepamu? J[aliTe mosiCHEHHS.
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JlaGopaTopHna podora Ne7. IIporokoa nepenaui rineprekcry HTTP

Tema: [Iporokon nepenaui rineprekcty HTTP.
Meta: BuBuutu npuHmunu podoTH Ta BUKopucTaHHsS mpotokoiny HTTP,
dopmyBannst HTTP 3anutiB ta ctpykrypy HTTP Biamosimi.

Teopemuuni sioomocmi

HTTP (HyperText Transfer Protocol — mpoTokos mepemnaBaHHS TIMEPTEKCTY)
6yn0 pospobieHo sk ocHoBy World Wide Web. Moro po6ora rpyHTyeThcs Ha
MIPUHIMII B3a€EMO/IIT KIIIEHT-CEpBEpP: NporpaMa-kiieHT yctaHoBmoe TCP 3’eqHanHs 13
cepBepoM (cTaHgapTHUM HoMep it mopTy http-ceprepy 80) Ta HajcHIae oMy 3amUT
HTTP. Cepep o0poOmtoe 1eit 3anut Ta Hajacwiae kiieHty HTTP BigmoBifs.
JIOKyMeHTH, 110 perinaMeHTy0Th BUKOpUCTaHHs npotokony HTTP, moxHa 3HalTH 3a
HACTYIMHUM mnocwianHsaM: http://www.w3.org/Protocols/.

Cmpykmypa HTTP-3anumy
HTTP-3anut ckinanaeTses 13 3arojIOBKY 3alHUTY Ta HOTO T, K1 PO3AUISIIOTHCS
nyctuM pajakoM (Puc.22). Tino 3anuty moxke OyTH BIACYTHIM.

Pspnok 3anuty (Request Line)

[Tyctuit psagoK-niofiiroBay
Tino noBigomnenHs (Entity Body)

Puc.22. 3araneHa ctpyktypa 3anuty HTTP
Psanox 3anuty (Request Line) Bkasye :
— METOJI IepeIaBaHHS;
— URL-agpecy, 10 sK0i HEOOXiTHO 3BEPHYTHUCH;
— Bepcito mpotokory HTTP.
Metomamu niepeaBaHHS MOXYTh Oy TH:
— GET, axmo HeoOx1aHO 3anuTaTy AaHl pa3om 13 HT TP-3aronoBkamu;
— HEAD, axmo seo6x1aai HTTP-3aromoBku 0e3 gaHmx;
— POST, sikiio HeoOXiAHO BIAMPABUTHU JIaH1 Ha CEPBED.
Jiis 3anuty 3a metogoMm POST 000B’3Kk0BUMHU TapaMeTpaMH € THUII TiJia 3aMUTy
(Content-Type) Ta noBxuHa Tija 3anuty y 6aitax (Content-Length).
URL (anrn. Uniform Resource Locator) me eauHuil BKa3iBHUK Ha pecypc.
Crpykrypa URL-agpecu HacTynHa:
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port query
http://www.domain.com:|234/path/to/resource’a=b&x=y

protocol host resource path

7e protocol — TUI MPOTOKOIY, 3a SIKUM POOUTKCS 3amuT; host — iM’s1 cepBepy B
cuctemi DNS; port — mopT, sIKuii MPOCITyXOBY€E CEpPBEPHA Mporpama; resource path —
NUIIX 70 TIEBHOTO pecypcy abo oOpoOHWKa 3amuTiB Ha CTOPOHI CepBepy; query —
napameTpu abo BUPA3M 3aIlUTy.

st HTTP-cepBepiB B sikocTi mpoTokoiiB B URL mosxHa BkazyBaTu a6o http s
3BUYalHUX 3’€JlHaHb, abo https — nmng Outbln Oe3neyHoro oOMiHY AaHUMHU. 3a
3amoBuyBaHHsIM HTTP-cepBepu BUKOpHUCTOBYIOTH ITOPT 32 HOMepoM 0.

3aronoBku (Message Headers) omucyroTh TUIO TOBIJOMJIEHHS, IMEpPEIaAIOTh
PI3HOMAaHITHI MMapaMeTpH, 1HII BiIOMOCTI Ta iHpopmarrito. [TapameTpu nepenaroThes
y HacTynmHoMY ¢dopmari:

IM’ 8 napamMeTpy: 3HaUeHHA IapaMeTpy

Hacrynni napamerpu vactime BukopuctoByroTbes y HTTP-3ammri:
Connection (3’enHanHs ) — Moke nipuitmaTu 3HaueHHs1 Keep-Alive abo close.

Keep-Alive ("3amumutu >xuBuM'") TMMO3HAYae, MO TMICHsS BHA4Yl JAHOTO
JOKYMEHTY 3’€IHaHHS 13 CEPBEPOM HE PO3PUBAETHCS, 1 MOXKHA BIAMPABIATH 1HIII
3anuTu. binpiiicTe Opay3epiB mpamrooTh came y pexxnmi Keep-Alive, Tomy 1o BiH
J03BOJISIE 32 OJIHE 3’ €JHaHH: 13 cepBepoM oTpuMatu HTML-cTopiHky Ta, Halpukia,
pucynku 1o Hei. Skmo pexum Keep-Alive BcTaHOBIEHO, TO BiH 30€piraeTbcs 10
NepIoi NOMHUIKHM ado JI0 SIBHOTO BKa3yBaHHS Ha yeproBomy 3anuti Connection: close.

close ("3akputu'") — 3’€THaHHS 3aKPUBAETHCS MICIIS BIAMOBII HA JaHUN 3aITuUT.

User-Agent — iioro 3HaueHHsIM € "KOJI0Be MMO3HauYeHHs" Opay3epy, HAPUKIIAL:
Mozilla/5.0 (X11; Ubuntu; Linux x86 64; rv:72.0) Gecko/20100101 Firefox/72.0
VY 1boMy mapamMeTpi TaK0X 4acTO BKa3y€eThCs OreparliiHa cuctemMa KIlie€HTa.

Accept — CITUCOK THIIIB, 110 MIATPUMYIOTECS Opay3epoM, ikl HaBOAATHCA Y OPSAKY 1X
ynoo6anss muM opay3epom. Hanmpukian, aiis Firefox/72.0 et mapameTrp Moke MaTH
HACTYITHI 3HAYEHHS:

Accept:

text/html,application/xhtml+xml application/xml;q=0.9,image/webp,*/*;q=0.8

Referer — URL, 3 sikoro nepeunum Ha JaHWi pecypc.
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Host — iM’s1 By371a, Ha SIKOMY 3HAXOAUTHCS pecypc y 3anurti. Lle KopucHo /7151 BUMIA/IKY,
KOJIM Ha CEepBepl € JACKIIbKa BIpTyadbHUX cepBepiB 3 omHicwo [P axpecoro. YV mpomy
BUIIAJIKY IM s BIpPTYaJIBHOTO CEPBEPY BU3HAYAETHCS 33 JOTIOMOTOIO IIHOTO TOJISI.

Accept-Language — MoBa, 1m0 miaTpumyeTbes. el mapameTp mae 3Ha4YeHHS s
cepBepy, KU MOKe BUAABaTH OJUH 1 TO1 camuil JOKyMEHT y PI3HMX MOBHHUX BEPCIsiX.
Hanpuknan: Accept-Language: ru-RU,ru;q=0.8,en-US;q=0.5,en;q=0.3

[Ipuknan npocroro HTTP-3anury:

GET / HTTP/1.1 — mepluuM psifiOK 3aroJ0BKY 3amuTy;
Host: www.znu.edu.ua -/JpYI'Hd psAJOK 3ar0jI0OBKY 3alUTy
- MyCTHH PS0K
Cmpyxkmypa HTTP-8ionogioi

®opmar HTTP-Bianosiai € cxoxum Ha ¢popmar HTTP-3anuty: BiH Takox Mae
3aroJIOBOK Ta TUIO, SIKI PO3MEXKOBYIOTHCA IIyCTUM PSJIKOM. 3arojioBOK TaKOX
CKJIQIA€THCS 3 OCHOBHOTO PsAJKA Ta PSAAKIB 3 mapamerpamu. OCHOBHUH PSIOK 3aUTy
CKJIaJIa€ThCs 13 3-X TOMIB, IO TMOAUISIOTHCS TPoOLIaMH: BepcCis MPOTOKOJY, KO
NOMWIKK (KOJOBE IIO3HAYEHHS CTaHy BUKOHAHHS 3alMTy) Ta CIOBECHUN OIHC
nomMukn. Koau 2XX mo3HavyaroTh YCHIlITHE BUKOHAHHS 3alUTy, 3XX — BIIMOBIAA€E Tii
9M 1HII1H HOopMi IepeHanpaBlieHHs, 4XX - MO3HAYA€ TOMWIKY 3 BUHH KJIIEHTa, SXX —
MIOMIJIKA Ha cepBepi ado y crieHapii.

Hwuxue wnaBeneno mnapametrpu HTTP-BianoBigl, MmO BUKOPUCTOBYIOTHCS
HalyacTille.
Date — nara oGpoOku 3anuTy.
Server — Ha3Ba BeO-cepBepy.
ETag € miTkoro pecypcy AJigi CTaTUYHUX JOKYMEHTIB. 3a3BMYail BOHa MojaiOHa
KOHTPOJIBHIN cyMi a00 mianucy ¢aiiny.
X-Powered-By — s AuHaMIYHMX JOKYMEHTIB BKa3ye€ Ha JIOJaTOK, SIKMM OyJio
BUKOpHCTaHO 1Jis1 popmyBaHHs qokyMeHTy. Hanpuknan: X-Powered-By: PHP/5.0.3
Connection — mogiOHMIT 10 BIAMOBITHOTO MapaMeTPy 3aIuUTYy.
Content-Type (Tum BMIiCTy) — Ma€ TO3HAYSHHS TUITY BMICTY BIIMOBi/II. Y 3aJ€KHOCTI
Bin 3HaueHHs Content-Type Opaysep cmnpuiimae BiamoBiap sik HTML-cropinky,
KapTUHKY gif abo jpeg, sk (ails, skuii He0OX1IHO 30€perTi Ha JUCKY, abO0 I10Ch 1HIIE,
110 NOTPeOye MEeBHUX BU3HAUYECHHUX 111 B1J HbOTO. [IIMpOKOBKMBAaHUMU THIIAMH BMICTY
€: text/html - Tekct y popmari HTML (BeO-ctopinka); text/plain - mpocTuii TekcT;
image/jpeg - xkaptunka y dopmati JPEG; image/gif — xaptunka y dopmati GIF;
application/octet-stream - MOTIK AaHUX Ui 3amucy Ha Auck. Yacto B mapamerpi
Content-Type uepe3 Kparky 3 KOMOIO TaKOXX BKa3y€TbCS TUIT KOJyBaHHS JOKYMEHTY.
Hanpukian:

Content-Type: text/html; charset=windows-1251
Content-Length - n1oBxuHa BMICTy BiIMOBiAl y 6alTax.
Last-Modified — nata ocTaHHBO1 3MiHU JJOKYMEHTY.
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3aBaanHs 10 JadopaTopHoi poooTu Ne7

1. 3anycrite mnporpamy WireShark. Hanamryitte ¢inetp nporpamu s
3axoryieHHsT makeTiB 3 ganumMu HTTP. 3amycrtite Oyab-sikuii Opaysep, 110
BCTaHOBJIEHO Ha KoMl toTepi. [lepeBenite WireShark y pexxum 3axoruieHHs
naketiB 3 HTTP. Ykaxits y piaky aapecu Opaysepy http://www.znu.edu.ua ta
HaTucHITh Enter. Y mnporpami WireShark mnoBuHHI 3’4BUTHCH HeKiIbKa
3axoruieHnX makeTiB. 3a 3aroioBkamu HTTP Busnaure siki 3 mux € HTTP-
3anutami, a siki HTTP-BinmoBinsamu. Hasexits y 38iTi HT TP-3aronoBku ogHOTO
CEAHCY «3aMHTY-BiIMOBIII».

2. 3a ponomoroto ytuimith telnet BcranoBiTe TCP 3’enHanns 3a 80-M mopToMm 3
By3JioM http://www.znu.edu.ua abo iHIIMM 3a BKa31BKOIO BUKJIaaaya. J{Jis iporo
samyctith yTumrty telnet ("Ilyck" -> "Bukonatu" -> "cmd" -> "telnet"),
BCTAHOBITH PEXUM '"TOKaJdbHE BIAIYHHS'", A TOro 1100 OGaunTtu HaOpaHUi
TekcT. s 3’enHaHHs 3 By370oM 3a 80-M MOPTOM BBEITH KOMaHIY open
www.znu.edu.ua. Ilicna nporo Mmoxua BBoauTu HTTP-3anut, npukian skoro
MIOKa3aHO B TEOPETUYHIN YacTuHi. HaBeiTh CKpUH-IIIOTH BUKOHAHHS 3aBJIaHb Y
3BITI.

3. Bukopucraiite pgaHi, 0 OTPUMaHO 3a JIONIOMOIOK MpoOrpamu-cHidepy,
chopmyiite HTTP-3amutr nmo cepepy http://www.znu.edu.ua (MoxxHa
BUKOPUCTOBYBATH JEKUIbKA TEPIIMX PsAKIB 3arojoBky). Ilicis orpuMaHHs
HTTP-Bianmosiai ii MoxHa ckomitoBatu y 0ydep. i1 boro BUALIITE TEKCT 3a
JIOTIOMOTOI0 JIIBOT KJIABIIl MHMII Ta HATHCHITH MPaBy KHOMKY MHIII B MEXax
BiKHA. Y pe3yibTaTi BUAUICHUHN TEKCT CKOMIIOEThCS y Oydep 1 iioro MoxHa Oy e
BCTABUTH B OYJIb-IKUI pEJAKTOpP 3a JOTOMOTOr0 KomOiHamii knasim Ctrl+V.
[Ticnst BcraHoBneHHs 3’ e€qHanns Bianpasre HTTP-3anut Ha orpumanns HTTP-
3aroJIOBKIB ISl TOJIOBHOI CTOPIHKHM cailTy 0e3 oTpuManHs nanux. HeoOxigHo,
o0 KoJ BiAmoBiAl OyB abo 2** (tpu uudpu, ne nepima 2), abo 3**, abo 5**.
k110 ko mounHaeThes 3 udpu 4, To OyJI0 JOMYIIEHO TOMUJIKY. Y MEepUIoMy
PAIKY 3alUTY CJIiJl BKa3yBAaTH BIIHOCHY a/Ipecy rOJIOBHOI CTOPiHKHU (TOOTO /), y
3aroJIOBKY 3alMTy 00OB’SI3KOBO MOTPIOHO mNepenatu napamerp Host. YV 3BiTi
HaBeaiTh Screenshot xomii HTTP-3anuTiB 1 BiamoBiaeit ceprepy.

4. TloBTopiTh ceaHc 3B’s3ky st Web-cepBepa www.education.zp.ua. HaemiTs
anayi3 orpuMaaux HTTP-BianoBine# Ta 3amoBHITH TaOIUITIO:

Cepep 1 |Cepep 2

Kox Biamosiai

'Web-cepBep (Ha3Ba, Bepcis)

OmnepariiiHa CUCTeMa cepBepa

CraTuvHa 9M JTHHAMIYHA CTOPIHKA
Jlst ctatnaHOi cTopiHkM Bkazatu Etag, mis nuHAMIYHOT —
moaaTok, sikuil ctBoproBaB HTML-cTOpiHKY y BiANOBIAL

KonyBaHHS JOKYMEHTY (SIKIIIO €)

Uu 3akpuBae 3’€JHaHHS CepBep OJipa3y, YU OYIKY€ HOBHX
BIIITOB1IEI?
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Nk

3anuTaHHA IS caMoINepeBipKHU

Axi noptu npociyxoBye Web-cepsep?

Ska ctpykrypa HTTP-3anuty 1o cepepy?

3anns sikoi Metu y HTTP-3anuti BukopucroByeThes mapamerp Connection?
SAxy indopwmartiro nece y HTTP-3anuti mapametp Host ?

Axwuit Burnsag mae npoctuit HTTP-3anut?

Sxa ctpykrypa HTTP-Binmosini Bix cepsepy?

Sxi xogu MoxxyTh Oyt Yy HTTP-BianoBiai Ta mio BOHU 03HAYaI0Th?
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JlabopaTopHna pooora Ne§. Cucrema DNS

Tema: Buuenns cucremu DNS. Vtunita NSLOOKUP.
Meta: BuBunTy NpuHIMIN Ta TpU3HAUYCeHHS cucteMu DNS.

Teopemuuna vacmuna

Komm’totepu, mo MarwTh MIAKIIOYEHHS 0 KOMIT FOTEPHOI MEpPEki YacTo
Ha3MBalOTh XocTtamu (Bim aHria. host), a nmns ix imeHtudikamii y Mepexi
BUKOPHUCTOBYIOTh iMeHa xocma. IM’s XocTa — 1€ IeBHUM MHEMOHIYHHNA, 3pyUYHUN I
CIpUMHATTS JroauHOoI0 3anuc. Hanmpuknan, znu.edu.ua, cnn.com, www.yahoo.com,
gaia.cs.umass.edu, surf.eurecom.fr. ¥ Toii e yac 11 KOMI'IOTEPIB NPUUHITHUMH €
TUIBKA 4MCIIOBI Gopmu 1aeHTU(IKamii. 3apa3 ans iaeHTudikamii xoctiB B IHTepHET
IMPOKO BUKOpUCTOBYeThbes [P-agpeca mporokony [Pv4 — cykymHICTh YOTHPHOX
0/THO0ANWTOBHMX YHCEI 3 IEBHOIO 1€PAPXIYHOI0 CTPYKTYyporo. CHMBOJIBHE 1M’sI XOCTa €
3pYYHHUM JJIs1 JTFOJJMHU, BOHH JIETKO 3araM’ STOBYEThCS, aje anroputMu oopooku IP-
aZipec € OUIBII TPOCTUMH ISl KOMIT FOTEPHUX CUCTEM, MEPEX Ta MapIIpyTU3aTOPIB.
Takox BaXXJITMBUM € Te, 1110 3B’ 130K (acorialis) mix [P-agpecoro Ta CHMBOJILHHM 1M’ sIM
poOuUTHCs HE Ha3aBkau. 3MiHA IpoBaiiiepa IHTepHET a00 XOCTUHIOBOI KOMITaHii Oye
3miHtoBatu [P-anipecy ane cumBosibHE (JIOMEHHE) 1M’ ST pecypcy, HalpuKJiIas, BeOCanTy
SIKOICh OpraHizallii KMOBIpHO OyJe 3aJIMIIATHCh TUM CaMUM, SKIIO, O€3yMOBHO, IIs
oprasizaiisi He 3axoude Koro 3miHUTU. KpiM TOro cam mpoBaiijiep MOXKE I1HKOJIU
3MIHIOBATH JOCTYMHI oMy niana3onu [P-anpec, mo Takox Bukimkae 3miny [P-ampec
y CIIOKMBAYiB HOTO cepBiciB. TOMy MPUHITUIIOBO BAKIUBUM € 3/IaTHICTh CUCTEMH JI0
30epiraHHs CAUMBOJILHOI aJipecy pu WMOBIipHIiii 3MiHu [P-aapecn.

Ha nouarky crBopenHs ta icnyBaHHs Internet (ARPANET) ii 3pocTanus 0yJio
NOMIPHMM, TOMY peJslisi CHUMBOJBHUX 1MeH XocTiB Ta I[P-agpecu Moria
LHEHTPAII30BaHO KOHTPOJIIOBATUCH Ta MiATpUMYyBaTUCh MepexxeBuM [Hopmaniiinum
Hentpom (NIC — Network Information Center) 3a gomomororw eauHoro Gaiy
(hosts.txt). AnmiHicTpaTop OYIb-SIKOTO XOcCTa ab0 MEBHOI opraHizallii MmepiogudHo
POOUB KOO IILOTO (haiiTy 3 BAKOPUCTAHHSAM 200 €JIEKTPOHHOTO TiepeiaBaHHs paiiiiB,
a00 HaBITh SIKOTOCh HOCIs, HANTPUKJIAA, quckeT. HOBI pecypcu no/1aBajiuch HE 4acTo,
ToMy Iied (aitn OyB HEBETWKHUM 1 MIT HE 3MIHIOBAaTHUCh HaBITh JIeKiJbKa THIKHIB.
MexaHi3M BU3HAYCHHS MEPEXKEBOI aJpecy 3a CUMBOJIBHHM 1M’ SIM XOCTa TIOJISATaB Y
3BepHEHI 10 (aiiny hosts.txt, cBi’ka KOs SIKOT0 IEPESHOCUIACh Y MIEBHUM KaTaJoT Ha
KOXKHHM KOMIT'IOTEep, IO IJKIIOYaBCS JO Mepexi. Taka cucTeMa IpairoBaja
noctatHbo 100pe moku ARPANET 6yna nopiBHAHO HEBEIHMKOIO Mepexero. Komm remn
3pOCTaHHs Ta 3MIHU CKJIaJly MEpexXi CyTTEBO 30UIbIIUINCH, YaCTOTa 3BEPHEHHS 3a
oHoBsieHUM (paiisom hosts.txt 13 NIC Ttakox cyrreBo 3pocna. Kpim Toro crano
HEOOX1THUM BIJOKPEMUTH YIpPaBIIHHS JIOKAIbHUMHU IMEHAMH 1 aJpecaMH y PI3HHUX
OpraHizalisx Ta KOMIaHIsIX, a TaKOXK MOCTIHHO BHOCUTH 3MiHM A0 (ailmy hosts.txt.
Tomy neHTpasi3oBaHa cxemMa MIATPUMKH (aiiiny 13 3amMcaMu BiAMOBIIHOCTI IMEH
xocTiB Ta [P-aapec crtajia HEAOCTaTHHO MPAKTUYHOIO Ta MOBUIHHOKO 1 MOTpelyBana
3MIHU TPUHIUMIB y 1iboMy nuTani. Y 1983 pori [lon MokaneTtpic — HaykoBelb 13
KanidopHnificbkkoro yHIBepCUTETY, 3alIPOTIOHYBAaB CTBOPUTH aBTOMATHU30BAHY CUCTEMY
nomenHux iMmeH DNS (Domain Name System).
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[lepuri pesyabTaT po3podku DNS 6yno omy6mikoBano y 1983 porri 8 RFC 882
ta 883. Ilicns excriepuMeHTIB 3 JeKiTbkoMa peam3aiismu, DNS O0yno ¢gopmanbHO
Bu3HaueHo y RFC 1034 ta 1035 y 1987 pomi. [Tonoxxenns, cienudikaiii, mpoTOKOIN
Ta NPUHLUNHM BUKOpUCTaHHA DNS NpomoBKylOTh PO3BMBATHUCH 1 y Hall 4ac, ILIO
3aKPITUTIOETHCS BIJIMTOBITHUMU CTaHJapTaMH y JOKYMEHTax RFC
(https://datatracker.ietf.org/).

DNS 6a3yeTbcs Ha TBOX OCHOBHHMX KOHIICTIIIISIX:

— Ha po3nojiieHid 6a31 IaHux, 1o 30epirae y3arajibHEH1 3alKCH MPO PECypcu

Mepexi (resource records) Ta Mae JIeLIEHTpali30BaHEe YIIPaBIIHHS;

— Ha TEeBHIM cXeMi IMEHyBaHHA, 30 0a3yeTbCsl 1€pAPXIYHO CTPYKTYPOBAHHUX

JIOMEHHUX 1IMEHaX.

DNS e po3noainenorw 6a3or0 aaHux. Lle 103Bojsi€ TOKaIbHO KOHTPOJIIOBATH
OKpeM1 CErMEHTH 3arajibHOi 0a3u naHux. J[aHi y KO)KHOMY CErMEHTI MarOTh JOCTYII
gepe3 Mepeky 3 BHUKOPHCTaHHSIM TEXHOJIOTII  KIIEHT-cepBep. AJeKkBaTHA
NPOJYKTUBHICTh JIOCATAETHCS 4Y€pe3 BHUKOPUCTAHHS MEXaHI3MIB  KOIIIOBaHHS
(replication) Ta kemnryBanHs (caching).

[Iporpamu, 1o peanizyroTh cepBepHy yactuny DNS, 3ByThCs cepBepamu iMmeH
(name servers). CepBep iMeH Mae iHGOpPMAILIO PO ACSKUNA CErMEHT 3arajibHoi 0a3u
nanux DNS, niis SKoro BiH € MOBHOBaKHUM CEPBEPOM, Ta POOUTH ii JOCTYITHOIO IS
KIIIEHTIB — Tporpamu BupimryBadi (resolvers). Ilporpamu BupimntyBaui (resolvers)
3a3BUYail HagaloTh 010710TeuH1 (yHKII, SKI T€HEePYIOTh 3alHMTH Ta HACHIAIOTH IX
gyepe3 Mepexy A0 cepBepiB iMmeH. DNS-nepeTBoproBau BUKOHY€ J1BI OCHOBHI (PYHKIII].
Oyukiis gethostbyname() mneperBoproe nomeHHe iM’a y IP-ampecy, a Qyskuis
gethostbyaddr() neperBoproe IP-aapecy y nomenne iMm’4. [lepeTBoproBau B3aemojie 3
onHUM abo naekitbkoMa DNS-cepBepamu Juisi BUKOHaHHS LMX (QYHKIINA BiJ IMEHI
nonmatky. Jlms BUKOHAaHHS IIOTO TIPOILIECY TIEPETBOPIOBAY TIOBHHEH MaTH
HaJaITyBaHHS NMpuHaiMH1 Ha oauH DNS-cepsep. s koM roTepa B Mepesxi Internet
3a3BUYail BKa3zyeTbcsl cnucok [P-aapec, koxkHa 3 sKuX BianoBigae neBHOMY DNS-
cepBepy. MepexeBi aAMIHICTPaTOPH HAMararoThCsl PO3TAIIOBYBAaTH JIOKaibHI DNS-
cepBepu OJKYe IO KIIEHTIB, IO BUKOPUCTOBYIOTH iX i 3anuTiB. Hampukian, B
YHIBEPCUTETI KOMIT IOTEpHAa Mepexa, 0 00’€Hye KOMITIOTepU KiaciB, kademp,
JeKaHaTIB, BIIIIIB, TaKOXX Ma€ y CBOEMY cKiaji JiokanbHi DNS-cepBepwm, 110
0OpOOIOI0Th 3alUTH BUPINITYBAdiB BiJ] MUX KOMIT IOTEpIB. 3a3BUYail MpOBaKIED
[aTepHeT Takox posramoBye cBoi DNS-cepBepu y Mepexi, 10 K0T MIAKII0YAI0ThCS
HOTO KITIEHTH.

KosxHa oguHuist nanux po3nojiiaeHoi 6azu qanux DNS iHaekcyeTbes 3a MM,
L1 imeHa, 3a CBO€IO CYTTIO, € CBOEPIIHUMH BKa31BHUKAaMU B 1HBEPTOBAHOMY JI€pPEBI
IPOCTOPY AOMEHHHX IMEH.

Kosxnuii By30i1 (node) y mpocTopi iIMEH Ma€ BJIaCHY MITKY 0€3 Kpamku TOMY, 1110
kparka (".") BAKOPUCTOBYETHCS B IKOCT1 PO31ILHUKIB MITOK. MakcuMasbHa JTOBXKHHA
MITKH MOJK€ CKJIajiaTtu 63 Oaiita. MakcuMalbHa JOBXKHWHA JOMEHHOTO IMeH1 (CyMma yCix
MITOK Ta pO3UIbHUKIB) TOPiBHIOE 255 Oaiitam. KopeHeBuii JOMeH Ma€ MITKY HYJIbOBOI
noBxuHU (null). [loBHe TOMEHHE 1M S1 KOKHOTO BY3Jy Y JIepEB1 — I1€ MOCIIIOBHICTh
MITOK Ha MUIAXY BiAg 1boro Bysna jgo kopeHs (Puc.23). 3a 3romoro, MITKH, M0
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CKJIaJIafOTh JJOMEHHE 1M’ s YMTAIOTh 3J1iBa HA IIPABO, IOYNHAIOYH 3 HUKHBO1, HAHO1IBIIT

BIITAJICHOI BiJ] KOPEHS, 1 3aBEPIIYIOYM CaMOI0 BEPXHBOIO, sKa Oe3mocepeaHbo
3HAXOAUTHCS TIEPE]T KOPEHEM.

C?kédu C“’
| “ i
(.\ C‘ "‘(:A,?I‘___-,---mooc e.znu.edu.ua

www mail moodle

Puc.23. Ilpuknan mnoOy10BU TOMEHHOTO 1MEHI.

JUis TO3Ha4YeHHs KOPEHEBOrOo JOMEHY B JIOMEHHOMY IMEHI By3la
BUKOPUCTOBYETHCSI CMMBOJ Kpamku (".") Hampukiami imeni. JloMeHHI iMeHa, sIKi
3aKIHYYIOTBCS KPaIKOI0, 3BYThCS a0COMIOTHUMH TOMEHHUMH IMeHamu (Puc.24).

C??édu (\
/ | “ |
@ @ @ < moodle.znu.edu.ua.

www mail moodle

Puc.24. ITpukinan abCOIIOTHOTO JOMEHHOTO 1MEHI.

AOcCoNII0THE JOMEHHE 1M’sl 3B’si3aHE€ 3 KOPEHEM, TOMY BOHO OJHO3HA4YHO
cnenu@ikye MiCUE 3HAXO/KEHHsI By3ja B iepapxii. IMeHa 0e3 Kpanmku HampHKIHIII
1HKOJIM IHTEPIIPETYIOTHCS SIK Ti, IO TIOB’sI3aH1 3 IESIKUM JIOMEHOM, SIKUM BIAPI3HAETHCSA
B1Jl KOpEHEBOTr0. AGCOIIOTHE JOMEHHE 1M’ 51 TAKOXK 3BETHCS IMOBHICTIO KBaT1(D1KOBAaHUM
nomeHHuM im’sMm (fully-qualifed domain name a6o FQDN).
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JloMeH - 1e Jeske MiAIepeBO MPOCTOPY AOMEHHHX IMeH. [lomeHHe im’s
JIOMEHY — IIe iM’sl CaMOr0 BEPXHBOT'O BY3JIy JOMEHy. Hampukiam, BEpXHIM BY3JIOM
nomeny "znu.edu.ua" € By30u, sikuit Mmae nomenne iM’s "znu.edu.ua" (Puc.25).

@Gua @
By3on Q' edu @
znu.edu.ua /\
/ /(Rznu
4 \ . —{fOMeH znu.edu.ua
, |
| & <‘:> e

www mail moodle /

Puc.25. BepxHiii By30: B i€epapXii Ma€ iM’sl IOMEHY.

Koxxne pomeHHe 1M’sl MOXKE 3HAXOJUTUCh Yy JACEKUIbKOX MijAepeBax 1,
BIJIMOBIAHO, Y AEKUIbKOX JoMeHaX. Hampuknan, nomenue iM’st "moodle.znu.edu.ua" €
yacTHHOI JoMmeHiB "znu.edu.ua", "edu.ua", a Takox gomeny "ua". XocT-malumHU
TakoXk € By3namu DNS-nepeBa, 1 Takox, 3a CyTTIO JJOMEHHOI i€papXii, € JOMEHaMHu.
JlomeH Mae yci XOCT-MalllMHU, JIOMEHHI IMEHa SIKUX 3HaXOAAThCS BCEPEIHHI IHOTO
JIOMEHYy, TOOTO JOMEH € CydiKCOM y iX iMeHax. XOCT-MalldHH Yy JOMEHI 3B’s3aHl
joriuHo (iHkoim reorpadigyHo abo 3a opraHi3aliifHOIO O3HAKOI) 1 HE 3000B’sA3aHI
HaJeXxaTH 10 TMeBHOI Mmepexi abo kiacy I[P-agpec. B ogHOMy nomeHI MOXYTh
3HAXOAMTHCS XOCT-MAallMHU 13 PI3HUX MEPEX, PI3HUX JAEpKaB 1 HABITh PIZHUX
KOHTUMHEHTIB. JIOMEHH1 iMeHa BCEPEIMHI JOMEHY MOXKYTh OyTH IMEHAMH XOCT-MAallllH
a00 TOCHJIATUCh Ha CTPYKTYpHY iHopmalio npo miggomeHu. OmHe 1 Te came
JIOMEHHE 1M’ sl MOE€ BUKOPUCTOBYBATHCH SIK JIJISI TO3HAYCHHS XOCT-MAIIHHM, TaK 1 JJIs
nomeny. Hanpuxknazn, im’s "hp.com" € imeHem nomeny kommanii Hewlett-Packard 1
IMEHEM XOCT-MaIlluHM, SKa 3[1HCHIOE MapiipyTu3aniro nomrtu Mk HP ta Internet.
A0Go0, iM’s "znu.edu.ua" € iMEHeM JOMEHY KOMIIaHIi Ta IMEHEM XOCT-MallluHH, SKa
OTpUMY€E 3almuTH Ha BeO-cepBep yHiBepcutery. Tun iHdopmarii, aKy HEOOXiTHO
3HAUTH MPO XOCT-MAIIMHY a00 MiJIJIOMEH, 3aJIeKUTh BiJi KOHTEKCTY BHUKOPHUCTAHHSI
JIOMEHHOTO 1MEHi.

[Tpoctip imern DNS mae iepapXiuyHy CTpYKTYpY 1 MICTUTh MHOKMHY BKJIQJICHHX
JIOMEHIB, KOKEH 3 AKUX IIPEJICTABIISAE aIMIHICTPATUBHO MOB's13aHUI HAO1p XOCT-MAaIINH
Internet. be3nocepeqHb0 HUKYE KOpEHs L€l iepapXii 3HaXOAUTbCS HaAOIp JTOMEHIB
BEPXHBOTO PIBHS, SIKI BIANOBIAAIOTH a00 MEBHUM TUIIaM OpraHizanii, abo 1nos’s3aHi 3
reorpadiyHIM pO3TaIyBaHHAM pecypcy. ['eorpadiune po3TalryBaHHs pecypcy € He
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CTUTHKU (PI3UYHUM, CKUTBKH JIOTTYHUM 3 TOUKH 30py (DOPMYBAaHHIM JOMEHHOTO IMEHI.
Hampuknan, Takuii TOMEH BEpXHBOTO PIBHS SK “tv’ € TeorpadiyHuM, MO3HAYAE
nepxaBy TyBanmy 1 HalnexuTh ii ypsaay. Alie el JOMEH 3a KOHTpPaKTaMH 3 YpSIoM
TyBasly BUKOPUCTOBYETHCS B YCbOMY CBIT1 TEJIEBI3IMTHUMU Ta MEIIMHUMH KOMITAHISIMH,
pealibHI pecypcH SKUX PO3TallOBYIOThCS HE B TyBaiy.

JlaHi, gK1 acoLIIOIOTHCS 3 JOMEHHUMHU IMEHAaMH, 3HAXOJAThCA y PECYpPCHUX
3anucax (resouce records ado RR). 3anucu noauisitorbest Ha kinacu. Y cydacHiit DNS
NPaKTUYHO BHUKOPUCTOBYEThC e€auHuii kmac — IN  (Internet). Takox 3amucu
MOJUISIIOTHCS HA TUIH. THI 3alMiCcH BU3HAYA€ TUIT IHPOpMaIlli, sKka Moxe 30epiraTuch
y IpocTopi foMeHHuX iMeH. Koxkuuii Tin 3anvcu Mae Bu3HaueHui popmar. B Internet-
KJIacl € aJIpecHl 3alKCH, 3alKiCH CEpBEPIB IMEH, 3alMich BKa3iBHUKIB Ta iHII. Cepen
HUX € JIBl 00OB’SI3KOB1, BIJIMOBIHI 3alMCH MOBUHHI OyTH y Oy/b-SKii 30HI, 1HAKIIE
BOHA OyJie BaXKUTUCH HEKOPEKTHOIO. O00B’s13koBuME Tramu € SOA Ta NS.

Pecypchuii 3anuc € onununero 30epiranns ta nepenaBanns iHpopmarii 8 DNS
1 Ma€ HACTYIIHI MOJIS:

— 1M g (Name), iM’sI IOMEHY, JI0 SIKOT'O BITHOCUTBLCS 1I€H 3aIuc;

— TTL (Time Ti Live), 3amanuii vac 30epiraHHs 3amucy HEaBTOPU30BaAHUM
CepBEPOM;

— tun (Type), mapamerp, kvl BU3HAYa€ MPU3HAYCHHS Ta (OpMaT 3aIMucy B MO
nanux (Rdata);

— kyac (Class), Tun Mepexi nepelaBaHHs TaHuX;

— pomxwuHa mons ganux (Rdlen);

— mnone ganux (Rdata), BmicT Ta opmMar 3amexaTs BiJl TUITY 3aITUCY.

HaiigacTimnie BUKOPUCTOBYIOTHCS TaKi TUIIA PECYPCHUX 3AITUCIB:

— SOA (Start of Authority), "mouarok NOBHOBa)X€HBH' abO MOYATOK 30HU
BIJIMOBIJAILHOCTI, BMIIIY€E Oa30B1 MapaMeTPu JOMEHHOI 30HU: 1M’ sl IEPBUHHOTO
DNS-cepBepy Ta KOHTaKTHY aIpecy €JIEKTPOHHOI MTOIITH;

— A (IPv4 Address Record), anpechuii 3anuc, sikuit 3B°s13ye 1oMeHHE 1M s 3 [Pv4
a/Ipecor0 X0CTa;

— AAAA (IPv6 Address Record), anpecHuii 3anuc, SIKuii 3B’ 3y€ TOMEHHE 1M S 3
IPv6 agpecoro xocra;

— CNAME (Canonical Name Record), kaHOHIYHMI 3amWC 1MEHI, SKHM
BUKOPHCTOBYETHCS JIJIS TIEPCHATPABIICHHS HA 1HIIIE JOMCHHE 1M’ S1;

— MX (Mail Exchange) nomroBuii 0OMIHHHK, SIKMI TTOCUIAETHCS HA MOLMITOBUI
cepBep, 0 00CITYTrOBY€E JTOMEH;

— NS (Name Server), cepBep iMeH, 1m0 nocuiaetbcsi Ha DNS-cepBep, skuii
BIJIITOBIJA€ 3a JIOMEH;

— TXT, TekcToBe OMHUCAaHHS JOMEHY, 4YacTO HEOOXITHO JUIsi BUKOHAHHS
cnenudivuHUX 3a/1a4, HaMpUKIaJ, MIATBEPKEHHs MTpaBa BJIACHOCTI HA JIOMEH
Y NMPUB’A3yBaHH1 HOTO /10 TIOIITOBOTO CEPBICY;

— PTR (Point to Reverse), 3amuc Bka3iBku, mo 3B’s3ye IP aapecy xocra 3
JIOMEHOM, YaCTO BUKOPHUCTOBYETHCS TTOMITOBUMH CEPBICAMH.

3 1995 p. B ocHoBi DNS 3Hax0auThCs ccteMa KOpeHeBHX (root) cepBepiB, sika
CKJIaJIa€ThCsl 3 TEPBUHHOTO (primary) cepBepa a.root-servers.net Ta Horo peruiik
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(secondary). 3 1997 i1 mo crorojeHHs Takux periik 12, 3 iMmeHamu b.root-servers.net,
c.root-servers.net i T.1. 10 m.root-servers.net. Ix cMCOK, Po3MOALN y CBIiTi Ta iHIIa
iHpopMallia gocTynHa Ha odimiiiHOMYy caidTi www.root-servers.org. Komu Oymo
CTBOPEHO «CKpUTHI» MacTep-cepBep a.root-servers.net crtaB oaHuM 13 13
PIBHOIIpaBHUX KOPEHEBUX CEpBEpIB, SAKI yHOpaBISAOTbCS 12  HE3aleKHUMHU
opraHizalisiMu-onepaTopamH, 10 HECyTh 3a HUX BIJMOBIIAJIbHICTB:

a — VeriSign Global Registry Services;

b — University of Southern California, Information Sciences Institute;

¢ — Cogent Communications;

d — University of Maryland;

e — NASA Ames Research Center;

f — Internet Systems Consortium, Inc.;

g — US DoD Network Information Center;

h — US Army Research Lab;

1— Netnod;

] — VeriSign Global Registry Services;
k — RIPE NCC;

1 — ICANN;

m — WIDE Project.

3 METOO MIJABHIIEHHS MPOJIYKTUBHOCTI Ta CTIMKOCTI CUCTEMH, Y BIJMOBIAb HA
BUOYXOBE 3POCTAaHHS 1HTEPHETY 1 KUTBKOCTI 3BEpHEHB /10 TOMeHiB, 3 2003 poky Oyio
BIIPOBAPKEHO TEXHOJIOTIIO0 anycast, o J03BOJIMJIA OMEepaToOpaM 3pOOUTH MHOKHHY
J3epKajl KOPEHEBHUX CEPBEPIB, SIKI PO3TAIIOBYIOTHCS OJIIKYE IO KOPUCTYBadiB. 3apa3s
YHCJIO TaKUX A3epKaji cTaHoBUTH 1467 (https://root-servers.org/).

KopeneBi cepepu DNS € KpUTHUHMM KOMIIOHEHTOM CHUCTEMH, TOMY IO
3a0e3neuyroTh JocTyn A0 KopeHeBoi 30HM DNS. KopHeBa 30Ha mae iHpopmaliito npo
yCcl TOMEHU BepxHbOro (mepmioro) piBHA. s iHdopmalisa Bka3zye KIIEHTY Ha SIKi
cepBepu DNS crij BimpaBUTH 3alUT JJi BUSHAYEHHS MTOBHOTO JJOMEHHOI'O IMEHI.
Sxuo 1HopMalig Ipo AOMEH y 3amuTi He Oyja paHile 30epekeHa y Kelll KIl€HTa,
TO MOT0 3aITUT MOYUHAETHCS 13 3BEPHEHHS O KOPEHEBOTO cepBepy 1 0y1e 00pobdIIeHNM
HaWOIMKIMM HOTO J3EpKaIOM.

Sxio € HeoOXIMHICTh 3MIHUTH aJpecallito y KOPEHEBiHd 30HI, HaIPHUKIIA,
3MIHUTH CKJIaJ CepBepiB, SIKI OOCIYroBYIOTh JOMEH, TO aJMIHICTPATOp IOMEHY
BepXHHOTO piBHA Hazacwiae mignucanuid ELIT 3anuT, sikuii peTesbHO MepeBIpSETHCS
Ta aBTOPHU3YETHCS CHeriaabHuM ayautopoM - [ANA. ABTOpH30BaHUN 3amuT
nepenaeTbesa oneparopy VeriSign, SKMid Ma€ IpaBO BHOCUTH 3MIHM Ha CKPUTOMY
mactep-cepepi DNS, micist 4oro 3miHH PO3MOBCIOIKYIOTHCS 4epe3 3aXHIEeHUN
IIPOTOKOJT Ha BC1 KOPEHEB1 cepBepa.

IIpaxkmuuna wacmuna
CraHaapTHOIO YTHIITOIO, IO UIMPOKO BHUKOPHUCTOBYETHCS [UISI TEPEBIPKU
cepBiciB DNS-cepepi, € nslookup. Ytunita nslookup iHcTamoerbcsi pazom 13
nporokonioM TCP/IP 1 BUKOPUCTOBY€TbCA 13 KOMaHIHOrO psiaka. BukopucraHHs
nslookup mae pekuibka ocobmmuBocTed. Hacammepesn, y mapamerpax HTpPOTOKOIY
TCP/IP mae OyTu BKazaHuM npuHaiiMHI ofauH cepBep DNS. Jlns Bu3HaueHHs

59



BCTAHOBJICHMX HajamrtyBanb DNS MoxHa BUKOpHCTaTH KoMaHmy ipconfig /all (B
omepariitHii cucremi Windows), abo komany resolvectl dns (B onepartiiiniii cucremMi

Linux).
YTunita nslookup Moxe  BHUKOPHCTOBYBATHCH Yy  JBOX  pEeXUMAaX:
IHTEPaKTUBHOMY abo HEIHTEPaKTUBHOMY. HeinrepakTuBHMiA pexUM

BUKOPHUCTOBYETHCS, SKILIO BIAMOBIIb MOXKE OYTH Y BUTJIAII OJJHOTO HaOopy naHux. s
3amycky nslookup y HEIHTEpPAKTUBHOMY pPEXHMI BHUKOPHUCTOBYETHCS HACTYIHUM
CHUHTAKCHC:

nslookup [-mapameTpu] [By30i] [cepBep]

s 3amycky nslookup B iHTEpakTMBHOMY pPEXHMI y KOMAHIHOMY PSAKY
BUKOHYEThCSI KOMaHa nslookup:
B onepariitHiit cuctemi Windows

C:\> nslookup
Default Server: nameserverl.domain.com

Address: 10.0.0.1
>

B omepariiHii cucremi Linux
(base) :~$ nslookup

> server

Default server: 127.0.0.53
Address: 127.0.0.53#53

>

Cnucok noctynHux KomaHna nslookup MokHa oTpumartu 3a JOIMOMOIORO
koMaHau help abo «?», a Takox B omepariiiHii cuctemi Linux MOXHa BUKOHATH
man nslookup. Huxue HaBeeHO npuKIag pe3ysibTaTy BUKOHaHHs komaHau help:

Commands: (imenTMbikaTOopM 3anMCaHO y BepxXHbLOMY pericTpi, [] mosHauawoTh omirii)
NAME - BUBOIMTL i1HbopMmalnin mpo xocT/momen NAME 3 BUKOPUCTAHHAM
cepBepy 3a BaMOBUyBaHHAM
NAME1 NAME?2 - Ta cama onepanisg, aje BUKOPUCTOByeTbCca NAME2 gk cepBep
help or ? - BUMBOIMTL iHQOpMAallil MNPO CTAaHIAPTH1 KOMaHIM
set OPTION - 3amae ommii

all - BMBOIOMTHL [IapaMeTpM [IOTOUYHOTO CepBepy Ta xXOocCTa
[no]debug - BuBeIeHHS iHbopMauill HaJIATOIXEHHS
[no]d2 - BUMBeIeHHS NOBHOI iHbopMaunii HaJlaT'OIXEeHHS
[no]defname - momaTu iM’g moMeHy IO ycCcix 3anmTis
[no]recurse - BanmuT [OIPO PEeKypCMBHY BimnmoBinme Ha 3anmuT
[no] search - BUKOPMCTOBYBAaTM CIMCOK IIOWYKY IOMEH1B
[no]vc - 3aBXIM BUKOPUCTOBYBATU BIipTYyallbHY CXEMY
domain=NAME - BCTAHOBUTK 1iM’'sdg moMeHYy 3a 3aMOoBuUyBaHHAM NAME
srchlist=N1[/N2/.../N6] — BcTaHoBuTu nmomeH N1 1 cmnmcok nomyky N1, N2, i T.nx.
root=NAME - BCTAQHOBUTM KOPEeHEeBUM cepBep NAME
retry=X — BCTAHOBMTM UMCJIO MNOBTOPeHb X
timeout=X - BCTAHOBUTM 1HTEpPBAaJI Yacy OUlKyBaHHSA X CeKyHI
type=X - BCTAQHOBMTM TUI 3anmry (Hanpukiaan, A, ANY, CNAME, MX,
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NS, PTR, SOA, SRV)

querytype=X - Te came, mo i type
class=X - BCTAQHOBMTM KJlaC 3anuTy (Hanpukiaazn, IN (Internet), ANY)
[no]msxfr - BMKOPMCTOBYBATM WBUIOKY 30HY MS @Ojsa nepenaBaHHA
ixfrver=X - MOTOUHAa Bepcis, mMO BUKOPUCTOBYETLCS B 3anmrTax IXFR
server NAME - BCTAHOBUTM CepBep 3a 3aMoBuUyBaHHAM NAME, BUKOPUCTOBYBATU
IIOTOUHMUN CEepBep 3a BaMOBUYBAHHS
lserver NAME - BCTAHOBUMTM CepBep 3a 3aMoBUyBaHHAM NAME, BUKOPUCTOBYBATU
IIEPBUHHUN CepBepP
root - 3poOUTHK [IOTOUHUN CepBep 3a 3aMOBUYBaHHSAM KOPEHEBUM CEPBEPOM
ls [opt] DOMAIN [> FILE] — cnmcokx azmpec y nomeHi DOMAIN (omnuioHajlbHO: BUBEIEHHS
y FILE)
-a - CIOMCOK KAHOHI1UHMX 1MeH Ta NnceBOOoHiMiB
-d - CIOMCOK yCix s3anmcis
-t TYPE - CIOMCOK 3alucCiB BKaz3aHOTO TUNY (Hanpukiaazn, A, CNAME,

MX, NS, PTR, and so on)

view FILE - coptryBaHHga oGauny 'ls' i BuBim MoTo BMiCTy 3a OOMNOMOTOK PJg
exit - BuXinm i3 nporpamm

Peanizamis nslookup cyrreBo 3anexuth BiJ TUIy Ta Bepcli omnepamiiHol
cucteMu. SIKmo JfaHi, SKI BBEACHO y KOMAHIHOMY pSAKY, HE BIANOBIIAIOTH
CHUHTAKCHCY KOMaHIu nslookup, TO BOHU IHTEPIPETYIOTHCS SIK 1M s By3J1a 1 pOOUTHCS
copoba BH3HAUWTU L€ 1M’ 3a JOMOMOIOI0 CepBepy 3a 3aMOBUYyBaHHsAM. [l
nepepuBaHHS BHUKOHAHHS KOMAaHAM B IHTEPAKTUBHOMY PEKHMMi BUKOPHCTOBYETHCS
koMOiHanis CTRL+C, a mns 3aBepuieHHss poOoTu nslookup B 1HTEpaKTUBHOMY
PEXHUMI — BUKOPUCTOBY€ETHCSI KOMaH/1a exit.

JUis 3MiHM nTapaMeTpiB BUKOpHUCTaHHS nslookup 3acTOCOBYeThCs KOMaHAa Set.
JUis BHU3HAYEHHS IOTOYHOIO 3HAYEHHS IapaMeTpiB BUKOPUCTOBYETHCS KOMaHA
set all. Hampukmna:

> set all
Default server: 127.0.0.53
Address: 127.0.0.53#53

Set options:

novc nodebug
search recurse
timeout = 0 retry = 3
querytype = A class = IN
srchlist =

st Toro, mo0 3HANTH B aJpeCHOMY MHPOCTOPI JOMEHY JaHl pI3HUX THIIIB,
BUKOPHUCTOBYIOTHCSI KOMaH 1 set type abo set q[uerytype]. Hanpuxnan:
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127.9.8.53
127.0.0.53#53

Mon-authoritative answer:
znu.edu.ua mail exchanger 10 mx1l.znu.edu.ua.
znu.edu.ua mail exchanger 20 mx2.znu.edu.ua.

[To3nauenns “Non-authoritative answer” Bka3ye Ha Te, 1110 BIAMOBIIb OYJIO OTPUMAHO
He Bi1 DNS-cepBepy 30HHM BijnoBigaibHOCTI. TOOTO Taka BiJMOBIAb HAIXOIUTH BiJ
HANUOIMKYOr0 MPOMIXKHOTO CEepBEpY, KM OTpMMaB BIAMOBIIHUN 3alUT Ta MaB y
CBOEMY Kelli HeoOx1auui 3anuc. L{e BinOyBaeThCcsi TOMY, 1110 3alUCH PO PECYPCH HA
DNS-cepBepax 30HU BIAMOBIAAIBHOCTI 3aJUIIAIOTHCA HE3MIHHHUMHU TPHUBAJIUN Yac 1
KelryBaHHA 3amuciB  Ha 1HmmX DNS-cepBepax € 3BUYAHHOIO TPAKTHUKOIO
po3BanTtaxkeHHs DNS. Ane, sikmo moTpiOHO oTpuMartu BiAnosiab Bim DNS-cepsepy
30HU BiATOBITAIEHOCTI, TO HEOOX1HO 3a7aTH 1M’ s ITOTPIOHOTO CepBepa 3a JOTIOMOTOFO
koMaHu server a0o Iserver. Komanna Iserver Bu3Hauae anpec cepBepa, Ha SIKUU
NOTPIOHO BIJINPABIATH 3alUTH, BUKOPUCTOBYIOUM JIOKalbHUU cepBep. Komannma
server, 3a 3aMOBYYBAaHHSIM, BHKOPHUCTOBYE JUIsI OTPUMAHHS ITi€i aJpecu MOTOYHUN
cepBep. Hampuknazn, sxmo moTpiOHO OTpUMAaTH aBTOMATHU30BaHY BIAMOBIAL JIA
JOMEHHOro iMeHi www.znu.edu.ua, To mnepmuM Bu3HauuMo DNS-ceppep, 110
BIJIMOBiAA€ 3a 30HY znu.edu.ua:

> set g=NS
> zZnu.edu.ua

Server: 127.0.0.53
Address: 127.0.0.53#53

Non-authoritative answer:
znu.edu.ua nameserver ns2.trifle.net.
Znu.edu.ua nameserver ns.znu.edu.ua.

Hactynuum Bu3Haunmo #oro [P-agpecy:

> set g=A

> ns.znu.edu.ua

Server: 127.0.0.53
Address: 127.0.0.53#53

Non-authoritative answer:
Name: ns.znu.edu.ua
Address: 212.111.202.6

Tenep 3a momomororo kKomauau server 3miHoemo DNS-cepsep, m0 sikoro OyayTb
HAJCWJIATUCh 3aITUTH:
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= server 212.111.202.6
Default server: 212.111.282.6

Address: 212.111.202.6#53

[Ticns mporo yci 3anuTd OyAyTh HajCWiIaTUCh came 10 3amaHoro DNS-cepsepy.
OtpuMaemo BiAMOBIIE It www.znu.edu.ua:

> WWW.Znu.edu.ua
server: 212.111.202.6
Address: 212.111.202.6#53

Name: WwWw.Znu.edu.ua
Address: 212.111.202.6
Name: WWW.zZnu.edu.ua
Address: 81.90.230.250

VY BianoBizi BijcyTHE no3HavyeHHs “Non-authoritative answer”.
Yrunita nslookup Takox 103BOJIsIE OTPUMATH TOBHUH CIIMCOK BY3JIiB JOMEHY 32

JIOTIOMOT'OF0 KOMaHAu 1S. 3aranbHuil CMHTAKCUC KOMAH/T IS:
ls [-a | d | t type] domain [> filename]

Sxio komaHna Is BUKOHY€EThCS 0€3 apryMeHTIB, TO Oy/1e OTPHUMaHO CITMCOK YCIX
cepBepiB - iMeHI Ta ajapec B jomeHi. [lapameTrp -a m03BOisiE OTpUMATH CIIHCOK
KaHOHIYHUX 1IMEH 1 TICEBJIOHIMIB, TTapameTp -d — OTpUMaTH CIHUCOK YCiX 3aIuCIB, a
napameTp -t — BAKOHATH (IIBTPAIIIO 32 TUIIOM 3aIHCIB.

Ha pesxkux cepBepax DNS mnepengaBaHHS 30H J03BOJICHO TUIBKH JUIS
aBTOpPU30BaHUX ajipec abo mepex. [Ipu cipobdi oTpuMaTH TaHHI 30HU 3 TAKOTO CEPBEPY
3’SIBUTHCSI HACTYITHE MOB1IOMJICHHS TIPO TMTOMUJIKY:

*#% Can't list domain example.com.: Query refused
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3aBaanHs 10 J1adopaTopHOi podoTu Ne8

3a ponomoror yTuiitu nslookup Busnaute IP ampecu 3 Oynb-skux Web-
cepBepiB B [HTepHeT. 3aHeciTh y 3BIT iHGOpMaIlito y Burisigi: DNS-im’s - IP-
azapeca.

. Komannoro set type=PTR (abo set querytype=PTR) mepesenits nslookup y
pexum TpaHcusmii I[P agpec y DNS imena. Busnaure iMeHa cepBepiB IO
HactynauMm [P-agpecam: 3.20.100.150; 128.84.21.199; 91.198.174.192;
212.8.40.1. HaBexiTh y 3BiTi pe3yabTaT poOOTH TIPOTPAMH.

. Komanporo set type=NS (abo set querytype=NS) nepeBenits nslookup y pexxum
Bu3HaueHHs DNS-imen mo IP agpecam Ta 3aBaHTaXTe CIHUCOK KOPEHEBUX
cepBepiB IMEH [HTepHeTy, /Uisl 4oro B pAJKY KOMaHAM 3ajgaite “.” (Kpamky).
Pesynbrar 3aHeciTh y 3BiT.

. IloniOHUM YKMHOM OTpHMAalTE CIUCOK CEpPBEPIB IMEH JOMEHY ua, JJis 4Oro
3a/1aiiTe y IKOCTI KOMaHIu “ua.” (ua To4ka). Pe3ynbraT 3aHeciTh y 3BIT.

. [Mogi6HMM YMHOM OTpHMaiTe CIUCOK CEPBEPIB IMEH JIOMEHY zp.ua, JJIsi 4Oro
3a/laiiTe y sIKOCTI KOMaHu zp.ua. (zp.ua Touka). Pe3ynbrar 3aHECiTh y 3BIT.

3a nonomororo nslookup BUKOHaiTE BU3HAYEHHS ICHYIOUOT'0 IMEH1 XOCTY B MO0
IP anpecy (mampukian, znu.edu.ua), OJHOYACHO 3aXONITh Ta MpOaHATIZYHTE
naketu 3 mnoBigoMiIeHH MU DNS, amsg 4oro BHKOPUCTOBYHTE Iporpamy
WireSharck. 3aneciTe y 3BIT THIM TPaHCHOPTHUX MPOTOKOJIB Ta HOMEPH
MOPTiB, III0 BUKOPUCTOBYIOTHCS y TTOBiToMIIeHHsIX DNS. 3aHeciTh /10 3BiTY 3MICT
nakety 3anuTy 10 DNS-cepsepy i #ioro BiamoBiaes y BUrisidi: Im’s moms - Po3mip
y Oaiitax - 3HaYCHHSI.

3a nomomororo nslookup BHKOHaWTe BU3HAYEHHSI HEICHYIOYOTO IMEHI XOCTY B
roro IP agpecy (manpuknan, Taky anpecy: 123.znu.edu.ua), oaHOYACHO
3aXOIUIIOMTE Ta aHami3yiTe nmakeru 3 nosigomiieHHAMH DNS. 3aneciTh y 3BIT
3anut A0 DNS-cepBepy Ta Horo BianoBiab y Burisiai: IM’s mons - Po3mip y
OaifTax - 3HaYEHHSI.

. Bukonaiite TpaHcnsmito icHyrouoi IP ampecu y iM’a Xocty (HampuKIa,
192.168.1.1), onmHOYacHO 3axOIUIIOMTE Ta  aHAJTI3YWTE MaKeTh 3
noBigomsieHHaMu DNS. 3anecith y 3BIT 3anuT g0 DNS-cepBepy Ta ioro
BIAMOBIAB Y BUTIIsLAL: IM’ s outst - Po3mip y Oaiitax - 3HaUeHHS.

. Bukomnaiite Tpancnsamiro HeicHytouoi IP ampecu y imM’s Xocty (Hampukiaj,
192.168.240.244), opHOYAaCHO 3axXOIUTIONTE Ta aHATI3yHTe MaKeTH 3
noBiomaeHHssMu DNS. 3anecite y 3BIT 3anut g0 DNS-cepBepy Ta Horo
BIMOBIAb y BUTIAAL: IM’ s mosist - Po3Mmip y Oalitax - 3HaueHHS.

3anuTaHHA IS caMONepeBipKU

. Sxi RFC nokymentn mnpucBsiueHo DNS cucrtemi? ki nutanHs B HUX
PO3IIIAHYTO?
. Hapalite nmosichenHss HactynHux 3amnuciB npo pecypcu: SOA, PTR, A, MX,

CNAME.
. SIxe mpuzHaueHHs ytuimitu nslookup?
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Sxi moptu BUKOpHCTOBYIOTHCS it DNS cepBepa 1 kitienTa?

Sxi TpaHCTIOPTHI TPOTOKOIM BUKOPUCTOBYIOTHCS Y DNS cuctemi? Axumu RFC
JOKYMEHTaMHU II€ PErJIaMeHTYEThCS?

SIke mpu3HayYEHHA 1 K NPALOE NporpaMa BupimyBad (resolver)?

Ak imenytoThCs root-cepBepa cuctemu DNS?

Uum BIIPI3HAIOTHCS aBTOPUTATUBHA Ta HEABTOPUTATUBHA BiAMOB1I1?

Ckinbku  piBHIB DNS 3ab6esneuyiots iM’ss www.znu.edu.ua? Hapaiite
MOSICHEHHS.

10.HaBenite npukian PTR 3anucy ta nmoscHiTs ii.

W

o 0N
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JlaGopaTopHna pooora Ne9. IIlporpamyBaHHS MPOCTOT0 MePEKEBOI0 KIIEHTY

Tema: [IporpamyBaHHS MPOCTOT'O MEPEKEBOTO KITIEHTY.
Meta: BuBueHHs MpUHITUIIIB MPOrPaMHO1 peari3allii MepeKeBoi B3a€MOIii.

CokeT (anrnm. socket — po3’em) 1Lie Ha3Ba MPOTrpaMHOTO iHTEpPeicy s
3a0e3nedeHHst 0OMiHy JaHUMU MiXk rpoiiecamu. [Iporiecu rpu Takomy 0oOMiHI MOXKYTb
BUKOHYBATHUCh SIK HA OJTHOMY KOMII IOTEpl, TaK 1 Ha PI3HUX, L0 MAIOTh 3B’SI30K MIXK
coboro yepe3 mepexy. Coker € abCTpakTHUM 00’ €KTOM, IO MPEJCTABISE KIHIIEBY
TOYKY 3’ €THAHHS.

KoxHuil mpoiiec MOXxe CTBOPIOBATH COKET, IO CIyXa€ (CEpBEPHUIl COKET) Ta
NpuB’sI3yBaTH MOro 10 TEBHOTo TopTy omnepamiitHoi cucremu (B UNIX
HENPUBLJICHOBaHI MPOIECH HE MOXYTh BHKOPUCTOBYBAaTH TOpTH MeHIm 1024).
[Ipouec, mro ciuyxae, 3a3BU4yail 3HAXOAWUTHCA Yy UKL OYIKYBaHHsS, TOOTO
IPOCHUHAETHCA MPU MOSABI HOBOTO 3’€nHaHHA. [Ipu 11bomy 30epiraeTbcs MOKIUBICTD
NEePeBIpUTH HASIBHICTH 3’€/IHAHb HA MOTOYHUN MOMEHT, BCTAHOBHUTU TallM-ayT AJis
oreparlii Ta iHIIe.

Koxnuit coker mae cBoto agpecy. OC cimeiictBa UNIX MOXyTh MmiATpUMYBaTH
Oararo TumniB agpec, Ho o0oB’s3koBuMHU € INET-ampecu ta UNIX-aapecu. Sxno
3B’s13aTu cokeT 3 UNIX-anpecoro, To Oye cTBopeHo crieliaabHui (aiin (aitn cokery)
3a 3aJlaHUM IUIAXOM, Yepe3 SKUH 3MOXKYTh B3aEMOJIATU Oy/Ib-5Ki JOKAIbHI MPOIECH
yepe3 uutanHs/3anuc 3 Hhoro. Cokern Tumy INET maroTe moctynm 3 Mepexi i
noTpeOyIOTh BUIIJICHHSI HOMEPY TOPTY.

3a3BuYail KIIEHT SIBHO MiJ €IHYETbCS N0 CiIyXauda, MICIs 4Y0oro Oy/b-sike
yuTaHHA a00 3amuc yepes oro (aitnoBuii geckpuntop OyayTh NepeaaBaTH JaHi MK
HUM Ta CEPBEPOM.

OcHoBHI (hyHKIIT

3arauabHi Onuc

Socket CTBOpHUTH HOBUII COKET 1 MOBEPHYTH (HalIOBHI JECKPUITOP

Send BinmpaButu naHi uepe3 Mepexy

Receive OTtpumaru aaHi i3 Mepexi

Close 3akputy 3’€THAHHS

CepsBepHi

Bind 3B’sa3atu cokeT 3 [P-anpecoro Ta moprom

Listen [ToBimomMuTu po Hamip OTpUMYyBaTH 3’€HaHHA. Ciyxae MopT Ta O4iKye Kojiu Oyne
BCTAHOBJICHO 3’ €IHAHHS

Accept [IpuiinsaTy 3anUT Ha BCTAHOBJICHHS 3’ €IHAHHS

KuienTcbki

Connect BcTtanoButu 3’eqHaHHsA

Merton socket() cTBopro€ KiHIIEBY TOUKY 3’ €IHAHHS 1 TOBepTae (DailioBUil TECKPUTITOP.
Meron npumiMae Tpyu apryMEHTH:
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1. domain — BKka3ye Ha CIMEMCTBO MPOTOKOJIIB COKETY, 1110 CTBOPIOETHCS
e AF INET, nys no3HaueHHs MepexeBoro nporokony 1Pv4
o AF_INET6, nia IPv6
e AF UNIX, st 10KaqbHUX COKETIB, BUKOPUCTOBYE (paiii
2. type — BKa3y€ Ha TUII COKETY
e SOCK_STREAM, HajiiiHa MOTOKOOPIEHTOBAHUI CepBiC a00 MOTOKOBHIA
COKET
¢ SOCK DGRAM, cepgic nararpam ado gatarpaMHHi COKET
e SOCK_ RAW, npoToKo MOBEpX MEPEKEBOrO PIBHS
3. protocol
[IpoTokonu MO3HAYAIOTHCA CUMBOJBHUMHU KOHCTaHTaMU 3  IHpedikcoM
IPPROTO_* (manpuknaa, IPPROTO_TCP a6o IPPROTO_UDP). 3nauyenss
protocol=0 iHTepnpeTyeTbcs SIK HaJAIITyBaHHS Ha BUKOPHUCTAHHS IMPOTOKOIY 3a
3aMOBUYYBaHHSM JUJIsl BKQ3aHOTO TUITY 3’ €IHAHHS.
DyHKIIS TOBEPTAE IIJIE YUCIO, AK€ BKa3y€ HA MPUBJIACHEHUM NECKPUIITOP. Y
pa3i BAHUKHEHHS IOMUJIKH (PYHKIISl TOBEpTA€E 3HAYeHHS —1.
Huxye HaBeieHO MPUKIIAJ] COKET-KIIEHTY peanizoBanuil Ha C++ i Linux:

#include <iostream>
#include <sys/socket.h>
#include <arpa/inet.h>
#include <sys/types.h>
#include <string.h>
#include <resolv.h>
#include <unistd.h>
#define PORT SOCK 80

using namespace std;
int main ()
{
struct sockaddr in dest;
char *host = "172.217.19.100";
int isocket;
isocket = socket (PF_INET, SOCK STREAM, 0);
cout << "isocket = " << isocket << endl;
bzero (&dest, sizeof (dest)) ;
dest.sin family = AF INET;
dest.sin port = htons (PORT SOCK) ;
inet aton(host, &dest.sin addr);
int icon;
icon = connect (isocket, (struct sockaddr*) &dest, sizeof (dest));
cout << "icon = " << icon << endl;
char buffer wr[]=
{'G','E','T',",'/',",'H','T','T','P','/','1','.','O','\n','\n'};
int legth = sizeof (buffer wr)/sizeof (buffer wr[0]);
cout << "buffer wr:" << buffer wr << endl;
write (isocket,buffer wr,legth);
int bytes read;
char buffer[1024];
bytes read = read(isocket,buffer,1024);
cout << "bytes read:" << bytes read << endl;
cout << "buffer:" << buffer << endl;
return 0;
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Hapenenuii koa ciijg KOMITUTFOBATH 3 BUKOPHUCTAHHSAM, HAIPHKIIAJ, TaKOTO
PAIKY:

$ g++ main.cpp

Takox 71 BIATBOPEHHS KOAY Ta KOMITUISAIT MOYKHA BUKOPHCTATH 1IHTETPOBaHI
cucrteMmu po3pookwu, Hanpukiaaa, Code::Blocks IDE.

CrtBopeHui KJieHT OyJe HaJCWIaTH 3aluT Ha BCTAHOBJIIEHHA cokeTy 3a [P
aapecoro 172.217.19.100 na mopt 80 — me BeOG-cepBep www.google.com. Ilics
YTBOPEHHS COKETy 10 cepBepy Oyne Haaicmano 3anut: GET /HTTP/1.0 \n \n. ¥V
pe3ynbTaTi BeO-cepBep MOBMHEH HAIICIATH KO MIATBEPXKEHHS TPABUIIHLHOCTI 3aMUTY
Ta BMICT CaMOi BiJIMOBI/I.

Takox mTOmIOHWI  COKET-KIIIEHT MOKHAa CTBOPHTH 3aco0aMud  MOBH
nporpaMmyBaHHs Java:

package com.example;

import java.io.InputStream;
import java.io.OutputStream;
import java.net.Socket;

public class Example {

public static void main(String[] args) {

int c;

try{

Socket s = new Socket ("www.google.com", 80);
InputStream in = s.getInputStream();
OutputStream out = s.getOutputStream()
String str = "GET / HTTP/1.0"+"\n"+"\n";
byte buf[]= str.getBytes();

out.write (buf);

while((c = in.read()) !'=-1) {

)
System.out.print ( (char) c);
}
}catch (Exception e) {
System.out.println(e);

}

OcoOnuBICTIO LBOTO BapiaHTy € MOro KpocmiaaT(OpMHICTh, TOOTO CTBOpEHa

nporpamMa OyJie npairoBaTi Ha OyAb-IKOMY KOMIT IOTEP1, i€ BCTAHOBJICHO CEPEIOBUIIIC
BUKOHaHHSA Java
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3aBaanHs 10 J1adopaTopHOi podoTu Ne9

. BinTBOpITH HaBeACHI MPUKIIAJIA COKET-KIIIE€HTIB.

3amyctite Wireshark y pexxumi 3aXOIJIEHHS MAKETIB 32 BKa3aHUMU Y KJIIE€HTaX
aapecamu. BukoHalTe 3aXOMUICHHS TAKETIB MPHU 3aIyCKy Ta poOOTI KOXKHOTO 13
HaBEJICHUX KIII€HTIB. BU3HAYMTH MOCIIIOBHICTh TAKETIB Ta iX pOJIb y IPOIIEIypi
oOMiHY.

Busnaute [P-agpecy cBoro komm’rotepa. 3MiHITh Y IpOrpaMax ajapecy, 3a KO
3BEpPTAETHCS KIIIEHT, HA apecy CBOr0 KOMIT I0Tepa. 3a JOMOMOTOK IMporpaMu
Wireshark BcTaHOBITH sIKI makeTu OyJi0 BIANPABICHO KIIEHTOM Y 3aIluT 1
OTPUMAHO Y BIAMOBIIb.

O6epith 5 Bigomux Bam moptiB y niamazoni g0 1024 (kpim moprty 80).
OOrpyHTyiiTe cBiif BuOip. BHeciTh HEOOXIiJIHI 3MIHM y TIPOrpaM KIIIE€HTIB IS
(bopMyBaHHSI MPABUJILHOTO 3aIMTY JO CEPBEPIiB 32 OOPAHMUMH TIOPTaAMHU.

3a nmonomororo nporpamu Wireshark BUBYITE BIJIMOBi/AI HA 3alUTH KIIIEHTY /10
KOKHOTO cepBepy 3a 00paHMMU MOPTAMHU Ta 3aMOBHITh HACTYIHY TaOJIHUIIIO:

TpaHCcOpTHUM ITPOTOKOI, 3aroyioBKH MaKeTiB
Howmep nmoprty Ta Ha3Ba
cenge 10 BUKOPUCTOBYETHCA Y | TPAHCIOPTHOTO Y 3alUTY
pBEpY 3aIuTl Ta BIAMOBIII

SR e

3a sKUMH OpTaMu Ha OyJI0 OTPUMAaHO BiANOBiAi?
[Tinroryiite 3BiT.

3anuTaHHA IS caMoINlepeBipKU

[ITo Ha3uBaeThcs cokeroM? HaBeniTh mpuKiIagu.

Axmit RFC noxyMeHT Bu3Ha4a€e moHATTS “socket”?

Sxuit RFC noxymeHTt Bu3Hauae moHsATTs “websocket”?

SAxumu nporieaypamu (METOJAMU) PeAI3Y€eThCA Y KIIEHTI COKET-3aInT?
Sk peani3yeTbesl y COKET KIIIE€HTI YUTaHHS BIANOBIII BiJ cEpBEPY?

SIK1 TpaHCHOPTHI MPOTOKOJIN BUKOPUCTOBYIOTh COKET-KIIEHTH?

Sk B110yBa€ETHCS MPOLIEC BCTAHOBIIEHHS COKET 3B’ SI3KY?

Sk TOBro Moke TpUBaTU BCTAHOBJIIEHUI COKET 3B’ A30K?
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